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Abstract: Electronic clinical files (EMRs) play an essential function in healthcare networks. 

Since these archives continually incorporate substantial touchy statistics related to patients, 

privateness maintenance for the EMR device is critical. Current schemes generally authorize 

a person to examine one's EMR if and solely if his/her function satisfies the described get 

admission to policy. However, these current schemes permit an adversary to hyperlink 

patients' identities to their doctors. Therefore, classifications of patients' ailments are leaked 

barring adversaries virtually seeing patients' EMRs. To tackle this problem, we current two 

nameless schemes. They now not solely gain information confidentiality however 

additionally recognise anonymity for individuals. The first scheme achieves reasonable 

security, the place adversaries pick assault goals earlier than acquiring statistics from the 

EMR system. The 2nd scheme achieves full security, the place adversaries adaptively pick 

assault ambitions after interplay with the EMR system. We grant rigorous proof displaying 

the safety and anonymity of our schemes. In addition, we suggest an method in which EMR 

proprietors can search for their EMRs in an nameless system. For a higher person experience, 

we practice the online/offline method to pace up records processing. Experimental 

consequences exhibit that the time complexity for key technology and EMR encapsulation 

can be decreased to milliseconds  

Index Terms—Medical document release, privacy preservation, data authentication, release 

control. 

1.INTRODUCTION 

The advanced data gathered by undertakings, open organizations, and governments 

has made gigantic open doors for information based applications. Driven by these 

advantages, there exists an appeal for the distribution and trade of gathered information 

among various  parties. Be that as it may, touchy data about clients is normally contained in 

the first records, and the protection would be abused if such information is discharged 

without being handled. Archive redaction, a direct strategy for security protecting, is to expel 

delicate data from the report. For instance, record redaction is a basic methodology for 

organizations to forestall unintentional or even malevolent divulgence of exclusive 

development while  offering information to redistributed activities. As of late, viable sharing 

of clinical information has  increased noteworthy consideration among experts just as in 

established researchers. Since this idea holds incredible potential for cultivating the 

coordinated effort inside the medicinal services network and different gatherings, for 
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example, pharmaceutical organizations, insurance agencies and research foundations, in order 

to improve the quality and adequacy of clinical treatment forms. With recent and rapid 

advancements in communication technologies, digital signals can be transmitted over the 

internet with convenience [1]. These advancements have brought many advantages but at the 

same time there are several hazards and risks that need to be considered as well. 

Technologies such as telemedicine are emerging day by day [2] and ensuring medical data 

security is becoming a challenge. Recently, capturing medical data has appeared as a major 

cybercrime. If such sensitive data is stolen or captured, then it can result in violation of basic 

patient rights. Confidentiality in medical reports must be kept intact in order to ensure trust 

among patients and health care institutions. Electronic health records (EHR) are stored in 

large databases of medical institutions, in which patient’s health records are kept [3]. These 

records may include every sort of sensitive information starting from patient’s personal data, 

vital signs, diagnosis reports to laboratory reports etc. This data serves as a medical history 

for the convenience of doctors and patients. These medical records are shared through 

modern communication systems which include variety of networks such as local or wide area 

networks. Out of all the medical information kept in EHRs, 90% data is comprised of medical 

images. Medical images, such as X-ray, endoscopy images and videos, MR (magnetic 

resonance) images etc., are stored, handled and transmitted using the Digital Imaging and 

Communications in Medicine (DICOM) standard. The patient information in DICOM file 

must be kept confidential to avoid any kind of tampering of patient’s data, illegal copying and 

to guarantee copyright protection [3]. This confidentiality requires medical data to be secured 

in every way possible. 

2.LITERATURE SURVEY 

2.1 X. Chen, J. Li, J. Weng, J. Ma, and W. Lou, “Verifiable computation over large 

database with incremental updates,” IEEE transactions on Computers, vol. 65, no. 10, 

pp. 3184–3195, 2016 

With the availability of cloud services, the techniques for securely outsourcing the 

prohibitively expensive computations are getting widespread attention in the scientific 

community. That is, the clients with resource-constraint devices can outsource the heavy 

computation workloads into the untrusted cloud servers and enjoy the unlimited computing 

resources in a pay-per-use manner. Since the cloud servers may return an invalid result in 

some cases, one crucial requirement of outsourcing computation is that the client has the 

ability to verify the validity of computation result efficiently. The primitive of verifiable 

computation has been well studied by plenty of researchers in the past decades [9], [13], [14], 

[34], [35], [42], [43], [45]. Most of the prior work focused on generic solutions for an 

arbitrary function (encoded as a Boolean circuit). Though, in general, the problem of 

verifiable computation has been theoretically solved, the proposed solutions are still much 

inefficient for real-world applications. Therefore, it is still meaningful to seek for efficient 

protocols for verifiable computation of specific functions. Benabbas et al. [19] first proposed 

the notion of the verifiable database (VDB) in order to solve the problem of verifiable 

outsourcing storage. That is, assume that a resource constrained client would like to store a 

very large database on a server so that it could later retrieve a database record and update a 
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record by assigning a new value. If the server attempts to tamper with the database, it will be 

detected by the client with an overwhelming probability. Besides, the computation and 

storage resources invested by the client must not depend on the size of the database (except 

for an initial setup phase). 

2.2 X. Zhang, T. Jiang, K.-C. Li, A. Castiglione, and X. Chen, “New publicly verifiable 

computation for batch matrix multiplication,” Information Sciences, 2017. 

With the prevalence of cloud computing, the resource constrained clients are trended to 

outsource their computation-intensive tasks to the cloud server. Although outsourcing 

computation paradigm brings many benefits for both clients and cloud server, it causes 

some security challenges. In this paper, we focus on the outsourcing computation of matrix 

multiplication, and propose a new publicly verifiable computation scheme for batch matrix 

multiplication. Different from traditional matrix computation outsourcing model, the 

outsourcing task of our scheme is to compute MXiMXi for group of clients, where XiXi is a 

private matrix chosen by different clients and M is a public matrix given by a data center 

beforehand. Based on the two techniques of privacy-preserving matrix transformation and 

matrix digest, our scheme can protect the secrecy of the client’s private matrix XiXi and 

dramatically reduce the computation cost in both the key generation and the compute 

phases. The security analysis shows that the proposed scheme can also achieve the desired 

security properties under the co-CDH assumption. 

 

2.3 T. Jiang, X. Chen, and J. Ma, “Public integrity auditing for shared dynamic cloud 

data with group user revocation,” IEEE Transactions on Computers, vol. 65, no. 8, pp. 

2363–2373, 2016 

The development of cloud computing motivates enterprises and organizations to 

outsource their data to third-party cloud service providers (CSPs), which will improve the 

storage limitation of resource constrain local devices. Recently, some commercial cloud 

storage services, such as the simple storage service (S3) [1] on-line data backup services of 

Amazon and some practical cloud based software Google Drive [2], Dropbox [3], Mozy [4], 

Bitcasa [5], and Memopal [6], have been built for cloud application. Since the cloud servers 

may return an invalid result in some cases, such as server hardware/software failure, human 

maintenance and malicious attack [7], new forms of assurance of data integrity and 

accessibility are required to protect the security and privacy of cloud user’s data. To 

overcome the above critical security challenge of today’s cloud storage services, simple 

replication and protocols like Rabin’s data dispersion scheme [8] are far from practical 

application. The formers are not practical because a recent IDC report suggests that data-

generation is outpacing storage availability [9]. The later protocols ensure the availability of 

data when a quorum of repositories, such as k-out-of-n of shared data, is given. However, 

they do not provide assurances about the availability of each repositories, which will limit the 

assurance that the protocols can provide to relying parties.  
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3.PROPOSED WORK 

 

 

 

 

 

 

 

 

 

 

 

 

3.1 Patient:  

 

A patient outsources her documents to the cloud server to provide convenient and reliable 

data access to the corresponding search doctors. To protect the data privacy, the patient 

encrypts the original documents under an access policy using attribute-based encryption. To 

improve the search efficiency, she also generates some keyword for each outsourced 

document. The corresponding index is then generated according to the keywords using the 

secret key of the secure kNN scheme. After that, the patient sends the encrypted documents, 

and the corresponding indexes to the cloud server, and submits the secret key to the search 

doctors. 

 

3.2 Cloud server:  

 

A cloud server is an intermediary entity which stores the encrypted documents and the 

corresponding indexes received from patients, and then provides data access and search 

services to authorized search doctors. When a search doctor sends a trapdoor to the cloud 

server, it would return a collection of matching documents based on certain operations. 

 

3.3 Doctor:  

 

An authorized doctor can obtain the secret key from the patient, where this key can be used to 

generate trapdoors. When she needs to search the outsourced documents stored in the cloud 
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server, she will generate a search keyword set. Then according to the keyword set, the doctor 

uses the secret key to generate a trapdoor and sends it to the cloud server. Finally, she 

receives the matching document collection from the cloud server and decrypts them with the 

ABE key received from the trusted authority. After getting the health information of the 

patient, the doctor can also outsource medical report to the cloud server by the same way. For 

simplicity, we just consider one-way communication in our schemes. 

4.RESULTS AND DISCUSSION  

 

Fig 1: Patient sending encryption req to cloud 

 

 

Fig 2:PHR owner Form 
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5.CONCLUSION 

We proposed a methodology to securely save and transmission of the PHRs to the approved 

entities in the cloud. The methodology preserves the confidentiality of the PHRs and enforces 

a patient-centric get right of entry to manage to one-of-a-kind parts of the PHRs based totally 

on the get admission to furnished by way of the patients. We applied a fine-grained get 

admission to manage technique in such a way that even the valid machine customers can't get 

right of entry to these parts of the PHR for which they are no longer authorized. The PHR 

proprietors shop the encrypted statistics on the cloud and solely the approved customers 

possessing legitimate re- encryption keys issued by using a semitrusted proxy are in a 

position to decrypt the PHRs. 

The position of the semi-trusted proxy is to generate and shop the public/private key pairs for 

the users in the system. In addition to keeping the confidentiality and making sure patient-

centric get entry to manipulate over the PHRs, the methodology additionally administers the 

ahead and backward get admission to manage for departing and the newly becoming a 

member of users, respectively. Moreover, we formally analyzed and demonstrated the 

working of SeSPHR methodology thru the HLPN, SMT-Lib, and the Z3 solver. The overall 

performance assessment was once executed on the on the foundation of time fed on to 

generate keys, encryption and decryption operations, and turnaround time. The experimental 

outcomes show off the viability of the SeSPHR methodology to securely share the PHRs in 

the cloud environment. 
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