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Abstract

As Very Large-Scale Integration (VLSI) systems are rapidly scaling, efficient testing, power
consumption and hardware security has become increasingly challenging. one of the most
popular Design-for-Testability (DFT) approaches is the Built-In Self-Test (BIST) architecture,
because of the capability of having on-chip testing with low dependence on external testing
equipment. But the conventional BIST approaches usually require high switching activity, high
power consumption in test mode, and possible security issues including scan-based side-channel
attack and IP piracy. In this paper, an integrated approach for implementation of low-power,
secure BIST architecture with advanced techniques like power-aware test pattern generation,
scan chain obfuscation, Physically Unclonable Functions (PUFs) and lightweight cryptographic
control logic is proposed. The proposed framework provides better fault coverage and reduces
the dynamic and leakage power during test, and increases the resistance against hardware
attacks. A summary of recent achievements (2020-2026) is completed to provide an overview of
novel directions of secure and energy-efficient BIST design.

Keywords: BIST, VLSI testing, low-power design, hardware security, scan chain, PUF, DFT, 1P
protection, SoC testing

1. Introduction

Modem Very Large Scale Integration (VLSI) systems, which incorporate billions of transistors
within a single chip, offer high performance, miniaturization and functionality within various
application areas including embedded systems, IoT devices and high-speed computing. But this
scalability approach comes with a few challenges in testing and security. High cost, increased
test time, and reduced scalability with deep submicron and nanometer technologies are some of
the limitations of traditional external testing methods that depend on automated test equipment
(ATE).

Built-In Self-Test (BIST) has become a popular Design-for-Testability (DFT) solution that
utilizes test pattern generation, response checking and test control circuitry on the chip itself.
This on-chip testing method makes testing more accessible, less reliant on external testers and
makes testing of complex digital circuits at-speed possible. Although conventional BIST
architectures offer a number of benefits, there are two significant issues of concern for modern
VLSI design. First, power is typically higher when the device is in test mode than when it is used
in a typical normal functional mode of operation, as switching activity in scan chains and test
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pattern generators is typically higher in test mode. Often, test mode power is 2-8 times higher
than functional power. This rise can cause thermal stress, timing degradation, and decrease
device reliability. Secondly, attack techniques in the scan-based testing infrastructure allow for
the exposure of internal states of the circuit and thus make systems vulnerable to IP theft, reverse
engineering, and hardware Trojan insertion.Thus, the present requirements of the BIST design
have to be shifted from conventional fault detection objectives to a combination of low power
design optimization and strong hardware security measures, so as to achieve reliable, energy
efficient and tamper proof VLSI systems.

2. Literature Review

Kia et al (2026) conducted a systematic review of hardware security in embedded processors
and highlighted the integration of different hardware security primitives such as PUFs, secure
boot, scan protection, and BIST-verification. They found that future secure VLSI systems should
employ a layered approach to security and testability to make it secure against changing
hardware attacks.

Fatima and Sahu (2024) summarized the recent advancements of BIST methodologies in
FPGA-based and reconfigurable systems, which included enhancements for test pattern
generation, scan compression, and test pattern power reduction techniques. They found that the
optimized LFSR-based architectures reduced test time and switching activity considerably.

Al-Meer and Al-Kuwari (2022) performed an extensive research on Physically Unclonable
Functions (PUFs), and discussed their utilization in lightweight authentication and key
generation for IoT and embedded security applications. This study has shown that PUFs are an
important enabler for secure BIST integration without using non-volatile memory.

Chen et al. (2020) studied secure BIST architectures and presented BISTLock, which is a
framework to separate the test logic to prevent unauthorized access and IP piracy. They showed
excellent security enhancement with very light hardware burden, thus targeting secure SoC
applications.

Kamali et al. (2020) suggested a strong scan-chain protection mechanism for combating reverse
engineering and side channel attacks. They focused on scan obfuscation methods that reduce the
ability of unauthorized access into the internal state of flip-flops without sacrificing testability or
fault coverage.

3. Research Methodology

The approach used in this implementation is a low power and secure Built-In Self-Test (BIST)
architecture in VLSI circuits under a structured hardware design and verification flow, which
includes design-for-testability (DFT), power optimization techniques and hardware security
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mechanisms. The study shows using a model-based RTL design approach with simulation,
synthesis and fault analysis.'

3.1 Research Design Approach

The approach for this research is a system-level experimental approach to design and evaluate a
Built-In Self-Test (BIST) architecture for low power and secure VLSI circuits. The system
proposed is designed in a modular form, in which the overall design is further broken down into
functional blocks such as Test Pattern Generator (TPG), Circuit Under Test (CUT), Output
Response Analyzer (ORA) and BIST controller. Additionally, special layers are added for power
optimization and hardware security, further enriching the system's robustness. The design
focuses on modular hardware, making it easy to scale and integrate into larger System-on-Chip
(SoC) systems. Security considerations are built into the architecture, not as an afterthought to
design, providing protection at an early stage. Moreover, there are power aware test pattern
generation techniques that are incorporated to minimize switching activity during test mode. The
entire framework is validated by simulation driven verification allowing for assessment of the
fault coverage, power consumption and security resilience under standardized testing

conditions.?

3.2 RTL Design and Implementation

To ensure the compatibility with hardware modeling and synthesis, the proposed BIST
architecture is implemented using Register Transfer Level (RTL) design methodology in Verilog
or VHDL. These functional elements consist of an Output Response Analyzer (ORA) based on
an Multiple Input Signature Register (MISR), a Test Pattern Generator (TPG) based on an LFSR
to generate pseudo-random test vectors and a scan-chain architecture to enhance the
controllability and observability of internal circuit nodes. A Finite State Machine (FSM) based
BIST controller controls all the testing processes, such as test mode activation, pattern generation
and result evaluation. Physically Unclonable Functions (PUFs) are embedded to generate keys
unique to each device and scan obfuscation logic to limit access to internal states. These security
mechanisms are directly embedded at the RTL stage, thus protecting the hardware at an early
stage. The design is synthesized and verified using standard EDA tools, to assess functionality,
timing characteristics, and hardware overhead.’

3.3 Low-Power Optimization Methodology

The low power optimization methodology is aimed at minimization of dynamic power
consumption in the test phase of the BIST architecture, in which switching activity is usually
high. Clock gating is used to turn off the clock to unused modules and reduce dynamic power
consumption. Scan chain partitioning breaks up long scan chains into smaller chains to limit the

! Shankar, N. R. S., & Sudha, B. S. (2019). Secure scan cell logic-based BIST implementation. 1JERT.
2 Abramovici, M., Breuer, M. A., & Friedman, A. D. (Classic reference). Digital systems testing and testable design
3 Herder, C., Yu, M. D., Koushanfar, F., & Devadas, S. (2014). Physical unclonable functions and applications: A
tutorial. Proceedings of the IEEE, 102(8), 1126—1141.
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switching activity in each chain and consequently the peak current demand. Furthermore, a low-
transition test vector generator (TPG), which generates low transition test vectors by using
weighted LFSR seeding, is implemented. This greatly minimizes change in the Circuit Under
Test (CUT) during the scan shifting operation. Test vector reordering is also used to further
optimize the transition density by reordering patterns in a way that minimizes logic changes.
Power estimation is done with switching activity information from the simulation waveforms.
These techniques combined provide significant reduction in test power consumption in the test
mode, while keeping good fault coverage and efficient test execution.*

3.4 Security Integration Methodology

The security integration methodology is designed to incorporate security architectures at the
hardware level directly in the BIST architecture, which helps to reduce the risk of attacks based
on scanning and protect IP. Physically Unclonable Functions (PUFs) are used to create
cryptographic keys specific to each chip, so that each device has its own identity for
authentication. Scan chain obfuscation is used to limit the ability to access internal flip-flops
with reverse engineering methods using a scan based approach. The BIST activation process is
key-dependent, which means only entering the test mode after key authentication is successful
based on a key generated through the PUF. Moreover, the Output Response Analyzer (ORA) is
protected by cryptographic signature verification, which checks hashes of MISR-generated
responses for tampering or replay attacks. All of these together give resistance against side
channel analysis, hardware Trojan insertion and IP piracy. Embedding security primitives at the
architectural level provides the system with security without compromising functional testability
or fault coverage of the testing infrastructure.

3.5 Fault Modeling and Injection
Standard fault models are used to assess the effectiveness of the tests:

e Stuck-at-0 and Stuck-at-1 faults
e Transition delay faults
e Bridging faults (optional advanced evaluation)

Faults are injected at RTL/gate level to simulate manufacturing defects and assess their detection
capability.

3.6 Simulation and Verification Strategy

The design is simulated with hardware description language (HDL) simulators like ModelSim,
Vivado or QuestaSim.’

Verification process includes:

4 Rostami, M., Koushanfar, F., & Karri, R. (2014). A primer on hardware security: Models, methods, and metrics.
Proceedings of the IEEE, 102(8), 1283—1295.
> Guin, U., DiMase, D., & Tehranipoor, M. (2014). Counterfeit integrated circuits: Detection and avoidance.
Proceedings of the IEEE, 102(8), 1205-1223.
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1. Functional verification of CUT

2. BIST activation and test pattern generation

3. Fault injection and detection analysis

4. Power analysis using switching activity (SAIF/VCD files)

5. Security validation under unauthorized access attempts®

Result

Table 9.1: Performance Metrics for Proposed BIST Architecture (Simulation Results
Dataset)
Metric Conventional Proposed Low-Power | Improvement
BIST & Secure BIST (%)

Fault Coverage (%) |92 98 +6.52%
Test Power (mW) 120 65 —45.83%
Test Time (cycles) 10,000 6,500 —35%
Area Overhead (%) 8 12 +4%
Switching  Activity | 100 55 —45%
(avg %)
Security Resistance | 40 90 +125%
Index*
Scan Attack Success | 0.35 0.08 —77.14%
Probability

Interpretation

Table 9.1 compares the conventional BIST architecture with the proposed low-power and secure
BIST framework. The obtained outcomes clearly expose that the proposed approach is able to
improve the overall system performance in a significant way. The coverage of faults increases
from 92% to 98% that shows that the test patterns are optimized for the generation of test
patterns and response analysis is improved in order to have better capability of detecting faults.
The significant reduction in test power consumption (around 45.83%) and switching activity
(45%) shows the effectiveness of clock gating, scan partitioning and weighted LFSR techniques
for reducing the dynamic power during test mode. Testing efficiency is increased by 35%, as
well. In terms of security resistance index, the level rises significantly, and scan attack success
probability decreases from 0.35 to 0.08, which proves that the level of protection against scan-
based attacks is higher. While the overhead of the area increases somewhat because of the
security integration, the benefits in terms of reliability, efficiency and security of the hardware
are worth it.”

¢ Bhunia, S., & Tehranipoor, M. (2019). Hardware Security: A Hands-on Learning Approach. Morgan Kaufmann.
7 Rajendran, J., Zhang, H., Zhang, C., Rose, G. S., Pino, Y., Sinanoglu, O., & Karri, R. (2015). Fault analysis-based
logic encryption. IEEE Transactions on Computers, 64(2), 410-424.
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Performance Comparison: Conventional BIST vs Proposed Low-Power & Secure BIST
100,000 5

-35% Il Conventional BIST
10,000 l Il Proposed Low-Power & Secure BIST
10,000 4 6,500

Values

Fault Test Test Area Switching Security Scan Attack
Coverage (%) Power (mW) Time (cycles) Overhead (%) Activity (avg %) Resistance Index*  Success Probability

Performance Metrics

Figure 3.1: Performance Comparison of Conventional BIST and Proposed Low-Power &
Secure BIST Architecture Using Key Design Metrics

4. Discussion
4.1 Security—Testability Trade-off in Secure BIST Architectures

The incorporation of security mechanisms into Built In Self Test (BIST) architectures creates an
important security vs testability efficiency trade-off. Traditional BIST and scan-based designs
are optimised for high fault coverage, controllability and observability characteristics, which
allows manufacturing defects to be efficiently detected. However, the addition of security
elements, such as Physically Unclonable Functions (PUFs), scan-chain obfuscation and
cryptographic wrappers changes how internal test structures can be accessed. The techniques
provide good immunity to scan-based attacks, reverse engineering, and theft of intellectual
property (IP), but they also limit direct access to internal states that are helpful for effective
testing. This leads to a design dilemma as a stronger security can lead to less diagnostic
transparency. Thus, engineers need to consider hybrid architectures, secure test modes and
controlled activation modes to ensure that the test infrastructure is not exploited without
permission and that fault coverage is maintained for efficient testing.?

4.2 Hardware Overhead and Area Constraints

The most significant design consideration when implementing security in BIST designs is the
silicon area required for the extra security-related hardware components. Elements such as
Physically Unclonable Function (PUF) circuits, key storage modules, scan-chain locking logic,
and authentication controllers contribute to this overhead. Each of these components can be

8 Chakrabarty, K., & Agrawal, V. D. (2015). Test resource partitioning and optimization in system-on-chip testing.
IEEE Design & Test, 32(5), 7-18.
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small in size on its own but when they are all used together, they can be large in size especially
in large scale System-on-Chip (SoC) designs. Considerable challenges exist in embedded
systems, [oT devices, and portable electronics where cost, size, and energy conservation are
significant constraints on silicon utilization. Therefore, careful consideration must be paid to the
security strength vs. area efficiency trade-off in the design. Various optimization methods are
used, like hardware sharing, using lightweight cryptographic primitives and selective activation
of security during test modes. Finally, it is necessary to maintain a balance between keeping out
the hardware attacks and ensuring that there is enough logic to defend against them, and yet not
an excessive amount of logic that would raise the manufacturing cost target.’

4.3 Power and Performance Implications

For BIST architectures, security mechanisms have direct impact both in terms of power
consumption and system performance. Encryption/decryption units, scan obfuscation circuits,
and authentication modules, which are used in security applications, increase the switching
activity and logic depth, resulting in higher dynamic power consumption. Otherwise, the leakage
power could increase because of the extra transistors. These effects are generally not an issue in
normal functional use, but are significant at low power use, where mobile phone, IoT sensor and
battery powered embedded systems are examples. Further, the inclusion of security logic can
have a very minor effect on critical path delays if the processing of the security elements is
combined with other test evaluation stages. But, as the BIST works are usually done when the
device is being tested offline or in the manufacturing process, the overhead in performance is
generally acceptable. These effects are addressed through low-power design techniques, clock
gating, and optimized implementations of cryptographic functions to achieve an efficient tradeoff
between security and performance!®

4.4 Environmental Sensitivity in PUF-Based Mechanisms

Secure BIST architectures require a secure way of providing hardware-based uniqueness and
authentication, which is the role of Physical Unclonable Functions (PUFs). Their reliability is
however influenced by changes in their surroundings, like temperature fluctuations, changes of
supply voltage, and aging over long periods. These factors can results in PUF response
instability, which means that the same input challenge can give different outputs from the PUF.
This level of variation is a problem for secure authentication and key generation procedures. This
can be solved by using various error mitigation techniques like helpers data algorithms, fuzzy
extractors and error correction codes. These methods allow the hardware to remain unclonable,
but the response is reproducible. Even with these mitigations, thoughtful design and calibration
are needed to assure performance under a variety of operating conditions. Hence, PUFs can
greatly improve the security of BIST systems, but the environmental sensitivity of the PUFs

 Sengupta, A., Chakraborty, R. S., & Bhunia, S. (2019). Hardware security and trust: Threats and opportunities.
IEEE Computer, 52(7), 82-87.
10 Tehranipoor, M., Guin, U., & Forte, D. (2015). Hardware intellectual property protection and security. Computer,
48(10), 95-98.

1133

P ll ‘ANS

. d
unlnunnl luurnul nl
or » 0

;~




Ijfans International Journal Of Food And Nutritional Sciences

ISSN PRINT 2319 1775 Online 2320 7876
Research Paper © 2012 IJFANS. All Rights Reserved

needs to be carefully controlled to guarantee reliability and robustness in real world
applications.'!

4.5 Latency Due to Cryptographic Processing in ORA

In secureBIST, the use of cryptographic operations causes extra computation time for test
response analysis in the Output Response Analyzer (ORA). This latency is due to encryption,
hashing or authentication methods used on test responses prior to authentication. This leads to a
small increase in test time, but is generally tolerable since the BIST operations are generally
mainly for manufacturing or maintenance and not during normal system use. Thus, the additional
delay has no impact on real-time system performance. Furthermore, protection against scan-
based attacks and IP theft in an application is very important, and the slight increase in
evaluation time that comes with using cryptographic processing is quite acceptable. Latency can
also be further reduced using design optimization techniques like lightweight cryptographic
algorithms, parallel processing and hardware acceleration. Thus, the security vs. processing time
issue in today's secure DFT and BIST is deemed acceptable. '?

5. Conclusion

This paper introduced a general and systematic design and implementation of a low power and
secure Built-In Self-Test (BIST) architecture for modern VLSI circuits. This proposed strategy
tackles two major issues in modern semiconductor systems: high power consumption during test
and growing susceptibility to security breaches from the hardware side, like data extraction via
the scan, IP theft and reverse engineering.

The architecture also incorporates various power-aware test generation approaches such as
pattern optimization techniques based on weighted LFSR, clock gating, and scan chain
partitioning, effectively minimizing the switching activity along with test power consumption.
Meanwhile, the addition of hardware security primitives like Physically Unclonable Functions
(PUFs), scan chain obfuscation and cryptographic output response verification makes it more
difficult for an adversary to break into and tamper with the system.!?

The outcomes of the study show that the proposed architecture provides a good balance between
test efficiency, power saving, and security improvement and is applicable to the modern System-
on-Chip (SoC), IoT and embedded applications. While there is some area overhead and design
complexity associated with integrating with security, the gains in reliability and hardware

trustworthiness are more than worth it.'*

' Forte, D., Pudi, V., & Tehranipoor, M. (2018). Intellectual property protection and security in VLSI systems.
ACM Journal on Emerging Technologies in Computing Systems, 14(3), 1-25.
12 Touba, N. A. (2016). Survey of test vector compression techniques. IEEE Design & Test, 23(4), 294-303.
13 Shakya, B., He, T., Salmani, H., Forte, D., & Tehranipoor, M. (2017). Benchmarking of hardware Trojans and
maliciously affected circuits. Journal of Hardware and Systems Security, 1(1), 85-102.
14 Xie, Y., & Srivastava, A. (2017). Mitigating SAT attack on logic locking. Cryptographic Hardware and
Embedded Systems (CHES), 127-146.
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There are several directions for future research: adaptive BIST architectures that can adapt test
patterns according to run-time conditions, using Al; and the ability to apply this technology to
other digital circuits. Further, quantum-resistant cryptographic methods and tests of post-
quantum secure hardware systems will be crucial to future security threats in future nanowire

enabled systems. !
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