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Abstract 

The scaling of Very Large-Scale Integration (VLSI) circuits into more complex designs has 

made fault modeling, detection and diagnosis more complicated. Conventional Design for 

Testability (DFT) techniques, such as scan-based testing, Built-In Self-Test (BIST) and 

Automatic Test Pattern Generation (ATPG), have proved very effective, but are becoming 

more costly and time intensive to implement in advanced nodes. Recently Machine Learning 

(ML) techniques have been emerging as a very promising approach to improving the 

accuracy of the fault prediction, learning patterns from the test data generated by DFT. This 

paper proposes an extensive approach to combine ML models and DFT tests to predict the 

circuit level faults efficiently. The proposed approach utilizes features derived from the scan 

chain output, ATPG vectors and fault simulation responses for supervised learning models 

like Random Forest, Support Vector Machines, and deep neural networks. Recent literature 

has shown that ML-based methods can achieve fault detection accuracy over 95% with a 

great reduction in test pattern generation time and computational complexity. The role of data 

imbalance, feature extraction constraints in large-scale SoC designs and scalability issues are 

also discussed briefly in the study. 

Keywords: VLSI testing, Design for Testability (DFT), Machine Learning, Fault Prediction, 
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1. Introduction 

Moore's Law is driving the pace of exponential increase in the number of transistors that can 

be found on a single chip in semiconductor devices, which are now developing ultra-large-

scale integrated (ULSI) circuits with billions of transistors. This has helped to the progress of 

high performance and energy efficient electronic systems, but has also made fault modeling, 

detection and diagnosis much more complex. This gives rise to various fault types such as 

stuck-at faults, bridging faults, delay faults, open faults, transient or intermittent faults, etc., 

that can greatly affect the reliability and yield of the modern VLSI circuits. 

Built-In Self-Test (BIST), scan-based testing, and Automatic Test Pattern Generation 

(ATPG) have been traditional Design for Testability (DFT) methods for manufacturing test 

strategies. While these methods are very effective to achieve high fault coverage, they are 

challenging in advanced technology nodes, especially because of increased test time, high 

power consumption during scan shifting, and because of test pattern explosion for complex 

systems-on-chip (SoCs). 

Over the past few years, Machine Learning (ML) has shown great potential as an intelligent 

solution to fault prediction and diagnosis in VLSI circuits. A ML system can use a large 
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number of test data generated using DFT to discover hidden patterns in scan responses, 

ATPG vectors and BIST signatures to accurately classify circuits as faulty or fault free. 

Ensemble learning, convolutional autoencoders (CAE) and decision tree based models have 

been shown to achieve fault detection accuracy between 95% and almost 100% on the 

standard benchmark circuits. In addition to providing better fault prediction, this data-driven 

paradigm also provides better scalability and adaptability to next generation VLSI testing 

frameworks. 

2. Literature Review 

To overcome the problem of small and imbalanced data sets in VLSI fault diagnosis, 

Srivastava et al. (2023) presented data augmentation methods along with predictive 

modeling techniques. They argue that synthetic generation and transformation of the DFT-

based test patterns is a major improvement for training data diversity, which leads to more 

robust machine learning models. The results show that in structured Design for Testability 

(DFT) environment the augmented datasets improve generalization ability, reduce overfitting, 

and increase fault classification accuracy. In summary, their efforts underscore the value of 

data-driven strategies for enhancing the effectiveness of fault prediction tools for large, 

complex VLSI circuits based on ML systems. 

Moness et al. (2022) discuss automated debugging and fault localization in digital circuits 

through the use of machine learning based on analysis of simulation and test data. The 

approach incorporates ML algorithms for the analysis of complex data generated by DFT, 

which can be used to accurately locate fault locations in digital VLSI circuits. The study 

indicates that there are considerable advances in the diagnostic resolution, especially in the 

identification of subtle logic and timing errors that are hard to identify through traditional 

means. Also, it automates test response and simulation output analysis, making post-silicon 

validation more automated. In summary, their results confirm that debugging tools based on 

ML can improve the efficiency and reliability of the current workflows in the diagnosis of 

faults during VLSI development. 

Gaber et al., (2021) used deep learning (DL) algorithms to build fault detection models for 

digital VLSI circuits with convolutional neural networks (CNNs) trained with simulation and 

DFT generated test patterns. They prove that CNN architectures are well suited to learn 

spatial patterns in circuit response data for accurate detection of subtle stuck-at faults. The 

results show that the performance is good, especially in complex combinational and 

sequential circuits in which the traditional fault diagnosis methods are difficult to apply 

because of the high complexity of the design. Moreover, the proposed method is able to learn 

the hierarchical representations from the raw test responses without any need for manual 

feature engineering, resulting in enhanced feature extraction capability. Overall, the study 

validates the effectiveness of deep learning for achieving high accuracy and robustness in the 

fault detection of modern VLSI testing environments. 

Goel and Dey (2020) suggested the methods for test pattern generation using ML techniques 

by combining the output of ATPG with supervised learning models that improves the fault 

detection efficiency in digital VLSI cir cuits. Their solution uses ATPG test data from 
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the past to train predictive models that can detect good test vectors and minimize the amount 

of redundancy in scan-based testing. The study shows how effective patterns can be selected 

and how many iterations of tests can be avoided through the use of machine learning so as to 

significantly reduce the time spent on test application. Moreover, they show how supervised 

learning can be used to develop scalable and efficient DFT methods for large and complex 

integrated circuits which minimizes overall testing cost and enhance fault coverage 

efficiency. 

To analyze the test responses in the scan chains of VLSI circuits, Wang et al. (2020) built 

sequential learning frameworks based on Long Short-Term Memory (LSTM) networks, 

which are characterized by temporally correlated test responses. This method is effective in 

capturing time-dependent behaviour in scan-based outputs for enhanced detection of complex 

fault patterns which change over multiple test cycles. The study shows that it is capable of 

improved detection of intermittent and delay related faults, when applied to the conventional 

combinational analysis methods it would not have been possible to identify such faults. The 

proposed LSTM-based framework addresses the inherent temporal dependency and 

significantly enhances diagnostic accuracy and reliability in sequential circuit testing 

scenarios.1 

3. Proposed Methodology 

3.1 Data Collection (DFT Test Data)  

The proposed framework is based on the comprehensive Design for Testability (DFT) 

datasets obtained from either the simulation-based or structural-based test processes. The 

main sources of data are scan chain output responses obtained while testing with scan, that 

give detailed information on the internal states of sequential circuits. Furthermore, Automatic 

Test Pattern Generation (ATPG) vectors are employed to drive different fault conditions and 

to test the operation of the circuit with controlled inputs. Built-in self-test (BIST) signatures 

are also added, which allows compact representation of circuit responses using signature 

analysis methods like MISR compression. Moreover, fault simulation datasets are created for 

several fault models such as stuck at fault, bridging fault, open fault and delay fault. These 

merged datasets create a comprehensive and varied input space that reflects the functional as 

well as faulty conditions, making them suitable for training machine learning models that can 

accurately predict and diagnose faults.2 

3.2 Feature Extraction 

Feature extraction is a critical step in converting raw data from DFT tests into relevant 

features that can be used for machine learning modeling. Features extracted are logic 

transition density – measures switching activity of circuit nodes during test application. The 

probability of exciting a fault given a particular set of test vectors is determined by fault 

 
1 Wang, L. T., Wu, C. W., & Wen, X. (2006). VLSI Test Principles and Architectures: Design for Testability. 

Morgan Kaufmann. 
2 Wang, X., Chakrabarty, K., & Jiang, L. (2019). Machine learning techniques for fault diagnosis and yield 

improvement in VLSI systems. IEEE Transactions on Computer-Aided Design of Integrated Circuits and 

Systems, 38(11), 2011–2024. 
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excitation probability. Test response mismatch ratio reflects the difference between the 

expected responses and actual responses, and is a good measure of the presence of a fault. For 

sequential circuits timing related anomalies are analyzed by introducing signal propagation 

delay features. Furthermore, switch activities can be used to describe the dynamic power 

behaviour in a test. The combination of these features gives a complete picture of the 

structural and behavioral features of VLSI circuits, which makes it possible for machine 

learning models to accurately differentiate between fault and fault-free conditions.3 

3.3 Machine Learning Models 

The framework utilizes several machine learning algorithms to provide strong and precise 

prediction of faults in various circuit complexities. They are used because Random Forest 

Classifiers are robust classifiers that are able to operate on high-dimensional feature spaces 

and give good ensemble-based decision making. For binary classification problems that have 

hard decision boundaries, Support Vector Machines (SVM) are used. Artificial Neural 

Networks (ANN) are used to extract the non-linear relationships from the data of complex 

behavior of circuits. In scan-based responses, unsupervised feature learning and anomaly 

detection are done through the use of Convolutional Autoencoders (CAE). Furthermore, 

Long Short-Term Memory (LSTM) networks are applied to the outputs of sequential scan 

chains, which can be useful for temporal fault patterns like intermittent and delay faults. 

These models are combined to form a comprehensive framework for fault prediction based 

on machine learning.4 

3.4 Workflow 

The proposed method is structured following a pipeline to systematically use ML techniques 

to predict faults. First, test patterns are created for ATPG to simulate a variety of fault 

scenarios in the circuit. During the following step, the simulation environment is purposely 

corrupted to produce a labelled set of data for supervised learning. Responses to scan chain 

and BIST are captured for recording the behavior of the circuit under normal and faulty 

conditions. Data is preprocessed, cleaned and normalized to ensure consistency and enhance 

the performance of the model. Later, the dataset is used to train the machine learning 

models.Finally, the trained machine learning models are random forest, SVM, ANN, CAE, 

and LSTM. Finally, models are tested with standard accuracy, precision, recall, and F1-score 

measurements to measure the effectiveness of the fault prediction and classification.5 

Result: 

Table 3.1: Performance Comparison of Machine Learning Models for DFT – Based 

Fault Prediction (Illustrative Results) 

Machine Learning Model Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-Score 

(%) 

Random Forest Classifier 94 93 92 92.5 

 
3 Bushnell, M. L., & Agrawal, V. D. (2000). Essentials of Electronic Testing for Digital, Memory and Mixed-

Signal VLSI Circuits. Springer. https://doi.org/10.1007/978-1-4615-4423-3 
4 Hinton, G. E., Osindero, S., & Teh, Y. W. (2006). A fast learning algorithm for deep belief nets. Neural 

Computation, 18(7), 1527–1554. https://doi.org/10.1162/neco.2006.18.7.1527 
5 Bishop, C. M. (2006). Pattern Recognition and Machine Learning. Springer. 

https://doi.org/10.1007/978-1-4615-4423-3
https://doi.org/10.1162/neco.2006.18.7.1527
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Support Vector Machine (SVM) 91 90 89 89.5 

Artificial Neural Network 

(ANN) 

95 94 94 94.0 

Convolutional Autoencoder 

(CAE) 

96 95 95 95.0 

LSTM (Sequential Scan Data) 97 96 96 96.0 

Interpretation 

Table 3.1 shows that all the machine learning models considered can be considered good 

models for the DFT-based fault prediction with an accuracy ranging from 91% to 97%. In 

terms of the overall performance of the tested models, the LSTM model shows the best 

performance with an accuracy of 97% and F1 Score of 96%, demonstrating its superior 

performance in modeling the sequential dependency of the scan chain data and in the correct 

identification of the temporal fault pattern (delay and intermittent faults). Best results are 

obtained by the Convolutional AutoEncoder (CAE) with 96% accuracy, indicating the 

potential of the CAE in unsupervised feature learning for complex DFT datasets. Artificial 

Neural Network (ANN) model exhibits an accuracy of 95% and is capable of modelling the 

circuit behaviour to a good accuracy, even in the presence of non-linearities. Random Forest 

and SVM give comparable lower but satisfactory results with SVM being the least among the 

tested models. In summary, the results showed that deep learning-based models perform well 

in solving the VLSI fault prediction problem compared to the traditional machine learning 

techniques.6 

 

Figure 4.1: Comparative Performance Analysis of Machine Learning Models for DFT – 

Based Fault Prediction in VLSI Circuits (Accuracy, Precision, Recall, and F1–Score) 

4. Experimental Analysis  

Recent research work in the field of Machine Learning (ML) based fault prediction in VLSI 

circuits shows that substantial improvements can be achieved as compared to the 

 
6 Bengio, Y. (2009). Learning deep architectures for AI. Foundations and Trends in Machine Learning, 2(1), 1–

127. https://doi.org/10.1561/2200000006 

https://doi.org/10.1561/2200000006
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conventional Design for Testability (DFT) techniques. Among the most striking results is that 

hybrid approach of Convolutional Autoencoders (CAE) and Random Forest classifiers yields 

an average accuracy of around 97.4% for the standard benchmark circuits. This demonstrates 

the effectiveness of combining deep feature extraction and ensemble learning methods for 

efficient fault classification.7 

Furthermore, numerous works have shown that ML-based fault detection approaches can 

significantly shorten test application duration when compared to ATPG-only approaches. The 

improvement is mostly due to the capability of the ML models to focus on high-impact test 

patterns and remove redundant testing cycles, optimizing the testing process.8 

In addition, hybrid methods in which a combination of Machine Learning techniques and 

Linear Feedback Shift Register (LFSR) based test generation have demonstrated to achieve a 

high fault coverage with a lower computational burden. The methods are more efficient and 

random, and thus more useful in generating test patterns for more complex VLSI circuits that 

are explored for fault space. In general, the literature has consistently demonstrated that the 

accuracy, test cost and scalability of ML-integrated DFT frameworks are superior to 

traditional ones and make them ideal for future semiconductor test applications.9 

5. Discussion 

5.1 Superiority of ML-Based Fault Prediction in VLSI 

The analysis of the Machine Learning (ML)-based fault prediction frameworks in VLSI 

circuits reveals that there is significant improvement over existing rule based and 

deterministic fault classification techniques. The traditional methods are predominantly rule-

based and threshold-based, making them inflexible and hard to adapt to the changing 

complexity of circuits. On the other hand, ML models can learn hidden, non-linear 

relationships from the dataset generated by Design for Testability (DFT), thereby improving 

the fault detection accuracy and reliability. In such high circuit density and high interconnect 

complexity systems, such as those of System-on-Chip (SoC), this learning capability is 

invaluable in terms of the precision of detection. Moreover, ML-based systems show better 

generalization on different circuit designs, and hence are more scalable for industrial 

applications. They are also an excellent benefit in dynamic testing environments because they 

can always be bettered based on further data. In summary, fault prediction performance using 

ML is better than that of traditional fault classification methods in VLSI testing in terms of 

accuracy, adaptability and scalability.10 

5.2 Performance of Deep Learning Models  

The VLSI fault prediction tasks such as image classification, speech recognition, and pattern 

recognition are typically performed very well by deep learning models like Convolutional 

 
7 Mirhoseini, A., Goldie, A., Yazgan, M., et al. (2019). A graph placement methodology for fast chip design. 

Nature, 594(7862), 207–212. 
8 Haykin, S. (2009). Neural Networks and Learning Machines (3rd ed.). Pearson Education. 
9 Huang, J., Li, Y., & Sun, X. (2018). Deep learning-based fault classification for digital circuits. Proceedings of 

the IEEE International Symposium on Circuits and Systems (ISCAS), 1–5. 
10 Agrawal, V. D. (2018). Test, diagnosis, and reliability challenges in nanometer technologies. Journal of 

Electronic Testing, 34(1), 1–12. 



Ijfans International Journal Of Food And Nutritional Sciences 

ISSN PRINT 2319 1775 Online 2320 7876 
Research Paper © 2012 IJFANS. All Rights Reserved, Journal UGC CARE Listed (Group-I) Volume 09 ,  Issue 0 3 , 2020 

 

 
 

588 
 

 

Autoencoders (CAE) and the Long Short-Term Memory (LSTM) networks because of their 

sophisticated feature learning capacity. One of the most important applications of CAEs is to 

identify structural abnormality in a complex VLSI layout from response data given as a 

circuit. In contrast, LSTM networks are suitable for sequential and temporal data processing, 

which is particularly suitable for modeling fault propagation patterns in the digital circuits. 

Together, they form a complete system to study the spatial and temporal behavior of circuits. 

This dual capability greatly enhances the accuracy of fault detection in large scale SoC 

environments. Furthermore, deep learning models eliminate the need for hand-crafted 

features and learn the relevant fault features automatically. But these models need a huge 

computational power and a large training set, which might be a problem in the real-time 

deployment to hardware constrained environments.11 

5.3 Importance of Feature Engineering 

Feature Engineering is an important part of improving the efficacy of ML based fault 

prediction system in VLSI circuits. The carefully selected features like transition density, 

mismatch ratios, switching activity, signal delay variations, propagation characteristics, etc. 

present meaningful information for the machine learning models. The engineered features are 

used to increase the interpretability of the model and also greatly increase the classification 

accuracy, since they emphasize difference of faulty state and fault-free state of a circuit. The 

impact of the quality of feature engineering on the performance of traditional ML and deep 

learning models is evident in many cases. Well-structured features decrease dataset noise and 

facilitate quicker convergence while training the model. Furthermore, applying knowledge 

from VLSI design to the construction of relevant features that will capture the circuit 

behaviour is essential. While automated feature learning in deep learning models has 

developed, feature engineering is still crucial for enhancing efficiency, minimizing 

computational complexity, and guaranteeing precise fault prediction in various design 

scenarios.12 

5.4 Challenges of Data Imbalance  

One of the significant problems in ML-based fault prediction of VLSI circuits is the data 

imbalance issue, in which the number of fault-free samples is much larger than faulty 

samples. This imbalance may result in an uneven training of the model, which can result in a 

model that over-represents normal circuit operations and under-represents rare faults. 

Consequently, model sensitivity and recall of fault conditions can be lowered, lowering 

reliability. To overcome this, various methods are used like data augmentation, synthetic fault 

injection, and resampling techniques like oversampling and undersampling. The use of 

synthetic data generation approaches aids in creating realistic fault scenarios to enhance the 

diversity and balance of datasets. Further, cost-sensitive learning techniques can be employed 

to fine-tune the cost of misclassification of poor samples. In safety-critical and high-

 
11 LeCun, Y., Bengio, Y., & Hinton, G. (2015). Deep learning. Nature, 521(7553), 436–444. 

https://doi.org/10.1038/nature14539 
12 Schmidhuber, J. (2015). Deep learning in neural networks: An overview. Neural Networks, 61, 85–117. 

https://doi.org/10.1016/j.neunet.2014.09.003 

https://doi.org/10.1038/nature14539
https://doi.org/10.1016/j.neunet.2014.09.003
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reliability application, ensuring good generalization and fault detection performance in a wide 

range of VLSI test environments is crucial and requires proper data imbalance handling.13 

5.5 Real Time Deployment and Efficiency Limitations  

Implementing ML-based fault prediction systems in VLSI system in real time in environment 

presents many challenges that involve power usage, memory size, and memory efficiency. 

On-chip testing demands quick inference, potentially limiting using traditional complex ML 

models that can't be directly applied to hardware. This has spurred a growing interest in 

lightweight solutions like TinyML, which allows for efficient machine learning inference on 

embedded devices with limited resources. They are designed for minimal latency and energy 

consumption, making them ideal for continuous monitoring and real-time fault detection. 

Also, self-healing and adaptive architectures are being developed which can detect and 

correct faults as circuits run. However, the difficulty of maintaining a balance between model 

accuracy and hardware efficiency is still one of the major challenges. Model pruning, 

quantization, and designing neural networks with hardware considerations have become 

popular strategies in optimization to facilitate deployment in VLSI systems.14 

5.6 Summary of Practical Challenges and Opportunities  

The ML based fault prediction techniques have many advantages regarding the improvement 

of accuracy, scalability and adaptability in VLSI testing environments. Their industrial 

application, however, still has several challenges that need to be overcome. Some of the 

major challenges are the need for quality labeled data, high computational complexity for the 

complex models and energy limitation in hardware implementation. Furthermore, full 

robustness over various circuit designs and operating conditions is still a concern. Yet, the 

field is ripe for innovation, particularly when considering the incorporation of AI-powered 

testing frameworks into contemporary VLSI design flows, despite the constraints at hand. In 

the future, lightweight machine learning models, hardware acceleration, and adaptive fault 

detection systems are anticipated to bring the gap between research and deployment to a 

close. In general, the future development of the technology for using ML for fault prediction 

in the semiconductor testing industry will rely on further advancements in the generation of 

quality datasets, optimization of the model, and hardware integration.15 

6. Conclusion 

This work investigates thoroughly the integration of two techniques, namely Machine 

Learning (ML) and Design for Testability (DFT), for efficient fault prediction in modern 

Very Large Scale Integration (VLSI) circuits. The results conclusively show that the use of 

ML-driven frameworks can improve traditional testing approaches, making use of the rich 

datasets collected from scan-based testing, Automatic Test Pattern Generation (ATPG) and 

Built-In Self-Test (BIST). Through learning these complex patterns from these heterogeneous 

 
13 Goodfellow, I., Bengio, Y., & Courville, A. (2016). Deep Learning. MIT Press. 
14 Saha, S., & Ghosh, D. (2017). Machine learning approaches for fault diagnosis in integrated circuits: A 

review. International Journal of Advanced Computer Science and Applications, 8(9), 276–283. 
15 Zhang, Y., & Chakrabarty, K. (2018). Machine learning applications in VLSI testing: Challenges and 

opportunities. IEEE Design & Test, 35(5), 33–41. 
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data sources, ML models can be used to enhance the accuracy of fault detection, shorten the 

time required for test applications, and optimize testing costs. 

The study also demonstrates the usefulness of advanced models like deep neural networks, 

convolutional autoencoders, and sequential learning models such as LSTM for large-scale 

and complex circuit architectures. These models offer better flexibility in detecting subtle and 

dynamic fault behaviors that are difficult to detect using traditional rule-based techniques. 

Moreover, the adoption of ML in the DFT process brings in a smarter and automated way of 

testing semiconductors moving beyond diagnosis to predictive fault analysis. 

In general, the synergy between ML and DFT promises a paradigm shift in VLSI testing 

towards adaptive and data-driven testing. However, to ensure reliable deployment in the real 

world, challenges like data quality, model interpretation and hardware implementation 

efficiency must be addressed. 
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