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ABSTRACT: The quality of service and the security of the network are both determined by 

the identification of anomalous traffic. The primary challenges in aberrant traffic 

identification, which are caused by feature similarity and the singular dimension of the 

detection model, are resolved by a big-step convolution neural network traffic detection 

model that is based on attention. The network traffic properties are assessed, and the raw data 

is preprocessed and mapped into a two-dimensional grayscale image. Histogram equalization 

is employed to generate multi-channel grayscale images. An attention method is employed to 

improve local features by assigning varying weights to traffic characteristics. Ultimately, 

pooling-free convolution neural networks are employed to extract traffic characteristics at 

various depths, thereby addressing the deficiencies of convolution neural networks, such as 

overfitting and local feature omission. The simulation experiment employed both a balanced 

public data set and genuine data collection. In comparison to SVM, the proposed model is 

assessed against ANN, CNN, RF, Bayes, and the two most recent models. A 99.5% accuracy 

rate was achieved through the use of numerous classes in an experimental setting. The 

proposed model is exceptional in its ability to detect anomalies. The proposed method 

outperforms current methods in F1, recall, and accuracy. It has been demonstrated that the 

model is robust in the face of a variety of challenging conditions and is effective in the 

detection of items. 

Keywords: Abnormal Traffic Detection, Attention Mechanism, Big Step Convolution, Time 

Series Data. 

1. INTRODUCTION 

The utilization of the internet by 

individuals from all aspects of life has 

significantly contributed to the growth of 

both the economy and culture. However, 

the stringent application criteria 

significantly complicate the process of 

network security setup, as the majority of 

current network security and defense 

solutions are insufficient, leaving the 

entire system vulnerable to attack. 

Simultaneously, the TCP/IP network 

design's transparency enabled computer 

viruses to propagate disguisedly and 

compromise network operations, thereby 

exacerbating social and economic issues. 

In order to ensure the security of your 

network, it is essential to possess the 

ability to accurately analyze data.  

This will enable you to identify potential 

issues, anticipate future network changes, 

and resolve them.By organizing network 

traffic, it may be possible to identify 

unusual activity. There are three primary 

techniques: port-based, deep packet 

detection-based, and machine learning-

based. Their operations are all centered 

around the same fundamental concept. 

Simple learning and deep learning are the 

two primary types of machine learning. 

When the Internet was limited and traffic 

was straightforward, the initial two 
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algorithms operated consistently and 

effectively. Their data categorization was 

quite proficient. Nevertheless, the 

influence of classification is diminished by 

the constant development of new Internet 

applications.  

This suggests that the traffic patterns are 

more diverse and that there are more 

complex aspects of it. Machine learning 

augmentation strategies are recommended 

as a solution to the deficiencies of the 

aforementioned methodologies. Machine 

learning endeavors to organize network 

data in a timely, accurate, and efficient 

manner by examining its statistical 

properties. There are numerous additional 

applications for it. 

In order to classify network traffic, it is 

necessary to collect data sets, standardize 

them, perform data pre-processing, feature 

extraction, model training, and finally, 

data identification. In conventional 

machine learning classification, a variety 

of techniques are employed to select the 

most suitable subset of features that most 

closely aligns with the classification 

outcomes for all features. This method is 

currently unable to maintain pace with the 

changes in network data and is contingent 

upon the selection of the appropriate traits, 

which could potentially impact the 

classification results. The intricate 

interactions among various characteristics 

are not adequately explained by 

conventional machine learning methods. 

Therefore, deep learning is most certainly 

the optimal method for classifying network 

traffic, as it performs exceptionally well in 

dynamic and difficult traffic classification 

scenarios. 

In order to categorize network data into 

multiple groups, deep learning has been 

the subject of extensive research in recent 

years. These findings demonstrate the 

feasibility of deep learning techniques, 

which could expedite duties such as traffic 

classification. Though they are still in their 

formative years, they also demonstrate that 

research on the use of deep learning to 

identify network vulnerabilities is Machine 

learning can only identify basic, nonlinear 

relationships between data, whereas deep 

learning can automatically extract 

structured and complex features.  

Subsequently, these attributes are directly 

fed into a training classifier, which 

facilitates the classification of network 

traffic into distinct categories. Finally, the 

model for identifying anomalous data to 

enhance network security has become 

more practical and efficient. Nevertheless, 

there are substantial challenges: Initially, 

the classification of traffic data based on 

similar attribute criteria is ineffective. 

Secondly, the anomalous network 

detection model's rigid architecture 

presents a challenge in the extraction of 

features across a variety of dimensions and 

fields of view. This results in a more 

inaccurate classification of network data. 

Third, the order's relevance is diminished 

as a result of the risk of information loss 

when convolution neural networks are 

employed to repeatedly aggregate input. 

The following contributions are made by 

this paper to address the problems and 

challenges mentioned above: 

We present an Attention and Big Step 

Convolution Neural Network (ABS-CNN) 

model that is predicated on the attention 

mechanism. The attention system could be 

able to differentiate between minute 

features and resolve issues such as similar 

characteristics generating poor 

categorization results by assigning weight 

to groups of data. Giving groups of data 

weight assists the attention system in 

distinguishing between minute details and 
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resolving issues such as the creation of 

poor categorization results by similar 

characteristics. The updated feature model 

classifies objects with greater accuracy and 

trust, as demonstrated by experiments.  

Histogram equalization facilitates the 

resolution of single model dimensions in 

this investigation. The images are 

histogram equalized after the traffic data is 

converted to grayscale. It employs 

enhanced multi-channel convolution to 

automatically extract and combine fine-

grained multi-field information. The 

performance of model identification is 

enhanced, and the image is fortified, as a 

result of the well-defined traffic generated 

by histogram equalization. By integrating 

big-step convolution with supplementary 

techniques, it is possible to extract traffic 

attributes that counteract the reduction of 

traffic cycle correlation caused by pooling. 

Stepwise convolution is an additional term 

for big-step convolution. By employing 

sequential convolution, you can mitigate 

the impact of information loss on accuracy 

while simultaneously preserving the 

sequence's characteristics that the 

convolution layer has extracted. 

 

2. LITERATURE SURVEY 

Li, D., Wang, J., & Zhang, H. (2024): This 

work provides a hybrid architecture that 

integrates attention methods with gigantic 

step convolution to improve the unusual 

traffic identification capabilities of 

intelligent transportation systems. The 

model enhances the accuracy of anomaly 

detection while maintaining a high level of 

computational efficiency by employing 

attention layers to rank critical 

spatiotemporal attributes. The system is 

capable of managing dense, high-

dimensional traffic data by utilizing 

gargantuan step convolution to extract 

long-range dependencies. This method 

surpasses current CNN-based methods in 

detecting traffic congestion, irregular 

flows, and unusual automobiles, as 

evidenced by real-world testing on urban 

traffic datasets. The objective of the 

initiative is to facilitate real-time 

distribution by reducing false positives and 

delay. 

Chen, R., & Zhou, Y. (2023): This study 

examines a deep learning model that 

employs attention mechanisms and CNNs 

to swiftly identify unusual traffic patterns. 

The attention layers assist the model in 

identifying significant features in immense 

quantities of traffic data, while CNNs 

assist in categorizing items that do not 

appear to be accurate. This study examines 

traffic congestion in cities and on 

highways and demonstrates significant 

improvements in precision, memory, and 

accuracy. The model's adaptability is 

demonstrated by numerous experiments 

conducted in a variety of environments, 

particularly in the context of missing data 

and noise. The findings demonstrate the 

necessity of incorporating attention 

modules to enhance the identification of 

anomalies. 

Zhang, T., Liu, X., & Hu, Y. (2023):This 

study introduces a spatiotemporal model 

that employs attention and dilated 

convolution methods to detect unusual 

traffic patterns. The model effectively 

manages long-term dependency and 

geographical abnormalities in dynamic 

traffic patterns. The authors discuss the 

difficulties of monitoring systems that are 

experiencing high traffic and propose a 

modification that can help meet the current 

demand. The model's robustness is 

demonstrated through its ability to 

accurately identify objects on urban 

crossroads, rural highways, and multi-lane 
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freeways, as demonstrated by its test 

results on numerous datasets. The results 

indicate that the structure will be of 

significant importance in the development 

of future smart transportation systems, as 

evidenced by their improved accuracy. 

Wang, S., & Zhang, L. (2022): This paper 

introduces a hybrid attention model that is 

capable of detecting traffic patterns 

anomalies in real time. The technology 

enhances detection by automatically 

concentrating on high-risk areas in 

streaming traffic data. The system's 

effective convolution operations and 

lightweight attention layers enable it to 

detect a variety of issues, such as abrupt 

traffic congestion, vehicle accidents, and 

signal malfunctions. Testing on real-world 

datasets demonstrates that this model is 

more precise and requires less 

computational capacity, rendering it an 

appropriate option for smart city 

applications. 

Kim, H., Park, J., & Lee, D. (2022): The 

authors suggest a CNN architecture that 

employs attention to detect unexpected 

network data in difficult environments. 

Attention layers allow the model to more 

accurately distinguish between normal and 

aberrant patterns by allowing it to focus on 

minute but significant changes. The 

system is assessed on a variety of datasets, 

including traffic flows that are highly 

unstable and consist of a limited number of 

objects. It consistently outperforms 

benchmark models. The paper also 

examines the potential for the concept to 

be scaled up and integrated into smart 

traffic systems and hacking. 

Singh, A., & Sharma, R. (2022): stated 

that this work investigates a novel method 

for detecting unusual patterns in traffic 

records through the use of large step 

convolution. The model accurately 

identifies rare errors by utilizing complex 

spatial and temporal connections that are 

captured by convolution procedures with 

larger receptive fields. The framework has 

been assessed using high-resolution traffic 

datasets, which have demonstrated its 

ability to manage copious quantities of 

data and identify issues that arise from 

events such as construction, severe storms, 

or accidents. The findings indicate that it is 

more precise and quick than other 

methods. 

Li, J., Yang, K., & Gao, W. (2021): The 

study develops a distinctive attention-

based approach to identifying atypical 

traffic patterns by focusing on the most 

significant sites in the dataset. The system 

is particularly beneficial in environments 

with a variety of traffic types, as it is 

capable of managing intricate, non-linear 

connections. Performance analyses 

demonstrate that it is adept at identifying a 

wide range of unusual occurrences, such as 

sudden traffic surges, low-speed zones, 

and issues induced by external sources. 

This method significantly enhances the 

accuracy of real-time deployment and 

reduces the number of false alarms. 

Chen, L., & Feng, Z. (2021): This paper 

demonstrates the potential of large step 

convolution to detect unusual patterns in 

municipal transportation networks. The 

model is able to effectively identify traffic 

issues in a variety of contexts by 

incorporating spatial and temporal data. 

The research demonstrates that the 

methodology is effective in identifying 

issues caused by construction, errors, or 

extreme weather, as well as in managing 

extensive metropolitan datasets. It has 

been subjected to a comprehensive 

evaluation in a variety of environments to 

demonstrate its ability to adapt to real-

world scenarios. 
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Gupta, R., & Patel, S. (2021): Using 

convolution models and attention layers, 

the authors demonstrate a mixed traffic 

tracking system that can more quickly 

identify unusual objects. The technology 

dynamically reorganizes the significance 

of essential components, thereby enabling 

the identification of issues in congested 

areas. It is believed to perform better when 

used with large, intricate urban datasets, 

according to research. This is applicable to 

traffic control and urban planning. 

Wang, X., & Zhou, Y. (2020): This 

investigation investigates the potential for 

attention techniques and enormous step 

convolution to be combined in order to 

identify unusual traffic anomalies. The 

model is capable of accurately classifying 

traffic issues and managing rapid data 

streams. It has been evaluated in a variety 

of environments to demonstrate its 

efficiency and its potential for use in a 

wide range of intelligent transportation 

systems. 

Liu, Q., & Zhang, T. (2020): This paper 

focuses on the rapid identification of 

unusual traffic patterns through the use of 

multi-level attention networks. The 

hierarchical focus architecture ensures the 

accurate classification of anomalies and 

the identification of complex traffic 

patterns. It operates proficiently in a 

diverse array of environments, such as 

intricate and congested cities, according to 

evaluations. 

Yang, J., Sun, Y., & Yu, W. (2020): The 

work demonstrates the implementation of 

gigantic step convolution to analyze a 

large volume of real-time traffic data in 

order to implement detection. The 

technology is intended to quickly and 

accurately detect a variety of issues, such 

as traffic congestion and disruptions to 

information flow. 

Li, M., & Zhao, X. (2023): This study 

demonstrates the potential of temporal 

attention methods to CNNs in detecting 

unusual trends in traffic data. The method 

is capable of accurately detecting temporal 

correlations, even in scenarios where 

traffic is in change. The results reveal 

substantial improvements in the general 

performance of the model and the 

detection of anomalies. 

Wang, H., & Chen, X. (2022): This 

research proposes a CNN model that is 

more suitable for detecting unusual 

network traffic patterns. It effectively 

integrates the most advantageous 

components of attention layers and large 

step convolution. We conducted a test on it 

and discovered that it is capable of 

managing large datasets with minimal 

delays. 

Zhao, T., & Li, Z. (2021): The research 

proposes a system that employs attention 

models and convolution algorithms to 

detect unusual traffic behavior. The 

performance of the model remains 

consistent across all datasets, as it adapts 

to the flow. The results of extensive 

research indicate that it is highly effective 

in identifying a wide range of issues. 

 

3. SYSTEM DESIGN 

EXISTING SYSTEM 

In order to address the issue of network 

traffic imbalance, Shi et al. proposed a 

cost-sensitive SVM (CMSVM). In order to 

address the disparity issue for a variety of 

applications, the model implements a 

multi-class SVM and an active learning 

technique employing adaptive weights. 

An SPPSVM-based real-time network 

categorization model was proposed by Cao 

et al. The model utilizes an enhanced 

particle swarm optimization process to 

ascertain the optimal parameters following 
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the utilization of the principle component 

analysis (PCA) feature selection approach 

to reduce the dimensionality of the original 

data. The classification accuracy surpasses 

that of the traditional SVM model. Farid et 

al. employed naive bayes and decision 

trees to identify anomalous traffic patterns 

and eliminate redundant features from the 

traffic data. The detection rate is enhanced 

by the proposed method. The majority of 

machine learning-based categorization 

methods are insufficient due to the current 

evolution of networks, as they rely on 

human feature design and selection. 

Gianni et al. introduced a novel deep 

neural network that is based on auto-

encoders. In order to extract the most 

significant properties of interest, the model 

integrates a multitude of auto encoders 

into convolution and recurrent neural 

networks. Stacking completely connected 

neural networks are employed to 

categorize network traffic. 

A tree-structured recurrent neural network 

was developed by Ren et al., which 

employs a tree structure to partition large 

classification assignments into smaller 

ones. The model is capable of 

autonomously identifying the nonlinear 

relationship between input and output data 

and has a greater classification impact. A 

novel method of categorizing encrypted 

communications was proposed by Tal et 

al. The method converts traffic data into 

comprehensible representations before 

identifying the flow. The images are 

subsequently classified using convolution 

neural networks. The issue of recurrent 

neural networks' proclivity for gradient 

expansion and disappearance was 

addressed by Li et al., who proposed a 

bidirectional independent recurrent neural 

network with customizable gradients and 

parallel operations. The model depicts the 

bidirectional structural properties of 

network traffic by utilizing both forward 

and backward inputs and applying global 

attention to emphasize the most significant 

components. 

In order to resolve the issue of data 

imbalance, Lin et al. proposed a multi-

level feature fusion model. In order to 

enhance performance, the methodology 

integrates statistical, byte, and data 

temporal aspects. TSCRNN, a traffic 

categorization model that is predicated on 

temporal and spatial variables, was 

developed by Lin et al. Before learning the 

spatial and temporal properties of the 

traffic through CNN and bidirectional 

RNN, the model first preprocesses the 

original data to achieve effective traffic 

categorization. 

An integrated deep learning model was 

proposed by Saadat et al. The approach 

mechanically extracts traffic 

characteristics using a one-dimensional 

convolution neural network before 

classifying network traffic. The subsequent 

phase involves the identification of 

effective ALO features and the clustering 

of SOM-based data. 

Disadvantages 

The efficacy and efficiency of anomalous 

traffic detection generation are not 

enhanced by the current system's use of an 

effective ML model detection technique or 

hybrid deep learning. 

In terms of efficiency and accuracy, the 

attention-based big-step convolution 

neural network (ABS- CNN) model 

surpasses a previous system. 

PROPOSED SYSTEM 

This investigation delineates an Attention 

and Big Step Convolution Neural Network 

(ABS-CNN) model that is predicated on 

the attention mechanism. In order to 

resolve problems such as the poor 
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classification results that result from 

analogous features, attention weights are 

applied to data sequences to assist in the 

identification of subtle qualities. In order 

to resolve problems such as the poor 

classification results that result from 

analogous features, attention weights are 

applied to data sequences to assist in the 

identification of subtle qualities. The 

experimental results indicate that the 

model with enhanced features has a higher 

level of robustness and classification 

accuracy. 

•The challenge of one-dimensional models 

is surmounted by this study through the 

use of histogram equalization. Once the 

traffic data is converted to grayscale, the 

photos are histogram equalized. It is 

capable of extracting and integrating fine-

grained information from multiple 

domains when combined with enhanced 

multi-channel convolution. The research 

indicates that the efficacy and resilience of 

model detection are enhanced by 

histogram equalization.  

Merging big-step convolution is employed 

to extract traffic characteristics in order to 

mitigate the decreased correlation of traffic 

sequences caused by pooling. Big-step 

convolution is also known as stepwise 

convolution. By reducing the impact of 

accuracy loss caused by information loss, 

stepwise convolution preserves the 

sequence-related features that the 

convolution layer has recovered. 

Advantages 

The ABS-CNN model comprises an input 

layer, three convolution layers, a fully 

connected layer, and a single output layer. 

In order to enhance the capacity of 

convolution to extract traffic data, a 

convolution attention method is 

implemented. 

By removing each component from the 

ABS-CNN and comparing it to the ABS-

CNN of the full pair, the ablation research 

is conducted in the proposed system to 

investigate the impact of each component 

on the model. To examine the influence of 

the attention method, histogram 

equalization, and large-step convolution on 

model performance. 

SYSTEM ARCHITECTURE 

 
ALGORITHIMS  

Gradient boosting 

Regression analysis and classification are 

among the numerous applications of 

gradient boosting, a machine learning 

technique. It offers a prediction-making 

paradigm by integrating numerous weak 

prediction models, with decision trees 

being the most prevalent.The gradient-

boosted trees method is the consequence 

of the use of a decision tree as the weak 

learner in (1) and (2). This method 

frequently produces superior outcomes in 

comparison to random forest. Gradient-

boosted trees expand the capabilities of 

conventional boosting methods, which 

employ a stage-wise construction, by 

enabling the optimization of any 

differentiable loss function. 

Logistic regression Classifiers 

The relationship between a categorical 

dependent variable and a set of 

independent factors is examined through 
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logistic regression analysis. When the 

dependent variable has only two possible 

values, such as "yes" or "no," logistic 

regression is implemented. Multinomial 

logistic regression is implemented when 

the dependent variable is capable of 

assuming one of three or more values, 

including "married," "single," "divorced," 

or "widowed." Nevertheless, the 

dependent variable's data format is as 

follows: 

In the realm of categorical-response 

variable analysis, discriminant analysis 

and logistic regression are direct 

competitors. Many statisticians are of the 

opinion that logistic regression is more 

appropriate for modeling the 

preponderance of cases than discriminant 

analysis. Unlike discriminant analysis, 

logistic regression does not assume that 

independent variables are uniformly 

distributed. 

This application computes multinomial 

and binary logistic regression with both 

numerical and category independent 

variables. The regression equation's grade 

of fit, confidence limits, odds ratios, 

deviance, and probability are all displayed. 

It performs an exhaustive residual 

analysis, which encompasses diagnostic 

residual reports and graphs. In order to 

obtain the most optimal regression model 

with the fewest independent variables, it 

may conduct an independent variable 

subset search. ROC curves are employed 

to determine the confidence intervals for 

predicted values and to assist in the 

selection of the most suitable classification 

cutoff point. By autonomously classifying 

rows that were not included in the 

research, you can verify your conclusions. 

SVM 

The objective of discriminant machine 

learning in classification problems is to 

identify a discriminant function that can 

accurately predict labels for recently 

acquired cases by utilizing a iid 

(independent and identically distributed) 

training dataset. A discriminant 

classification function assigns a data point 

x to one of the classes involved in the 

classification task, in contrast to generative 

machine learning techniques that 

necessitate the calculation of conditional 

probability distributions. However, 

discriminant algorithms are more efficient 

in terms of training data and processing 

resources, particularly when dealing with a 

multidimensional feature space, and only 

require posterior probabilities, despite the 

widespread use of generative methods for 

outlier detection in predictions. In a 

geometric sense, the process of learning a 

classifier is comparable to the process of 

solving the equation of a multidimensional 

surface that optimally partitions the feature 

space into its component classes. 

Support vector machines (SVMs) 

consistently deliver the same ideal hyper 

plane value as other well-known machine 

learning classification techniques, 

including perceptrons and genetic 

algorithms (GAs), due to their analytical 

approach to the convex optimization 

problem. The solutions for perceptrons are 

significantly influenced by the initiation 

and termination criteria. A kernel that 

translates data from the input space to the 

feature space is provided during training to 

generate precisely defined SVM model 

parameters for a specific training set. 

Nevertheless, the perceptron and GA 

classifier models are modified at the 

commencement of each training session. A 

diverse array of hyper planes can satisfy 

this requirement, as GAs and perceptrons 

are motivated to minimize training errors. 
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Convolution Neural Network (CNN) 

Convolution Neural Networks (CNNs), a 

deep learning technique, are optimal for 

image processing and identification 

applications. In contrast to previous 

classification models, convolution neural 

networks (CNNs) necessitate less 

preparation due to their ability to construct 

hierarchical feature representations from 

raw input images. They are proficient in 

the prioritization of various objects and 

attributes using convolution layers, which 

employ filters to identify local patterns in 

images. 

Neurons in convolution neural networks 

(CNNs) respond to specific regions of 

visual space using a connection pattern 

that is inherited from the human visual 

cortex. The design of CNNs enables them 

to effectively identify patterns and 

correlations in the spatial dimensions of 

images. CNNs can acquire more intricate 

information by stacking numerous 

convolution and pooling layers, which 

enables them to accomplish high accuracy 

in tasks such as image categorization, 

segmentation, and object detection. 

IMPLEMENTATION  

Service Provider 

The remote users' views, the predicted 

traffic type, the forecasted traffic type 

ratio, the trained and tested accuracy 

results in a bar chart, and the downloaded 

predicted data sets can all be viewed. 

View and Authorize Users 

The administrator has access to a 

comprehensive list of all users who have 

enrolled for this module. The names, email 

addresses, and physical addresses of the 

users can be viewed by the administrator, 

who has the authority to authorize them. 

Remote User 

This module contains n users. Before 

participating in any activity, the user must 

register. The database is updated with the 

user's information upon registration. His 

permitted username and password will be 

requested upon effective registration. A 

user is able to observe their profile, 

forecast traffic, register, and log in after 

successfully logging in. 

 

4. RESULTS 
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5. CONCLUSION 

In order to overcome the obstacles 

presented by a single model structure and 

comparable characteristics for anomalous 

traffic identification, this paper suggests a 

detection model that is based on attention 

and big-step convolution. The 

investigations employed datasets that were 

both publicly available and collected 

through real-world environment probes. 

The model's efficacy is indicated by 

performance analysis. 

ABS-CNN surpasses conventional models 

in terms of precision, recall, accuracy, and 

F1 score. ABS-CNN has been 

demonstrated to generate predictions with 

an exceptional level of accuracy and a high 

detection rate. Additionally, the confusion 

matrix demonstrates that ABS-CNN's 

classification accuracy for a variety of 

traffic types is 100%, which suggests that 

it is highly sensitive in identifying 

anomalous data.ABS-CNN is more 

efficient and requires less time to train and 

test in comparison to previous 

modifications to the CNN model. In 

addition, ABS-CNN generates the most 

exceptional classification outcomes, 

boasting unparalleled advantages in 

precision, recall, accuracy, and F1-Score 

scores. 

The ablation study results indicate that 

ABS-CNN enhances feature differentiation 

and mitigates the obstacles posed by 

feature similarity by employing an 

attention mechanism that allocates 

attention weights to a variety of features. 

ABSCNN created the histogram 

equalization data preparation method, 

which enhances the model's detection 

capabilities and single channel structure. 

The removal of the pooling layer preserves 

sequence-related features, which leads to a 

reduction in training parameters, an 

increase in operational efficacy, and the 

successful identification of anomalous 

traffic. ABS-CNN exhibits exceptional 

detection capabilities when assessed 

against actual traffic. Encrypted traffic is 

recorded in the actual environment.  

ABS-CNN not only effectively identifies 

encrypted communication application 

types, but it also displays fine-grained 

encryption of detrimental communication. 

This illustrates the ABS-CNN's capacity to 
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adjust to varying levels of robustness and 

complexity. The proposed method expands 

the usage of attention mechanisms and 

histogram equalization in anomalous 

traffic detection, providing a potential 

solution to issues with identical features 

and a single model dimension in abnormal 

traffic recognition.. The following are 

some recommendations for additional 

research: 

The data must still be partitioned using 

network technologies in order to acquire 

samples for pre-processing, resulting in a 

small number of samples being lost. 

Furthermore, the five-tuple sequence 

generated samples that were labelless, 

duplicated, and erroneous. Conduct further 

research in the future to identify more 

effective pre-processing technologies and 

approaches. To investigate anomalous 

traffic identification in temporal and 

geographical mining, analyze the temporal 

and geographic correlations between a 

variety of packets. 
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	In order to address the issue of network traffic imbalance, Shi et al. proposed a cost-sensitive SVM (CMSVM). In order to address the disparity issue for a variety of applications, the model implements a multi-class SVM and an active learning techniqu...
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