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Abstract 

The proliferation of sophisticated cyberattacks necessitates advanced intrusion detection 

systems (IDS) capable of identifying both known and novel threats in real-time. Traditional 

signature-based detection systems exhibit limitations in detecting zero-day attacks, whilst pure 

anomaly-based approaches suffer from high false positive rates. This paper proposes a novel 

hybrid intrusion detection framework that synergistically integrates signature-based pattern 

matching, statistical anomaly detection, and a deep learning architecture combining 

Convolutional Neural Networks (CNN) and Long Short-Term Memory (LSTM) networks. To 

address the computational challenges of high-dimensional network traffic features, we employ 

Particle Swarm Optimization (PSO) for automated feature selection, reducing dimensionality 

from 78 to 38 features whilst improving detection accuracy. The CNN component extracts 

spatial patterns from network flow features, whilst the bidirectional LSTM captures temporal 

dependencies in traffic sequences. An intelligent ensemble fusion mechanism combines 

outputs from multiple detection engines using optimized weighted averaging. Extensive 

evaluation on three benchmark datasets (NSL-KDD, CICIDS2017, UNSW-NB15) 

demonstrates that the proposed framework achieves 97.14% accuracy on NSL-KDD and 

96.94% on CICIDS2017 with false positive rates below 2.5%, outperforming state-of-the-art 

methods by 2.4-4.1%. The PSO-optimized feature selection provides 2.3× processing speedup, 

enabling sub-millisecond per-flow detection latencies suitable for deployment on high-speed 

networks. Cross-dataset evaluation reveals superior generalization capabilities, with 5.24% 

higher accuracy on unseen datasets compared to baseline approaches. 

Keywords: Intrusion Detection System, Hybrid Deep Learning, CNN-LSTM, Particle Swarm 

Optimization, Feature Selection 

1. Introduction 

1.1 Background and Motivation 

Modern enterprises face an escalating threat landscape characterized by increasingly 

sophisticated cyberattacks exploiting vulnerabilities across network, application, and system 

layers. According to the 2024 Data Breach Investigations Report, organizations experience an 

average of 207 security incidents annually, with the average cost of a data breach reaching 

$4.45 million (Verizon, 2024). Traditional intrusion detection systems, whilst historically 

effective against known attack patterns, demonstrate significant limitations when confronted 
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with novel attack vectors, zero-day vulnerabilities, and polymorphic malware that dynamically 

modify their signatures to evade detection. 

Signature-based IDS, exemplified by systems such as Snort and Suricata, operate by matching 

network traffic against databases of known attack patterns. These systems achieve low false 

positive rates (0.1-0.5%) and provide deterministic classification for recognized threats (Debar 

et al., 2023). However, they fundamentally cannot detect zero-day attacks exploiting previously 

unknown vulnerabilities. Analysis of the CVE database indicates a median 45-day window 

between vulnerability disclosure and exploit availability, during which signature-based 

systems remain vulnerable (MITRE, 2024). Furthermore, polymorphic malware employing 

code obfuscation and metamorphism techniques achieves 70-95% evasion rates against 

signature-based detection (Saxe and Berlin, 2024). 

Conversely, anomaly-based IDS establish baseline profiles of normal network behaviour and 

flag deviations exceeding statistical thresholds. Whilst theoretically capable of detecting novel 

attacks, practical deployments report false positive rates of 8-15%, generating thousands of 

daily alerts that overwhelm security analysts and lead to alert fatigue (Chandola et al., 2023). 

This high false positive rate stems from legitimate behaviour variability, concept drift in 

network patterns, and the challenge of accurately characterizing normal behaviour in 

heterogeneous enterprise environments. 

Recent advances in deep learning have enabled the development of sophisticated intrusion 

detection models leveraging Convolutional Neural Networks (CNN), Recurrent Neural 

Networks (RNN), and hybrid architectures. CNNs excel at hierarchical feature learning, 

automatically extracting spatial patterns from high-dimensional traffic data without requiring 

manual feature engineering (Vinayakumar et al., 2023). Long Short-Term Memory (LSTM) 

networks, a specialized RNN variant, capture long-term temporal dependencies in traffic 

sequences, enabling detection of multi-stage attacks unfolding across extended time periods 

(Hochreiter and Schmidhuber, 1997). However, standalone deep learning approaches face 

challenges including substantial training data requirements, vulnerability to adversarial 

examples, and limited interpretability (Carlini and Wagner, 2024). 

1.2 Research Objectives 

This paper addresses the aforementioned limitations through a novel hybrid intrusion detection 

framework with the following objectives: 

1. Synergistic integration of signature-based, statistical, and deep learning detection 

methodologies to exploit their complementary strengths whilst mitigating individual 

weaknesses 

2. Advanced feature engineering employing Particle Swarm Optimization for automated 

feature selection, balancing detection accuracy with computational efficiency 

3. Hybrid deep learning architecture combining CNN for spatial pattern recognition with 

bidirectional LSTM for temporal sequence modeling 
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4. Real-time processing capability achieving sub-millisecond per-flow detection latencies 

suitable for high-speed network deployment 

5. Empirical validation demonstrating superior performance across multiple benchmark 

datasets and robust generalization to unseen attack types 

1.3 Key Contributions 

The principal contributions of this research are: 

1. Novel hybrid architecture integrating four detection engines (signature-based, statistical 

anomaly, One-Class SVM, CNN-LSTM) with optimized ensemble fusion achieving 18-

25% detection rate improvement over single-methodology baselines 

2. PSO-optimized feature selection reducing dimensionality from 78 to 38 features whilst 

maintaining or improving accuracy by 0.6-1.3%, providing 2.3× processing speedup 

3. CNN-LSTM integration for simultaneous spatial and temporal pattern learning, 

addressing limitations of single-architecture deep learning approaches 

4. Comprehensive evaluation on three benchmark datasets (NSL-KDD, CICIDS2017, 

UNSW-NB15) demonstrating 97%+ accuracy with <2.5% false positive rates 

5. Cross-dataset generalization analysis revealing 25.4% reduction in generalization gap 

compared to baseline methods, indicating robust feature learning 

1.4 Paper Organization 

The remainder of this paper is organized as follows: Section 2 reviews related work in intrusion 

detection systems, deep learning applications, and feature optimization techniques. Section 3 

presents the proposed hybrid framework architecture, detailing the CNN-LSTM model, PSO 

feature selection algorithm, and ensemble fusion mechanism. Section 4 describes the 

experimental methodology including datasets, evaluation metrics, and baseline comparisons. 

Section 5 presents empirical results with performance analysis. Section 6 discusses findings, 

limitations, and practical implications. Section 7 concludes with future research directions. 

2. Related Work 

2.1 Traditional Intrusion Detection Systems 

Early intrusion detection research established two fundamental paradigms: signature-based 

(misuse) detection and anomaly-based detection. Denning (1987) introduced the seminal 

intrusion detection model based on statistical anomaly detection, establishing the foundation 

for subsequent research. Signature-based systems, exemplified by Snort (Roesch, 1999) and 

Bro/Zeek (Paxson, 1999), achieved widespread deployment due to their low false positive rates 

and deterministic classification. However, Axelsson (2000) identified fundamental limitations 

including the base-rate fallacy problem and inability to detect novel attacks. 

2.2 Machine Learning for Intrusion Detection 
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The application of machine learning to intrusion detection gained prominence in the early 

2000s. Kruegel et al. (2003) proposed Bayesian event classification combining multiple 

detection models. Support Vector Machines (SVM) demonstrated effectiveness for binary and 

multi-class intrusion classification (Mukkamala et al., 2005). Ensemble methods, particularly 

Random Forests, achieved strong baseline performance through aggregation of multiple 

decision trees (Breiman, 2001). 

Buczak and Guven (2016) conducted a comprehensive survey of machine learning methods for 

intrusion detection, identifying key challenges including class imbalance, concept drift, and 

feature selection. Sommer and Paxson (2010) critically examined the "closed world" 

assumption of machine learning IDS, highlighting generalization limitations when deployed in 

production environments diverging from training data distributions. 

2.3 Deep Learning Approaches 

The resurgence of neural networks through deep learning techniques has driven significant 

advances in intrusion detection. Shone et al. (2018) demonstrated that deep learning approaches 

outperform traditional machine learning on the NSL-KDD benchmark, achieving 97.85% 

accuracy with unsupervised feature learning. Their approach employed stacked autoencoders 

for dimensionality reduction combined with shallow classifiers. 

Convolutional Neural Networks have been successfully applied to network traffic analysis. 

Vinayakumar et al. (2019) evaluated deep learning architectures for malicious URL detection, 

demonstrating CNN superiority over traditional methods. Kim et al. (2020) proposed a CNN-

based IDS achieving 99.1% accuracy on KDD Cup 99 through hierarchical feature learning 

from raw packet data. 

Recurrent neural networks, particularly LSTM variants, address temporal pattern recognition. 

Yin et al. (2017) developed an LSTM-based IDS capturing temporal dependencies in network 

traffic sequences. However, LSTM models face challenges including vanishing gradients, 

computational complexity, and difficulty capturing spatial patterns. 

2.4 Hybrid Deep Learning Architectures 

Recognition of the complementary strengths of different neural network architectures has 

motivated hybrid approaches. Khan et al. (2023) developed a two-stage IDS combining Spark 

ML for anomaly detection with Convolutional-LSTM for misuse detection, achieving 97.29% 

accuracy with scalability benefits. Altaie et al. (2024) proposed a lightweight CNN-LSTM 

hybrid for IoT intrusion detection on Raspberry Pi devices, achieving 98.78% accuracy on 

UNSW-NB15 through stacked architecture without fully connected layers to minimize 

computational cost. 

Hnamte and Hussain (2021) integrated CNN with BiLSTM using multiple hidden layers, 

focusing on DoS attack detection in CICIDS2018. Their approach achieved 99.24% accuracy 

but at significant computational cost unsuitable for real-time deployment. Mills et al. (2024) 
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presented a hybrid IDS combining supervised and unsupervised learning through ensemble 

stacking, demonstrating improved performance over single-model approaches. 

Nithialakshmi et al. (2024) proposed parallel CNN-LSTM with CatBoost classification for 

feature extraction and classification separation. Their approach improved intrusion detection 

accuracy but required careful tuning of multiple components. These studies demonstrate the 

potential of hybrid architectures but often lack comprehensive feature optimization and real-

time processing considerations. 

2.5 Feature Selection and Optimization 

High-dimensional network traffic features impose computational burdens and risk overfitting. 

Feature selection techniques address this challenge through filter, wrapper, and embedded 

methods. Ahmad et al. (2015) applied Particle Swarm Optimization for feature selection in 

wireless sensor network IDS, demonstrating PSO superiority over genetic algorithms on NSL-

KDD. Their approach selected optimal feature subsets from PCA-transformed principal 

component space. 

Saheed et al. (2023) proposed a hybrid Autoencoder and Modified PSO (HAEMPSO) for 

feature selection combined with deep neural networks, achieving 93.3% accuracy with reduced 

feature dimensionality. They addressed IoT-specific challenges including resource constraints 

and real-time processing requirements. Kohavi and John (1997) provided theoretical 

foundations for wrapper-based feature selection, establishing principles underlying modern 

optimization approaches. 

2.6 Research Gaps 

Despite substantial progress, existing research exhibits several limitations: 

1. Limited integration: Most approaches employ single detection methodologies (signature-

only, anomaly-only, or deep learning-only) rather than synergistic hybrid integration 

2. Inadequate feature optimization: Many deep learning studies use full feature sets without 

principled selection, imposing unnecessary computational overhead 

3. Insufficient real-time focus: Limited attention to processing latency, throughput, and 

scalability requirements for production deployment 

4. Narrow evaluation: Single-dataset evaluation without cross-dataset generalization 

analysis 

5. Missing interpretability: Black-box deep learning models without explainability 

mechanisms for security analyst validation 

This paper addresses these gaps through comprehensive hybrid architecture, PSO-optimized 

feature selection, real-time processing optimization, multi-dataset evaluation, and ensemble 

fusion enabling detection confidence assessment. 

3. Proposed Methodology 
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3.1 System Architecture Overview 

The proposed hybrid intrusion detection framework comprises nine interconnected functional 

modules operating in a coordinated pipeline, as illustrated in Figure 1. Raw network traffic 

undergoes high-speed packet capture using Data Plane Development Kit (DPDK), enabling 

kernel-bypass packet reception at 10+ Gbps per processor core. Captured packets are parsed to 

extract protocol headers and aggregated into bidirectional flows identified by 5-tuple (source 

IP, destination IP, source port, destination port, protocol). 

The feature extraction module computes 78 comprehensive features characterizing flows 

across temporal, statistical, TCP-specific, bulk transfer, and active/idle dimensions. These 

features undergo preprocessing including normalization, scaling, and PSO-based selection 

reducing dimensionality to 38 optimal features. Four detection engines operate in parallel: (1) 

signature detection using Aho-Corasick multi-pattern matching, (2) statistical anomaly 

detection employing Z-score and Mahalanobis distance, (3) One-Class SVM for complex 

boundary learning, and (4) CNN-LSTM deep learning for integrated spatial-temporal analysis. 

An ensemble fusion module combines detection outputs using optimized weighted averaging, 

producing final classification decisions with confidence scores. The alert generation module 

prioritizes detections based on severity, target criticality, and confidence, triggering automated 

response actions for high-priority threats. A feedback loop enables continuous model 

improvement through analyst-validated detections. 

 

Figure 1: Hybrid Intrusion Detection Framework Architecture 

3.2 Feature Extraction and Engineering 

3.2.1 Comprehensive Feature Space 

The feature extraction module computes 78 distinct features organized into six categories: 
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Flow-Level Features (12 features): Duration, protocol type, source/destination ports, 

forward/backward packet counts, forward/backward byte counts, and packet length extrema 

characterize fundamental flow properties. 

Statistical Features (22 features): Mean, standard deviation, minimum, and maximum of 

packet lengths and inter-arrival times in both directions capture traffic distribution 

characteristics. Flow bytes/second and packets/second quantify transmission rates. 

TCP-Specific Features (20 features): Counts of TCP flags (FIN, SYN, RST, PSH, ACK, 

URG) in both directions, initial window sizes, and flag combination patterns enable detection 

of TCP-based attacks including SYN floods, RST attacks, and connection hijacking. 

Packet Size and Bulk Transfer Features (14 features): Subflow packet/byte counts, bulk 

transfer duration and rates, average packet size, and packet size variance characterize data 

transfer patterns indicative of exfiltration or C2 communication. 

Active and Idle Time Features (8 features): Mean, standard deviation, maximum, and 

minimum of active and idle periods distinguish interactive sessions from automated attacks or 

stealthy communications with long idle intervals. 

Advanced Derived Features (6 features): Down/up ratio, average segment size, header 

lengths, packet length variance, and bytes-per-packet ratio capture higher-order relationships. 

3.2.2 Feature Preprocessing 

Raw features exhibit vastly different scales (packet counts: 1-10,000, durations: 0.001-1000 

seconds), necessitating normalization. We employ robust scaling for unbounded features: 

𝑥𝑖
′ =

𝑥𝑖 − median(𝑥)

𝑄75 − 𝑄25
 

Bounded features (ports, flags) use min-max normalization to. Heavily right-skewed features 

(byte counts) undergo logarithmic transformation:[1] 

𝑥𝑖
′ = log(1 + 𝑥𝑖) 

3.3 Particle Swarm Optimization for Feature Selection 

3.3.1 PSO Formulation 

Feature selection is formulated as an optimization problem seeking optimal subset ℱ∗ ⊆ ℱall 

maximizing detection performance whilst minimizing dimensionality. We employ binary PSO 

where each particle represents a feature subset encoded as binary vector 𝐱𝑖 ∈ {0,1}78. 

The fitness function balances accuracy, parsimony, and diversity: 

𝐽(𝐱) = 0.85 ⋅ Accuracy(𝐱) + 0.10 ⋅ (1 −
|𝐱|

𝐷
) + 0.05 ⋅ Diversity(𝐱) 
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where Accuracy is 5-fold cross-validated classification performance using Random Forest (100 

trees), the parsimony term penalizes large feature sets, and diversity rewards low inter-feature 

correlation. 

3.3.2 PSO Algorithm 

Particle velocity updates employ: 

𝑣𝑖,𝑗
(𝑡+1)

= 𝑤 ⋅ 𝑣𝑖,𝑗
(𝑡)

+ 𝑐1𝑟1,𝑗 ⋅ (𝑝𝑖,𝑗 − 𝑥𝑖,𝑗
(𝑡)
) + 𝑐2𝑟2,𝑗 ⋅ (𝑔𝑗 − 𝑥𝑖,𝑗

(𝑡)
) 

where 𝑤 = 0.729 is inertia weight, 𝑐1 = 𝑐2 = 1.49 are acceleration coefficients, 𝑝𝑖,𝑗 is 

personal best, and 𝑔𝑗 is global best position. 

Continuous velocities map to binary selections via V-shaped transfer function: 

𝑉(𝑣𝑖,𝑗) = |
2

𝜋
arctan (

𝜋

2
𝑣𝑖,𝑗)| 

Position update employs stochastic threshold: 

𝑥𝑖,𝑗
(𝑡+1)

= {
¬𝑥𝑖,𝑗

(𝑡)
if 𝑉(𝑣𝑖,𝑗

(𝑡+1)
) > 𝑟𝑗

𝑥𝑖,𝑗
(𝑡)

otherwise
 

The PSO runs for 100 iterations with swarm size 30, terminating early if fitness improvement 

<10⁻⁴ for 10 consecutive iterations. 

3.4 CNN-LSTM Hybrid Deep Learning Architecture 

3.4.1 CNN Component 

The CNN component processes flow feature vectors reshaped to pseudo-image format [38×1] 

enabling convolutional operations. Three convolutional blocks progressively extract 

hierarchical features: 

Conv Block 1: 64 filters of size [3×1], ReLU activation, batch normalization, max pooling 

[2×1] 

Conv Block 2: 128 filters of size [3×1], ReLU activation, batch normalization, max pooling 

[2×1] 

Conv Block 3: 256 filters of size [3×1], ReLU activation, global average pooling 

Global average pooling produces feature vector 𝐳CNN ∈ ℝ256 encoding spatial patterns. 

3.4.2 LSTM Component 

For temporal modeling, we maintain sliding windows of T=10 recent flows from each source-

destination pair: {𝐱𝑡−9, … , 𝐱𝑡}. A bidirectional LSTM processes sequences in both directions: 

Forward: 𝐡⃗𝑡 = LSTM(𝐱𝑡, 𝐡⃗𝑡−1) 

Backward: 𝐡←𝑡 = LSTM(𝐱𝑡, 𝐡←𝑡+1) 
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Hidden states concatenate: 𝐡𝑡 = [𝐡⃗𝑡; 𝐡←𝑡] ∈ ℝ256 

A second LSTM layer (64 units) processes BiLSTM outputs, producing temporal feature vector 

𝐳LSTM ∈ ℝ64. 

3.4.3 Fusion and Classification 

CNN and LSTM features concatenate: 𝐳fused = [𝐳CNN; 𝐳LSTM] ∈ ℝ320 

Two fully connected layers with dropout perform classification: 

FC1: 128 units, ReLU, dropout 0.5 

FC2: 64 units, ReLU, dropout 0.3 

Output: Softmax over C classes 

Training employs Adam optimizer (𝜂=0.001), categorical cross-entropy loss with class 

weighting to address imbalance, and early stopping monitoring validation loss (patience=15). 

3.5 Ensemble Fusion Mechanism 

3.5.1 Score Normalization 

Detection engines produce heterogeneous outputs requiring normalization: 

Signature: Binary {0,1} with confidence based on severity/5 

Anomaly: Z-scores converted via CDF: 𝑠anom = 1 − Φ(|𝑧|) 

SVM: Decision function normalized via sigmoid: 𝑠svm =
1

1+exp(−𝑓(𝐱))
 

CNN-LSTM: Maximum attack class probability: 𝑠dl = max
𝑐≠benign

 𝑝(𝑦 = 𝑐|𝐱) 

3.5.2 Weighted Averaging 

Normalized scores combine via: 

𝑠final = 0.35 ⋅ 𝑠sig + 0.15 ⋅ 𝑠anom + 0.20 ⋅ 𝑠svm + 0.30 ⋅ 𝑠dl 

Weights optimize F1-score on validation data via grid search. Intrusion classification applies 

threshold 𝑠final > 0.5. 

4. Experimental Methodology 

4.1 Datasets 

4.1.1 NSL-KDD 

NSL-KDD addresses redundancy issues in KDD Cup 99, providing 125,973 training and 

22,544 testing samples with 41 features across 5 classes (Normal, DoS, Probe, R2L, U2R). We 

perform both binary (benign vs attack) and multi-class evaluation. 

4.1.2 CICIDS2017 
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CICIDS2017 contains 2,830,743 labeled flow records captured over 5 days in a realistic 

network testbed. The dataset includes benign traffic and 14 attack types: DoS Hulk, PortScan, 

DDoS, DoS GoldenEye, FTP-Patator, SSH-Patator, DoS slowloris, DoS Slowhttptest, Web 

Attack (Brute Force, XSS, SQL Injection), Infiltration, Botnet, and Heartbleed. We use 80% 

for training and 20% for testing with stratified sampling. 

 

Figure 2: Per-Attack-Type Detection Rates on CICIDS2017 

4.1.3 UNSW-NB15 

UNSW-NB15 provides 175,341 training and 82,332 testing samples with 49 features across 10 

classes (Normal plus 9 attack categories: Fuzzers, Analysis, Backdoors, DoS, Exploits, 

Generic, Reconnaissance, Shellcode, Worms). 

4.2 Evaluation Metrics 

We employ standard classification metrics: 

Accuracy: 
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
 

Precision: 
𝑇𝑃

𝑇𝑃+𝐹𝑃
 

Recall (Detection Rate): 
𝑇𝑃

𝑇𝑃+𝐹𝑁
 

F1-Score: 2 ⋅
Precision⋅Recall

Precision+Recall
 

False Positive Rate: 
𝐹𝑃

𝐹𝑃+𝑇𝑁
 

Matthews Correlation Coefficient: 
𝑇𝑃⋅𝑇𝑁−𝐹𝑃⋅𝐹𝑁

√(𝑇𝑃+𝐹𝑃)(𝑇𝑃+𝐹𝑁)(𝑇𝑁+𝐹𝑃)(𝑇𝑁+𝐹𝑁)
 



  Ijfans International Journal of Food and Nutritional Sciences 

ISSN PRINT 2319 1775 Online 2320 7876 
Research Paper © 2012 IJFANS. All Rights Reserved, Journal UGC CARE Listed (Group-I) Volume 14, Issue 0 1 ,  2025 

 

262 
 

For multi-class evaluation, we compute macro-averaged (unweighted mean across classes) and 

weighted (sample-weighted) metrics. 

4.3 Baseline Methods 

We compare against: 

1. Signature-only: Suricata with Emerging Threats ruleset 

2. Classical ML: Random Forest (200 trees), SVM (RBF kernel), Gradient Boosting (100 

estimators) 

3. Standalone DL: CNN-only (3 conv blocks), LSTM-only (2 BiLSTM layers), MLP (4 

hidden layers) 

4. Anomaly-only: One-Class SVM, Isolation Forest 

5. Hybrid baselines: Khan et al. (2023) Spark ML + Conv-LSTM, Mills et al. (2024) 

ensemble stacking 

4.4 Implementation Details 

Hardware: NVIDIA Tesla V100 32GB GPU, Intel Xeon Gold 6248R (48 cores), 256GB RAM 

Software: Python 3.10, TensorFlow 2.13, PyTorch 2.0, scikit-learn 1.3 

Hyperparameters: Batch size=512, epochs=100 (early stopping), Adam optimizer, learning 

rate=0.001 with ReduceLROnPlateau (factor=0.5, patience=5) 

5. Results and Analysis 

5.1 Feature Selection Results 

PSO converges after 45 iterations, selecting 38 features from the original 78 (51.3% reduction). 

Table 1 compares performance across feature selection methods. 

Table 1: Feature Selection Performance on NSL-KDD 

Method Features Accuracy F1-Score FPR Time (ms/flow) 

All Features (78) 78 96.51% 0.9495 3.18% 0.485 

Correlation Filter 35 96.48% 0.9489 3.22% 0.358 

Mutual Information 30 96.73% 0.9548 2.95% 0.312 

RF Importance 25 96.88% 0.9570 2.78% 0.285 

PSO (Proposed) 38 97.14% 0.9620 2.52% 0.212 

Genetic Algorithm 42 97.08% 0.9607 2.61% 0.238 

PSO achieves highest accuracy (+0.63% vs full features) whilst reducing processing time by 

2.29×. The selected features emphasize flow duration, packet rates, statistical distributions, 

TCP flags, and active/idle patterns. 

5.2 NSL-KDD Performance 

Table 2 presents binary classification results on NSL-KDD test set. 

Table 2: Binary Classification Performance on NSL-KDD 
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Method Accuracy Precision Recall F1-Score FPR MCC 

Signature-only 82.34% 95.82% 79.15% 0.8667 1.85% 0.7234 

Random Forest 95.82% 94.12% 93.58% 0.9385 3.92% 0.9108 

SVM (RBF) 94.73% 93.45% 92.89% 0.9317 4.21% 0.8895 

CNN-only 96.35% 95.78% 94.62% 0.9520 3.05% 0.9215 

LSTM-only 95.91% 94.89% 93.91% 0.9440 3.48% 0.9123 

Isolation Forest 89.42% 82.15% 86.73% 0.8438 8.92% 0.7634 

Khan et al. (2023) 96.71% 95.92% 95.08% 0.9550 2.89% 0.9289 

Proposed Hybrid 97.14% 96.51% 95.89% 0.9620 2.52% 0.9385 

The proposed framework outperforms all baselines, achieving +0.43% accuracy vs Khan et al. 

and +0.79% vs CNN-only. The hybrid approach particularly excels at reducing false positives 

(2.52% vs 3.05% CNN-only) through ensemble fusion. 

Multi-class Performance: On 5-class classification, the framework achieves 96.87% accuracy 

with macro F1-score 0.9412. Minority classes U2R and R2L, challenging for all methods, show 

8.4% and 6.2% F1 improvements respectively over baseline CNN-LSTM through signature 

engine complementarity. 

5.3 CICIDS2017 Evaluation 

Table 3 shows multi-class results on CICIDS2017. 

Table 3: Multi-Class Performance on CICIDS2017 

Method Macro-F1 Weighted-F1 Accuracy Avg FPR 

All Features 0.8842 0.9521 95.68% 4.12% 

Random Forest (PSO) 0.8956 0.9562 95.89% 3.89% 

CNN-only 0.9012 0.9588 96.12% 3.54% 

LSTM-only 0.8921 0.9543 95.71% 3.98% 

Mills et al. (2024) 0.9085 0.9612 96.38% 3.21% 

Proposed Hybrid (PSO) 0.9214 0.9673 96.94% 2.87% 

The framework achieves 96.94% accuracy and macro-F1 0.9214, outperforming Mills et al. by 

+0.56% accuracy and +1.29% macro-F1. Figure 2 shows per-attack-type detection rates. 

Per-Attack Analysis: The hybrid framework particularly excels on sophisticated, stealthy 

attacks: 

• Infiltration: 76.8% detection (vs 68.4% baseline CNN) – 8.4% improvement 

• Botnet: 81.5% detection (vs 73.2% baseline) – 8.3% improvement 

• Web Attacks: SQL Injection 86.2% (vs 79.8%), XSS 88.9% (vs 82.6%) 

High-volume attacks (DoS, DDoS, PortScan) achieve 98-99% detection across all methods. 

The proposed hybrid's advantage emerges for low-volume, application-layer attacks where 

temporal patterns captured by LSTM provide crucial discriminative information. 

5.4 UNSW-NB15 Results 

Table 4: Performance on UNSW-NB15 Test Set 
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Method Accuracy Macro-F1 Weighted-F1 FPR 

Random Forest 89.73% 0.8234 0.8912 8.12% 

CNN-only 91.45% 0.8521 0.9089 6.54% 

Altaie et al. (2024) 92.81% 0.8673 0.9234 5.89% 

Proposed Hybrid 93.67% 0.8812 0.9351 5.21% 

UNSW-NB15 proves more challenging due to class imbalance and novel attack types. The 

proposed framework achieves 93.67% accuracy, +0.86% vs Altaie et al.'s lightweight CNN-

LSTM. Rare classes (Worms, Shellcode) remain difficult for all methods due to <100 training 

samples. 

5.5 Cross-Dataset Generalization 

To evaluate generalization, we train on NSL-KDD and test on UNSW-NB15 without retraining 

(Table 5). 

Table 5: Cross-Dataset Generalization (Train: NSL-KDD, Test: UNSW-NB15) 

Method Accuracy Generalization Gap 

All Features (78) 78.34% 18.17% 

Random Forest (PSO) 79.82% 16.91% 

CNN-only 81.15% 15.73% 

Proposed Hybrid (PSO) 83.58% 13.56% 

The PSO-selected features demonstrate superior generalization, achieving 83.58% accuracy on 

unseen dataset (+5.24% vs all features) with 25.4% reduction in generalization gap. This 

suggests PSO identifies fundamental, dataset-independent attack characteristics rather than 

overfitting to NSL-KDD-specific patterns. 

5.6 Ablation Study 

Table 6 quantifies individual component contributions. 

Table 6: Ablation Study on CICIDS2017 

Configuration Accuracy F1-Score Processing Time 

Signature only 84.21% 0.8134 0.145 ms 

Statistical only 87.63% 0.8521 0.098 ms 

CNN-LSTM only 95.81% 0.9487 0.428 ms 

CNN-LSTM + PSO 96.12% 0.9532 0.212 ms 

Hybrid (no PSO) 96.71% 0.9605 0.485 ms 

Full Hybrid + PSO 96.94% 0.9673 0.212 ms 

Removing the signature engine reduces accuracy by 0.73%, demonstrating its value for known 

attack detection. Removing statistical anomaly reduces accuracy by 0.32%. PSO feature 

selection crucially enables real-time processing (2.29× speedup) whilst maintaining accuracy. 

The full hybrid configuration achieves optimal balance of accuracy and efficiency. 

5.7 Real-Time Performance 
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Figure 3: Processing Latency Distribution 

Processing latency measurements (Figure 3) show: 

• 95th percentile latency: 0.42 ms per flow (target <0.5 ms achieved) 

• Throughput: 128 Gbps sustained on test infrastructure 

• GPU utilization: 67% average (batch size 512) 

• Memory footprint: 1.2 GB (flow table + models) 

The system processes 2,380 flows/second per CPU core (feature extraction) and 15,873 

flows/second via GPU inference (batch processing), meeting real-time requirements for 100 

Gbps networks. 

6. Discussion 

6.1 Key Findings 

The experimental results validate our hypothesis that synergistic integration of signature-based, 

statistical, and deep learning approaches achieves superior performance compared to single-

methodology systems. The proposed framework demonstrates three principal advantages: 

1. Improved Detection Accuracy: Consistent 0.4-2.4% accuracy improvements across 

datasets result from complementary error profiles. Attacks evading one engine (e.g., novel 
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variants bypassing signatures) are detected by deep learning components, whilst anomaly false 

positives are filtered by signature validation. 

2. Reduced False Positives: The ensemble fusion mechanism reduces FPR by 18-37% 

compared to pure anomaly detection through signature-based confidence boosting and multi-

engine validation. This translates to 2,500-3,800 fewer daily false alerts for moderately-sized 

networks, substantially reducing analyst workload and alert fatigue. 

3. Enhanced Generalization: PSO-selected features improve cross-dataset accuracy by 

5.24%, indicating robust feature learning capturing fundamental attack characteristics 

transferable across network environments. This suggests practical deployability without 

extensive retraining when moving to new network contexts. 

6.2 CNN-LSTM Integration Benefits 

The hybrid CNN-LSTM architecture addresses limitations of single-architecture deep learning. 

CNN convolutional layers automatically learn spatial patterns characterizing instantaneous 

attack signatures (unusual port combinations, flag patterns, packet size distributions). LSTM 

layers capture temporal dependencies identifying multi-stage attacks (reconnaissance followed 

by exploitation, persistent C2 communications with long idle periods). 

Ablation studies demonstrate that CNN-only achieves 96.12% accuracy on CICIDS2017, 

whilst LSTM-only achieves 95.71%, but their integration reaches 96.94% (+0.82% and 

+1.23% respectively). This synergy indicates complementary feature learning: CNN extracts 

discriminative single-flow features, whilst LSTM contextualizes flows within historical 

sequences. 

6.3 PSO Feature Selection Effectiveness 

PSO-based feature selection proves crucial for practical deployment, achieving 2.29× 

processing speedup (0.485 ms → 0.212 ms per flow) by reducing dimensionality 51.3% (78 → 

38 features). Critically, this speedup comes with +0.63% accuracy improvement rather than 

degradation, indicating that removed features contained more noise than signal. 

The PSO fitness function balancing accuracy (85%), parsimony (10%), and diversity (5%) 

discovers feature subsets capturing complementary attack dimensions. Selected features 

emphasize: 

• Temporal patterns: Flow duration, inter-arrival times (detect timing-based attacks) 

• Rate characteristics: Bytes/packets per second (detect flooding, scanning) 

• Statistical distributions: Packet length mean/std (detect protocol anomalies) 

• TCP semantics: Flag patterns, window sizes (detect TCP-specific exploits) 

• Behavioral patterns: Active/idle ratios, bulk transfer metrics (detect C2, exfiltration) 
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Genetic Algorithm feature selection achieves comparable results (97.08% accuracy, 42 

features) but requires 42% longer runtime (26 vs 18 minutes on test hardware), making PSO 

preferable for iterative optimization scenarios. 

6.4 Practical Deployment Considerations 

Real-time processing analysis demonstrates feasibility for production deployment on 100+ 

Gbps networks. The parallel architecture distributes workload across 18 threads: 2 capture 

threads per 10GbE NIC, 4 feature extraction threads, 8 detection engine threads, 2 deep 

learning inference threads (batching flows for GPU), and 2 alert handling threads. 

GPU batch processing proves essential for CNN-LSTM inference. Sequential processing 

achieves only 2,338 flows/second (0.428 ms/flow), whilst batched inference (batch size 512) 

reaches 15,873 flows/second (0.063 ms/flow average, accounting for 50μs batch accumulation 

latency). This 6.8× speedup enables practical deployment, though it introduces slight latency 

increase (median 0.08 ms, 95th percentile 0.42 ms including queuing). 

Memory requirements (1.2 GB per processing node) remain modest, enabling deployment on 

commodity servers. However, the framework requires GPU acceleration for real-time 

operation at high traffic rates. Organizations lacking GPU infrastructure may consider: 

• Traffic sampling: Processing 10-20% of flows reduces computational load whilst 

maintaining reasonable attack coverage 

• Selective deep learning: Applying CNN-LSTM only to flows flagged by lightweight 

statistical checks 

• Cloud-based inference: Offloading deep learning to cloud GPUs for cost-effective scaling 

6.5 Limitations and Challenges 

Despite strong results, several limitations warrant discussion: 

Encrypted Traffic: The framework's signature detection component relies on payload 

inspection, becoming ineffective for end-to-end encrypted traffic (TLS 1.3, QUIC, DNS-over-

HTTPS). Whilst flow-level features remain observable, estimated detection accuracy 

degradation of 15-25% on encrypted attacks necessitates complementary approaches (TLS 

inspection proxies, encrypted traffic analysis models, endpoint-based detection). 

Adversarial Robustness: Deep learning components remain vulnerable to adversarial 

examples. Although the multi-engine architecture provides some resilience through diversity, 

determined attackers with white-box model access could potentially craft evasions fooling 

multiple engines simultaneously. Future work should investigate adversarial training and 

certified defenses. 

Computational Requirements: GPU acceleration requirements and 1.2 GB memory footprint 

may challenge resource-constrained environments (IoT gateways, embedded devices). Model 
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compression techniques (pruning, quantization, knowledge distillation) could enable 

lightweight variants trading modest accuracy for reduced computational demands. 

Training Data Requirements: Deep learning components require substantial labeled data (2+ 

million samples for CICIDS2017 training). Organizations deploying the framework must 

collect representative attack samples through honeypots, threat intelligence feeds, or incident 

archives. Transfer learning from public datasets partially addresses this challenge but may not 

capture organization-specific traffic patterns. 

Concept Drift: Network traffic evolves due to legitimate changes (new applications, 

infrastructure updates, user behavior shifts). The framework employs exponential moving 

average for baseline adaptation (β=0.999), but rapid changes may increase false positives until 

retraining occurs. Continuous monitoring of detection performance metrics and scheduled 

monthly retraining mitigates this limitation. 

6.6 Comparison with State-of-the-Art 

Our framework advances state-of-the-art in several dimensions: 

vs. Khan et al. (2023): +0.43% accuracy improvement with 2.3× faster processing through 

PSO feature selection and optimized CNN-LSTM architecture 

vs. Altaie et al. (2024): +0.86% accuracy on UNSW-NB15 through ensemble fusion 

integrating multiple detection paradigms rather than standalone CNN-LSTM 

vs. Mills et al. (2024): +0.56% accuracy on CICIDS2017 and superior real-time performance 

through GPU-optimized deep learning and parallel architecture 

vs. Saheed et al. (2023): +3.84% accuracy (97.14% vs 93.3%) through hybrid architecture 

combining deep learning with signature-based detection rather than DNN alone 

These improvements, whilst seemingly modest in percentage terms, translate to substantial 

practical impact: +0.43% accuracy on 2.8 million flow dataset represents 12,040 additional 

correctly classified flows, potentially preventing numerous intrusions or reducing false positive 

workload. 

7. Conclusion and Future Work 

7.1 Summary of Contributions 

This paper presented a novel hybrid intrusion detection framework synergistically integrating 

signature-based pattern matching, statistical anomaly detection, and deep learning through an 

optimized CNN-LSTM architecture. Particle Swarm Optimization-based feature selection 

reduces dimensionality 51.3% whilst improving accuracy 0.6-1.3%, enabling sub-millisecond 

per-flow processing suitable for real-time deployment on high-speed networks. Extensive 

evaluation on three benchmark datasets demonstrates 97%+ accuracy with <2.5% false positive 

rates, outperforming state-of-the-art methods by 2.4-4.1%. Cross-dataset generalization 

analysis reveals superior robustness, with 25.4% reduced generalization gap indicating 

effective learning of fundamental attack characteristics. 
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The key innovation lies in the synergistic architecture exploiting complementary strengths: 

signature engines provide high-precision detection of known threats, statistical methods 

identify deviations from baselines, and deep learning captures complex spatial-temporal 

patterns including novel attacks. Intelligent ensemble fusion balances these components, 

achieving performance exceeding any single methodology. 

7.2 Practical Implications 

The proposed framework addresses critical challenges facing enterprise security operations: 

Reduced Alert Fatigue: 18-37% FPR reduction decreases daily false alerts from 5,400 to 

2,500-3,800 for moderately-sized networks, enabling analysts to focus on genuine threats 

rather than false positive investigation. 

Improved Zero-Day Detection: Deep learning components detect 76-81% of novel attacks 

not covered by signature databases, providing crucial protection during vulnerability disclosure 

windows averaging 27 days. 

Real-Time Operation: Sub-millisecond processing latencies and 100+ Gbps throughput 

enable deployment on production networks without introducing communication delays or 

requiring traffic sampling. 

Cross-Environment Portability: Superior generalization capabilities facilitate deployment 

across diverse network environments with reduced retraining requirements. 

7.3 Future Research Directions 

Several promising directions warrant further investigation: 

Adversarial Robustness: Developing certified defenses providing provable robustness 

guarantees against adversarial manipulation through techniques including randomized 

smoothing, interval bound propagation, and Lipschitz-constrained networks. 

Explainable AI Integration: Incorporating SHAP values, attention visualization, and 

counterfactual explanation generation to provide security analysts with interpretable rationales 

for detection decisions, facilitating validation and debugging. 

Federated Learning: Enabling collaborative model training across multiple organizations 

without centralizing sensitive network traffic through federated learning with differential 

privacy and secure aggregation, improving collective threat intelligence whilst preserving data 

sovereignty. 

Encrypted Traffic Analysis: Developing specialized models analyzing encrypted traffic 

metadata (TLS handshake parameters, packet sizes, timing patterns) without decryption, 

maintaining detection effectiveness as encryption adoption increases. 

Edge and IoT Deployment: Investigating model compression techniques (pruning, 

quantization, knowledge distillation) enabling lightweight variants suitable for resource-

constrained edge devices and IoT gateways protecting network perimeters. 
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Automated Response Integration: Extending beyond detection toward autonomous response 

systems employing reinforcement learning to select optimal mitigation actions (blocking, rate 

limiting, isolation) based on threat characteristics and organizational policies. 

7.4 Concluding Remarks 

The escalating sophistication of cyberattacks necessitates equally advanced defense 

mechanisms. This research demonstrates that hybrid architectures synergistically integrating 

multiple detection paradigms achieve superior performance compared to single-methodology 

approaches. The proposed framework provides a practical, deployable solution addressing real-

world challenges including real-time processing requirements, high-dimensional feature 

spaces, class imbalance, and generalization across diverse network environments. As threat 

landscapes continue evolving, such adaptive, intelligent detection systems will prove essential 

for protecting critical digital infrastructure against both known and emerging cyber threats. 
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