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Abstract 

The increasing adoption of intelligent optical network infrastructures to support 5G/6G 

communications, cloud computing, edge intelligence, Internet of Things (IoT), and large-scale 

data center interconnections has significantly expanded the cyberattack surface of modern 

communication systems. Conventional security mechanisms based on static rule sets, signature 

matching, and traditional cryptographic techniques are increasingly challenged by 

sophisticated cyber threats, dynamic attack propagation patterns, and the emerging risks posed 

by quantum computing. To address these challenges, this paper proposes a Graph Neural 

Network-Enabled Cyber Threat Detection and Quantum-Safe Security Framework for 

intelligent optical network infrastructures. The proposed framework models optical network 

topologies, traffic flows, and inter-device relationships as dynamic graph structures, enabling 

Graph Neural Networks (GNNs) to capture complex spatial dependencies and identify 

anomalous behaviors associated with cyber-physical attacks. The framework integrates optical 

performance monitoring, graph-based threat intelligence, and real-time attack classification to 

detect threats such as distributed denial-of-service attacks, optical jamming, fiber tapping, 

wavelength hijacking, routing manipulation, and control-plane intrusions. To enhance long-

term security resilience, the architecture incorporates quantum-safe protection mechanisms 

based on post-quantum cryptographic algorithms and intelligent key management strategies 

designed to withstand future quantum-enabled adversaries. Furthermore, a graph-driven risk 

propagation model is developed to predict attack diffusion across interconnected optical 

network components, enabling proactive mitigation and adaptive security orchestration. 

Experimental evaluation using realistic optical network datasets and cybersecurity benchmarks 

demonstrates that the proposed framework achieves superior detection accuracy, reduced false 

alarm rates, improved attack localization capability, and enhanced network survivability 

compared with conventional machine learning and deep learning approaches. The integration 

of graph intelligence and quantum-safe security mechanisms establishes a robust foundation 

for secure, scalable, and future-proof optical communication infrastructures. The results 

indicate that graph-based cyber threat analytics combined with quantum-resilient protection 

strategies can significantly strengthen the security posture of next-generation intelligent optical 

networks and support the development of autonomous, trustworthy, and resilient 

communication ecosystems. 
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1. Introduction 

The rapid evolution of digital communication ecosystems has significantly increased the 

importance of optical network infrastructures as the foundational backbone of global 

connectivity. Emerging technologies such as fifth- and sixth-generation (5G/6G) 

communications, cloud computing, edge intelligence, Internet of Things (IoT), autonomous 

systems, smart cities, and large-scale data center interconnections are generating 

unprecedented volumes of data traffic that require ultra-high-capacity, low-latency, and highly 

reliable communication networks [1]–[3]. Optical communication systems have become 

indispensable for meeting these requirements due to their superior bandwidth capabilities, low 

transmission losses, scalability, and energy efficiency [4], [5]. As modern optical networks 

become increasingly intelligent through the integration of Software-Defined Networking 

(SDN), Network Function Virtualization (NFV), Artificial Intelligence (AI), and autonomous 

network management technologies, they simultaneously become more complex and vulnerable 

to a diverse range of cyber-physical security threats [6]–[8]. 

The transformation from conventional optical transport systems to intelligent optical network 

infrastructures has introduced new security challenges that extend beyond traditional network 

protection mechanisms [7], [9]. Contemporary optical networks are no longer composed solely 

of passive transmission links but increasingly involve programmable control planes, virtualized 

services, distributed computing resources, and interconnected software-defined architectures. 

While these advancements improve network flexibility and operational efficiency, they also 

create additional attack surfaces that can be exploited by sophisticated adversaries [6], [10]. 

Cyber threats targeting optical communication infrastructures include Distributed Denial-of-

Service (DDoS) attacks, optical jamming, fiber tapping, wavelength hijacking, routing 

manipulation, malware propagation, control-plane intrusions, and coordinated multi-stage 

attacks [9], [11]. Such threats can compromise network availability, degrade service quality, 

expose confidential information, and disrupt critical infrastructures that depend on reliable 

communication services. 

Conventional security solutions employed in optical networks primarily rely on rule-based 

intrusion detection systems, signature matching techniques, static access control mechanisms, 

and traditional cryptographic protocols [12]. Although these approaches remain effective 

against previously known attack patterns, they often struggle to detect sophisticated, adaptive, 

and zero-day attacks that continuously evolve within dynamic network environments [12], 

[13]. Furthermore, many existing security frameworks analyze network components 

independently and fail to capture the complex relationships and interactions among 

interconnected devices, communication paths, and traffic flows. Consequently, traditional 

approaches frequently experience reduced detection accuracy, delayed response times, and 

limited capability to predict attack propagation throughout large-scale optical infrastructures. 

Recent advances in Artificial Intelligence and Machine Learning have demonstrated 

considerable potential for improving cybersecurity through automated threat detection, 

anomaly identification, and predictive security analytics [13]–[15]. Deep learning architectures 

such as Convolutional Neural Networks (CNNs), Recurrent Neural Networks (RNNs), Long 

Short-Term Memory (LSTM) networks, and Transformer-based models have achieved 
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significant success in traffic classification and intrusion detection tasks [14], [15]. However, 

these methods generally process network observations as independent samples and often fail 

to exploit the structural relationships inherent in communication networks. Optical networks 

naturally exhibit graph-like characteristics, where nodes represent switches, routers, optical 

cross-connects, and controllers, while edges represent optical fiber links and communication 

pathways. Consequently, modeling optical network infrastructures as graph structures offers a 

more realistic representation of their operational behavior and security dynamics. 

Graph Neural Networks (GNNs) have recently emerged as a powerful machine learning 

paradigm for analyzing graph-structured data [16], [17]. By propagating information across 

neighboring nodes and edges, GNNs can learn complex topological dependencies and hidden 

relational patterns that are difficult to capture using conventional deep learning models. This 

capability makes GNNs particularly suitable for cyber threat detection in optical network 

environments, where attack behaviors often propagate through interconnected network 

components [17]. Graph-based learning enables the identification of anomalous 

communication patterns, malicious traffic flows, compromised network regions, and potential 

attack propagation pathways. Furthermore, GNNs provide enhanced contextual awareness by 

incorporating both local node characteristics and global network topology information into the 

threat detection process. 

In parallel with the growing complexity of cyber threats, the emergence of quantum computing 

presents an additional long-term challenge to communication security [18], [19]. Existing 

public-key cryptographic systems, including RSA and Elliptic Curve Cryptography (ECC), 

rely on mathematical problems that may become computationally vulnerable to sufficiently 

powerful quantum computers. Shor’s algorithm, in particular, has demonstrated the theoretical 

capability to efficiently solve integer factorization and discrete logarithm problems, potentially 

compromising many widely deployed cryptographic protocols. Since optical backbone 

networks frequently carry sensitive governmental, financial, healthcare, and industrial 

communications, ensuring long-term cryptographic resilience has become a critical 

requirement. Consequently, quantum-safe or post-quantum cryptographic mechanisms are 

increasingly being explored as viable alternatives capable of maintaining security in the 

presence of future quantum adversaries [19], [20]. 

Despite significant advances in both graph-based cybersecurity and post-quantum 

cryptography, relatively few studies have investigated their combined application within 

intelligent optical networking environments [17], [20]. Existing optical network security 

frameworks typically focus on either attack detection or cryptographic protection, with limited 

consideration of integrated threat intelligence, attack propagation analysis, and quantum-

resilient security mechanisms. Moreover, most current solutions lack the capability to model 

dynamic relationships among network entities and proactively predict the evolution of cyber 

threats across interconnected optical infrastructures. These limitations motivate the 

development of a unified security framework capable of simultaneously addressing advanced 

threat detection, attack localization, propagation prediction, and future cryptographic 

resilience. 
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To address these challenges, this paper proposes a Graph Neural Network-Enabled Cyber 

Threat Detection and Quantum-Safe Security Framework for intelligent optical network 

infrastructures. The proposed architecture models optical communication systems as dynamic 

graphs and employs Graph Neural Networks to capture complex structural dependencies 

among network entities. By integrating optical performance monitoring, graph-based anomaly 

detection, cyber threat classification, attack propagation analysis, and quantum-safe 

cryptographic protection mechanisms, the framework provides comprehensive security 

coverage across both operational and cryptographic dimensions. The proposed approach not 

only identifies malicious activities in real time but also predicts potential attack diffusion 

pathways and supports proactive security orchestration within intelligent optical network 

environments. 

The primary contributions of this work are summarized as follows: 

1. A graph-based security architecture is developed for intelligent optical network 

infrastructures that models network entities and communication relationships as dynamic 

graph structures. 

2. A Graph Neural Network-driven threat detection framework is proposed to identify cyber-

physical attacks, including DDoS attacks, optical jamming, fiber tapping, wavelength 

hijacking, and control-plane intrusions. 

3. A graph-based attack propagation model is introduced to predict the spread of malicious 

activities across interconnected optical network components and support proactive 

mitigation strategies. 

4. A quantum-safe security layer incorporating post-quantum cryptographic mechanisms and 

intelligent key management is designed to enhance long-term communication security 

against future quantum-enabled adversaries. 

5. A comprehensive evaluation framework is developed to assess detection accuracy, attack 

localization capability, network survivability, and cryptographic resilience under realistic 

optical networking scenarios. 

The remainder of this paper is organized as follows. Section 2 reviews existing research on 

optical network security, graph neural network-based cybersecurity, and quantum-safe 

communication technologies. Section 3 presents the proposed graph-enabled security 

architecture and threat model. Section 4 describes the Graph Neural Network framework and 

quantum-safe security mechanisms. Section 5 outlines the experimental setup and evaluation 

methodology. Section 6 presents performance results and comparative analyses. Finally, 

Section 7 concludes the paper and discusses future research directions toward autonomous and 

quantum-resilient intelligent optical networking ecosystems. 

The proposed GQSF architecture (Figure 1) integrates the optical network infrastructure with 

a real-time monitoring layer, graph construction engine, GNN-based cyber threat detection 

module, and a quantum-safe security layer. The framework continuously analyzes network 

telemetry, detects malicious activities, and applies post-quantum cryptographic protection to 

ensure secure and resilient optical communications. 
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The workflow (Figure 2) illustrates the sequential operation of the proposed framework, 

beginning with telemetry collection from optical network components, followed by graph 

modeling and GNN-based threat analysis. Detected threats are evaluated through attack 

propagation prediction and risk assessment before adaptive mitigation and post-quantum 

cryptographic mechanisms are applied to secure network communications. 

The cyber threat model (Figure 3) depicts major attack vectors targeting intelligent optical 

network infrastructures, including Distributed Denial-of-Service (DDoS) attacks, optical 

jamming, fiber tapping, and SDN controller compromise. These threats are analyzed using 

graph-based intelligence to support accurate threat detection, attack localization, and proactive 

security orchestration within the proposed framework. 

 

Figure 1. Graph Neural Network-Enabled Cyber Threat Detection and Quantum-Safe 

Security Framework (GQSF) architecture showing optical infrastructure, monitoring layer, 

graph construction engine, GNN-based threat detection module, and quantum-safe security 

layer 

 

Figure 2. Operational workflow of the proposed framework illustrating telemetry collection, 

graph modeling, GNN-based threat analysis, attack propagation prediction, risk assessment, 

and post-quantum cryptographic protection 

 

Figure 3. Cyber threat model for intelligent optical network infrastructures showing major 

attack vectors including Distributed Denial-of-Service (DDoS) attacks, optical jamming, fiber 

tapping, and SDN controller compromise 
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2. Related Work 

The growing complexity of intelligent optical network infrastructures has stimulated extensive 

research into advanced cybersecurity mechanisms capable of protecting communication 

systems against increasingly sophisticated cyber-physical threats. Recent developments in 

Software-Defined Optical Networks (SDONs), Artificial Intelligence (AI), Graph Neural 

Networks (GNNs), and quantum-safe cryptography have created new opportunities for 

enhancing network security, resilience, and operational reliability. This section reviews 

existing research related to optical network security, AI-driven cyber threat detection, graph 

neural network-based security analytics, post-quantum cryptography, and intelligent security 

frameworks for next-generation communication infrastructures. 

2.1 Security Challenges in Intelligent Optical Networks 

Optical communication systems form the backbone of modern digital infrastructures and 

support critical services including cloud computing, data center interconnection, financial 

transactions, healthcare applications, industrial automation, and emerging 5G/6G 

communication platforms. The increasing adoption of SDN and network virtualization 

technologies has transformed conventional optical transport systems into highly programmable 

and adaptive networking environments. While these developments improve resource utilization 

and operational flexibility, they simultaneously introduce new attack surfaces and security 

vulnerabilities. 

Existing research has identified multiple categories of threats affecting optical networks. 

Physical-layer attacks include optical jamming, fiber tapping, signal injection, and wavelength 

hijacking, all of which can degrade communication quality or compromise data confidentiality. 

Network-layer attacks such as Distributed Denial-of-Service (DDoS), routing manipulation, 

malware propagation, and controller compromise target programmable network components 

and centralized control infrastructures. Several studies have demonstrated that the centralized 

nature of SDN controllers may create single points of failure, making them attractive targets 

for sophisticated adversaries. Consequently, securing both optical transmission components 

and network control mechanisms has become a fundamental requirement for future intelligent 

optical infrastructures. 

Traditional security solutions deployed within optical networks primarily rely on access control 

mechanisms, encryption protocols, signature-based intrusion detection systems, and traffic 

filtering approaches. Although these methods remain effective against previously known 

threats, they often exhibit limited adaptability when confronted with dynamic attack patterns 

and previously unseen cyber threats. As a result, researchers have increasingly explored 

artificial intelligence techniques to improve threat detection accuracy and response capabilities. 

2.2 Artificial Intelligence for Cyber Threat Detection 

Artificial Intelligence has emerged as one of the most promising technologies for enhancing 

cybersecurity in communication networks. Machine learning algorithms can analyze large 

volumes of network traffic, identify hidden patterns, and automatically detect anomalies 

associated with malicious activities. Unlike traditional rule-based security systems, AI-driven 
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approaches continuously learn from operational data and adapt to evolving threat 

environments. 

Early studies primarily employed supervised learning algorithms such as Support Vector 

Machines (SVMs), Decision Trees, Random Forests, and Artificial Neural Networks for 

intrusion detection and attack classification. These approaches demonstrated improved 

detection accuracy compared with signature-based methods but often required large quantities 

of labeled training data and exhibited limited generalization capabilities when confronted with 

novel attack scenarios. 

Subsequent research introduced deep learning architectures including Convolutional Neural 

Networks (CNNs), Recurrent Neural Networks (RNNs), Long Short-Term Memory (LSTM) 

networks, and Transformer models. These methods significantly improved cybersecurity 

performance by automatically extracting high-level features from network traffic data. CNN-

based approaches effectively capture spatial traffic characteristics, whereas LSTM models are 

capable of learning temporal dependencies associated with attack evolution. More recently, 

Transformer architectures have demonstrated strong performance in large-scale cybersecurity 

applications due to their ability to model long-range dependencies and contextual relationships. 

Despite these advances, many existing AI-based security systems process network 

observations as independent samples and often overlook the structural relationships among 

interconnected network entities. Such limitations motivate the exploration of graph-based 

learning techniques capable of modeling complex network topologies and communication 

dependencies. 

2.3 Graph Neural Networks for Network Security 

Graph Neural Networks have recently emerged as a powerful machine learning framework for 

analyzing graph-structured data. Unlike conventional deep learning architectures, GNNs 

explicitly model relationships among nodes and edges, enabling the extraction of both local 

and global structural information from complex networks. Since communication 

infrastructures naturally exhibit graph-like topologies, GNNs provide a more realistic 

representation of network behavior compared with traditional learning methods. 

A graph is generally represented as G=(V,E), where (V) denotes the set of nodes and (E) 

represents the set of edges connecting the nodes. Within optical network environments, nodes 

may correspond to routers, switches, optical cross-connects, SDN controllers, and network 

devices, while edges represent communication links and optical transmission paths. 

Recent cybersecurity studies have employed GNNs for intrusion detection, malware 

classification, botnet identification, attack attribution, and vulnerability analysis. By 

aggregating information from neighboring nodes and propagating contextual knowledge 

throughout the graph, GNNs can identify subtle attack patterns that may remain undetected 

using conventional machine learning approaches. Furthermore, graph-based learning facilitates 

attack localization and threat propagation analysis by explicitly modeling dependencies among 

network components. 

Several variants of Graph Neural Networks have been investigated for cybersecurity 

applications. Graph Convolutional Networks (GCNs) perform neighborhood aggregation 
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through graph convolution operations and have demonstrated effectiveness in anomaly 

detection tasks. Graph Attention Networks (GATs) utilize attention mechanisms to assign 

varying importance to neighboring nodes, enabling improved identification of influential attack 

sources. GraphSAGE and dynamic graph learning models have also shown promising results 

for large-scale network monitoring environments. Nevertheless, the application of GNNs 

within optical communication infrastructures remains relatively limited and represents an 

emerging research area. 

2.4 Cyber Threat Propagation Analysis in Communication Networks 

Modern cyberattacks frequently exhibit propagation characteristics whereby malicious 

activities spread across interconnected network entities. Consequently, understanding attack 

diffusion dynamics has become essential for effective cybersecurity management. Traditional 

intrusion detection systems generally focus on identifying isolated malicious events without 

explicitly modeling attack propagation behavior. 

Graph-based threat modeling techniques provide an effective mechanism for analyzing attack 

diffusion pathways. Let the attack state of node (i) at time (t) be represented by A_i(t). 

The propagation of attacks across the network can be modelled by  

A_i(t+1). 

where (N(i)) denotes the neighborhood of node (i) and (w_{ij}) represents the influence weight 

between connected nodes. Such formulations enable prediction of attack spread and 

identification of critical network components that may accelerate cyber threat propagation. 

Recent studies have investigated graph-theoretic approaches for attack prediction and risk 

assessment. However, most existing methods focus on conventional IP networks and do not 

explicitly consider optical communication infrastructures, optical-layer impairments, or SDN-

based control architectures. Therefore, the integration of graph-based threat propagation 

analysis within intelligent optical networks remains an important research opportunity. 

2.5 Quantum-Safe Security and Post-Quantum Cryptography 

While AI-based threat detection addresses current cybersecurity challenges, the emergence of 

quantum computing introduces additional risks to long-term communication security. Existing 

public-key cryptographic algorithms such as RSA, Diffie-Hellman, and Elliptic Curve 

Cryptography rely on mathematical problems that could become vulnerable to sufficiently 

powerful quantum computers. 

Shor's quantum algorithm demonstrated that integer factorization and discrete logarithm 

problems can theoretically be solved in polynomial time on fault-tolerant quantum computers. 

Consequently, many currently deployed cryptographic systems may become insecure in future 

quantum computing environments. Since optical backbone networks often transport highly 

sensitive information with long confidentiality requirements, preparing for quantum-era 

security threats has become a strategic priority. 

Post-quantum cryptography seeks to develop cryptographic algorithms that remain secure 

against both classical and quantum adversaries. Several promising categories of post-quantum 

algorithms have emerged, including lattice-based cryptography, code-based cryptography, 
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multivariate cryptography, hash-based signatures, and isogeny-based cryptographic systems. 

Recent standardization efforts have accelerated the development of practical post-quantum 

security mechanisms suitable for deployment within communication infrastructures. 

Despite these advances, many current cybersecurity frameworks treat threat detection and 

cryptographic protection as independent functions. Relatively few studies have investigated 

integrated architectures that combine intelligent cyber threat analytics with quantum-safe 

communication mechanisms. 

2.6 Existing Research Gaps 

The literature review reveals several limitations within current optical network security 

research. First, conventional machine learning and deep learning approaches frequently 

analyze network events independently and often fail to capture complex topological 

relationships among interconnected network components. Second, existing optical network 

security solutions primarily focus on attack detection while providing limited support for attack 

localization and propagation prediction. Third, many cybersecurity frameworks overlook 

optical-layer attack characteristics and concentrate predominantly on packet-level network 

traffic analysis. 

Furthermore, although Graph Neural Networks have demonstrated considerable promise in 

cybersecurity applications, their utilization within intelligent optical communication 

infrastructures remains relatively underexplored. Similarly, existing quantum-safe security 

solutions typically emphasize cryptographic resilience without incorporating advanced AI-

based threat intelligence capabilities. The lack of integrated frameworks combining graph-

based cyber threat detection, attack propagation modeling, and quantum-resilient security 

mechanisms limits the ability of current systems to address both present and future security 

challenges. 

2.7 Motivation and Research Contribution 

Motivated by these limitations, this work proposes a Graph Neural Network-Enabled Cyber 

Threat Detection and Quantum-Safe Security Framework for intelligent optical network 

infrastructures. The proposed framework combines graph-based network representation, GNN-

driven threat detection, attack propagation analysis, optical performance monitoring, and post-

quantum cryptographic protection within a unified security architecture. By simultaneously 

addressing cyber threat intelligence, attack prediction, and quantum-safe communication 

requirements, the framework seeks to provide comprehensive security coverage for next-

generation intelligent optical networking environments. 

Compared with existing approaches, the proposed framework offers three key advantages. 

First, Graph Neural Networks capture structural dependencies and topological relationships 

among network entities, improving detection accuracy and attack localization capabilities. 

Second, graph-based propagation modeling enables proactive prediction of cyber threat 

diffusion and supports intelligent mitigation strategies. Third, the integration of quantum-safe 

security mechanisms enhances long-term resilience against emerging quantum computing 

threats. These capabilities collectively establish a foundation for secure, adaptive, and future-

proof intelligent optical communication infrastructures. 
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3. Proposed Graph Neural Network-Enabled Cyber Threat Detection and Quantum-Safe 

Security Architecture 

The proposed Graph Neural Network-Enabled Cyber Threat Detection and Quantum-Safe 

Security Framework (GQSF) is designed to provide a comprehensive security solution for 

intelligent optical network infrastructures operating in increasingly complex cyber-physical 

environments. The framework integrates optical performance monitoring, graph-based 

network modeling, Graph Neural Network (GNN)-driven threat detection, attack propagation 

analysis, and post-quantum cryptographic protection into a unified architecture. Unlike 

conventional security systems that analyze network events independently, the proposed 

approach exploits the interconnected nature of optical communication infrastructures by 

representing the entire network as a dynamic graph. This enables the framework to capture 

structural dependencies among network components, identify hidden attack patterns, predict 

threat propagation pathways, and provide long-term resilience against future quantum 

computing threats. 

The architecture begins with a continuous monitoring and data acquisition layer responsible 

for collecting operational information from optical transmission systems and network control 

infrastructures. Modern optical communication networks generate large volumes of monitoring 

data through Optical Performance Monitoring (OPM) systems and Software-Defined 

Networking (SDN) controllers. The collected optical observations are represented by 

𝑂𝑡 = {𝑃𝑡 , 𝑃𝑟 , 𝑂𝑆𝑁𝑅, 𝐵𝐸𝑅, 𝐶𝐷, 𝑃𝑀𝐷}, 

where 𝑃𝑡 and 𝑃𝑟 denote transmitted and received optical powers, respectively, 𝑂𝑆𝑁𝑅 represents 

the optical signal-to-noise ratio, 𝐵𝐸𝑅 denotes the bit error rate, 𝐶𝐷 corresponds to chromatic 

dispersion, and 𝑃𝑀𝐷 represents polarization mode dispersion. These parameters provide 

valuable information regarding network health and can reveal abnormal behaviors associated 

with optical-layer attacks such as optical jamming, signal injection, wavelength hijacking, and 

fiber tapping. 

In addition to optical measurements, network-layer telemetry information is continuously 

collected from switches, routers, SDN controllers, and traffic monitoring systems. The network 

observation vector is represented as 

𝑁𝑡 = {𝑇𝑟𝑎𝑓𝑓𝑖𝑐, 𝐿𝑎𝑡𝑒𝑛𝑐𝑦, 𝑃𝑎𝑐𝑘𝑒𝑡𝐿𝑜𝑠𝑠, 𝑈𝑡𝑖𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛, 𝐹𝑙𝑜𝑤𝑅𝑎𝑡𝑒}, 

where each parameter characterizes the operational state of the communication infrastructure. 

The complete network state is therefore expressed as 

𝑆𝑡 = {𝑂𝑡, 𝑁𝑡}, 

which serves as the foundation for subsequent graph construction and threat analysis processes. 

To effectively capture the structural characteristics of intelligent optical networks, the 

communication infrastructure is modeled as a graph 

𝐺 = (𝑉, 𝐸), 

where 𝑉 denotes the set of network nodes and 𝐸 represents communication links connecting 

these nodes. The graph representation naturally reflects the topology of optical communication 
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systems, where nodes correspond to optical switches, ROADMs, SDN controllers, data center 

gateways, and edge computing devices, while edges represent optical fiber links and 

communication channels. 

The connectivity structure of the network is described by an adjacency matrix 

𝐴 = [𝑎𝑖𝑗]𝑛×𝑛, 

where 

𝑎𝑖𝑗 = {
1, if a connection exists between nodes 𝑖 and 𝑗,
0, otherwise.

 

Each node is associated with a feature vector containing operational and security-related 

attributes. The node feature matrix is represented as 

𝑋 = {𝑥1, 𝑥2, … , 𝑥𝑛}, 

where 

𝑥𝑖 = {𝑂𝑆𝑁𝑅, 𝐵𝐸𝑅, 𝑃𝑜𝑤𝑒𝑟, 𝐿𝑎𝑡𝑒𝑛𝑐𝑦, 𝑇𝑟𝑎𝑓𝑓𝑖𝑐, 𝑈𝑡𝑖𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛}. 

This graph-based representation enables the framework to simultaneously capture local node 

characteristics and global topological relationships across the optical network infrastructure. 

Following graph construction, cyber threat detection is performed using a Graph Neural 

Network. Unlike conventional machine learning models that process individual observations 

independently, Graph Neural Networks exploit neighborhood relationships among 

interconnected nodes. During each graph convolution layer, information is aggregated from 

neighboring nodes to generate higher-level node representations. The hidden embedding of 

node 𝑖 at layer 𝑙 + 1 is computed as 

ℎ𝑖
(𝑙+1)

= 𝜎(𝑊(𝑙) ∑
ℎ𝑗
(𝑙)

√𝑑𝑖𝑑𝑗𝑗∈𝑁(𝑖)

), 

where 𝑁(𝑖) denotes the set of neighboring nodes, 𝑑𝑖 and 𝑑𝑗 represent node degrees, 𝑊(𝑙) is the 

trainable weight matrix, and 𝜎(⋅) denotes the nonlinear activation function. Through repeated 

neighborhood aggregation, the GNN learns latent representations that capture both 

communication behavior and network topology characteristics. 

The generated node embeddings are subsequently utilized for attack classification. The 

probability that a node belongs to a specific attack category is estimated using 

𝑃(𝑦𝑖|𝐺) = Softmax(𝑊𝑐ℎ𝑖 + 𝑏𝑐), 

where ℎ𝑖 represents the final node embedding and 𝑊𝑐 and 𝑏𝑐 denote classification parameters. 

This graph-based learning mechanism enables the identification of multiple cyber threats, 

including Distributed Denial-of-Service attacks, optical jamming, fiber tapping, wavelength 

hijacking, routing manipulation, malware propagation, and SDN controller compromise. 

Beyond attack detection, the proposed framework incorporates an attack propagation analysis 

module to predict how cyber threats may spread throughout interconnected optical 
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infrastructures. Modern cyberattacks frequently propagate through communication links and 

vulnerable network components. To model this behavior, the attack state of node 𝑖 at time 𝑡 is 

represented by 

𝐴𝑖(𝑡). 

The propagation dynamics are described by 

𝐴𝑖(𝑡 + 1) = 𝛼𝐴𝑖(𝑡) + 𝛽 ∑ 𝑤𝑖𝑗

𝑗∈𝑁(𝑖)

𝐴𝑗(𝑡), 

where 𝛼 denotes attack persistence, 𝛽 represents propagation strength, and 𝑤𝑖𝑗 defines the 

influence between neighboring nodes. This formulation enables the framework to estimate 

future attack trajectories and identify critical nodes susceptible to compromise. 

The risk associated with each node is calculated according to 

𝑅𝑖𝑠𝑘𝑖 = ∑ 𝑤𝑖𝑗

𝑗∈𝑁(𝑖)

𝑃𝑗 , 

where 𝑃𝑗 denotes the compromise probability of neighboring nodes. Nodes exhibiting elevated 

risk scores are prioritized for mitigation and security intervention. 

To facilitate intelligent security decision-making, the framework further evaluates the overall 

severity of detected threats. The threat score is calculated as 

𝑇𝑆 =∑𝑤𝑖

𝑁

𝑖=1

𝑓𝑖 , 

where 𝑓𝑖 represents individual threat indicators and 𝑤𝑖 denotes corresponding weighting 

coefficients. Based on the computed score, threat severity is categorized into low-, medium-, 

and high-risk levels according to 

𝑇𝑆 = {

𝐿𝑜𝑤, 𝑇𝑆 < 𝜃1,
𝑀𝑒𝑑𝑖𝑢𝑚, 𝜃1 ≤ 𝑇𝑆 < 𝜃2,
𝐻𝑖𝑔ℎ, 𝑇𝑆 ≥ 𝜃2.

 

While graph-based threat intelligence provides protection against contemporary cyber threats, 

future communication infrastructures must also remain secure against quantum-enabled 

adversaries. Therefore, the proposed framework incorporates a dedicated quantum-safe 

security layer based on post-quantum cryptographic mechanisms. Data encryption is performed 

using 

𝐶 = 𝐸𝑛𝑐𝑃𝑄(𝑀,𝐾), 

where 𝑀 denotes plaintext information, 𝐾 represents the cryptographic key, and 𝐶 is the 

resulting ciphertext. The corresponding decryption process is expressed as 

𝑀 = 𝐷𝑒𝑐𝑃𝑄(𝐶, 𝐾). 

The framework supports lattice-based and code-based cryptographic schemes that are 

considered resistant to attacks from both classical and quantum computers. 
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To further strengthen communication security, an intelligent key management mechanism 

dynamically updates cryptographic keys according to the current security state of the network. 

The key evolution process is represented as 

𝐾𝑡+1 = 𝑓(𝐾𝑡, 𝑅𝑖𝑠𝑘𝑡), 

where 𝐾𝑡 denotes the current key and 𝑅𝑖𝑠𝑘𝑡 represents the network threat level. As threat levels 

increase, more frequent key rotations are performed to reduce the likelihood of cryptographic 

compromise. 

The complete operational workflow of the proposed framework begins with telemetry 

collection and graph construction. The Graph Neural Network subsequently performs cyber 

threat detection and attack classification. The attack propagation module estimates diffusion 

risks and identifies vulnerable network regions, while the threat assessment engine prioritizes 

mitigation actions. Finally, the quantum-safe security layer protects communication channels 

through post-quantum encryption and adaptive key management. Through the integration of 

graph intelligence and quantum-resilient protection mechanisms, the proposed architecture 

establishes a comprehensive security framework capable of enhancing threat detection 

accuracy, attack prediction capability, network survivability, and long-term cryptographic 

resilience in intelligent optical network infrastructures. 

4. Graph Neural Network-Based Threat Detection Model and Quantum-Safe Security 

Mechanism 

The proposed Graph Neural Network-Enabled Cyber Threat Detection and Quantum-Safe 

Security Framework employs a dual-layer security strategy that combines graph-based threat 

intelligence with post-quantum cryptographic protection. While the Graph Neural Network 

(GNN) component is responsible for identifying and classifying cyber threats within intelligent 

optical network infrastructures, the quantum-safe security module ensures long-term 

confidentiality and integrity of communications in the presence of future quantum computing 

adversaries. This integrated approach enables the framework to simultaneously address 

operational cybersecurity challenges and emerging cryptographic risks. 

The threat detection process begins with the construction of a graph representation from optical 

network telemetry and communication relationships. Given the graph 

𝐺 = (𝑉, 𝐸), 

the associated node feature matrix is represented as 

𝑋 ∈ ℝ𝑁×𝐹, 

where 𝑁 denotes the number of network nodes and 𝐹 represents the number of node features. 

The graph structure is described by the adjacency matrix 

𝐴 ∈ ℝ𝑁×𝑁 . 

To preserve self-information during message propagation, a self-loop augmented adjacency 

matrix is constructed as 

𝐴̂ = 𝐴 + 𝐼, 
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where 𝐼 denotes the identity matrix. The corresponding degree matrix is computed as 

𝐷̂𝑖𝑖 =∑𝐴̂𝑖𝑗
𝑗

. 

The normalized graph representation is subsequently obtained using 

𝐴̃ = 𝐷̂−
1
2𝐴̂𝐷̂−

1
2. 

This normalization improves numerical stability and prevents feature explosion during graph 

convolution operations. 

The proposed framework utilizes a multi-layer Graph Convolutional Network (GCN) 

architecture to learn latent representations of network entities. During each graph convolution 

layer, node information is aggregated from neighboring nodes and transformed into higher-

level embeddings. The hidden representation at layer 𝑙 + 1 is computed as 

𝐻(𝑙+1) = 𝜎(𝐴̃𝐻(𝑙)𝑊(𝑙)), 

where 𝐻(𝑙) denotes node embeddings at layer 𝑙, 𝑊(𝑙) represents trainable parameters, and 𝜎(⋅) 

is a nonlinear activation function. The initial embedding matrix is defined as 

𝐻(0) = 𝑋. 

Through iterative message passing and neighborhood aggregation, the model learns structural 

patterns that characterize normal and malicious network behaviors. 

To further improve contextual awareness, the framework incorporates an attention-based 

aggregation mechanism. For each node pair (𝑖, 𝑗), the attention coefficient is computed as 

𝑒𝑖𝑗 = LeakyReLU(𝑎𝑇[𝑊ℎ𝑖‖𝑊ℎ𝑗]), 

where 𝑎 represents the learnable attention vector and ‖ denotes feature concatenation. The 

normalized attention weight is then calculated as 

𝛼𝑖𝑗 =
exp(𝑒𝑖𝑗)

∑ exp𝑘∈𝑁(𝑖) (𝑒𝑖𝑘)
. 

The resulting node embedding becomes 

ℎ𝑖
′ = 𝜎( ∑ 𝛼𝑖𝑗

𝑗∈𝑁(𝑖)

𝑊ℎ𝑗). 

This attention mechanism enables the framework to assign greater importance to critical 

neighboring nodes that contribute significantly to threat propagation and attack identification. 

After graph embedding generation, the framework performs cyber threat classification. The 

probability that a node belongs to a particular attack category is estimated using 

𝑃(𝑦𝑖|𝐺) = Softmax(𝑊𝑐ℎ𝑖 + 𝑏𝑐). 

The predicted class is determined as 

𝑦̂𝑖 = argmax𝑃(𝑦𝑖|𝐺). 
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The classifier identifies multiple attack categories including Distributed Denial-of-Service 

(DDoS) attacks, optical jamming, fiber tapping, wavelength hijacking, routing manipulation, 

malware propagation, and SDN controller compromise. 

To optimize classification performance, the network is trained using the cross-entropy loss 

function 

𝐿𝑐𝑙𝑠 = −∑𝑦𝑖

𝑁

𝑖=1

log𝑦̂𝑖. 

Minimization of this objective enables accurate separation of normal and malicious network 

states. 

Beyond attack classification, the framework estimates threat propagation risks using graph 

diffusion dynamics. Let 𝑅(𝑡) denote the network-wide risk vector at time 𝑡. The evolution of 

attack risk is modeled as 

𝑅(𝑡 + 1) = 𝜆𝐴𝑅(𝑡) + (1 − 𝜆)𝑅(𝑡), 

where 𝜆 controls propagation influence. This formulation enables prediction of attack diffusion 

across interconnected network components and supports proactive mitigation planning. 

To prioritize defensive actions, an overall security risk score is calculated according to 

𝑆𝑅 = ∑𝑤𝑖

𝑁

𝑖=1

𝑃𝑖, 

where 𝑃𝑖 denotes compromise probabilities and 𝑤𝑖 represents criticality weights. Nodes 

exhibiting higher security risk values receive elevated protection priorities and more frequent 

monitoring operations. 

While graph-based threat intelligence addresses operational cybersecurity challenges, future 

communication infrastructures must also remain secure against quantum-enabled adversaries. 

Therefore, the proposed framework incorporates a quantum-safe security layer based on post-

quantum cryptographic algorithms. The encryption process is represented as 

𝐶 = 𝐸𝑛𝑐𝑃𝑄(𝑀,𝐾), 

where 𝑀 denotes plaintext information, 𝐾 represents the cryptographic key, and 𝐶 corresponds 

to ciphertext. Decryption is performed through 

𝑀 = 𝐷𝑒𝑐𝑃𝑄(𝐶, 𝐾). 

The framework is designed to support lattice-based cryptographic algorithms such as 

CRYSTALS-Kyber and CRYSTALS-Dilithium, as well as other post-quantum cryptographic 

schemes suitable for optical communication environments. 

To enhance cryptographic adaptability, the framework employs intelligent key management 

driven by network threat levels. The key update process is expressed as 

𝐾𝑡+1 = 𝐾𝑡 + 𝜂 ⋅ 𝑅𝑖𝑠𝑘𝑡, 
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where 𝑅𝑖𝑠𝑘𝑡 represents the current security threat level and 𝜂 denotes the key adaptation 

coefficient. Under elevated threat conditions, key refresh operations occur more frequently, 

reducing exposure to cryptographic compromise and replay attacks. 

The security of communication sessions is further evaluated through a quantum resilience 

metric defined as 

𝑄𝑅 =
𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦𝑆𝑡𝑟𝑒𝑛𝑔𝑡ℎ

𝑄𝑢𝑎𝑛𝑡𝑢𝑚𝐴𝑡𝑡𝑎𝑐𝑘𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦
. 

Higher values of 𝑄𝑅 indicate stronger resistance against future quantum-enabled attacks and 

improved long-term communication security. 

The complete operational workflow of the proposed framework proceeds through six stages. 

First, optical and network telemetry information is collected from distributed infrastructure 

components. Second, graph structures are generated using network topology and monitoring 

data. Third, Graph Neural Networks perform feature extraction, anomaly detection, and attack 

classification. Fourth, graph-based risk propagation analysis predicts future attack diffusion 

pathways. Fifth, threat severity assessment prioritizes mitigation actions and security 

interventions. Finally, the quantum-safe security layer protects communication channels 

through post-quantum encryption and adaptive key management mechanisms. 

Optical telemetry, network traffic, graph topology Threat classification and quantum-safe 

communication Collect optical and network telemetry data Construct graph 𝐺 = (𝑉, 𝐸) 

Generate node feature matrix 𝑋 Perform graph convolution and message passing Compute 

attention-based node embeddings Classify attack categories using Softmax classifier Estimate 

attack propagation risks Calculate security risk scores Trigger mitigation actions for high-risk 

nodes Encrypt communication using post-quantum cryptography Update cryptographic keys 

according to threat levels Continue monitoring and repeat. 

Algorithm 1 summarizes the overall operation of the proposed Graph Neural Network-Enabled 

Cyber Threat Detection and Quantum-Safe Security Framework. 

Algorithm 1: GNN-Enabled Cyber Threat Detection and Quantum-Safe Security 

Framework 

Input: Optical telemetry, network traffic, graph topology 

Output: Threat classification and quantum-safe communication 

1. Collect optical and network telemetry data. 

2. Construct graph (G= (V, E)). 

3. Generate node feature matrix (X). 

4. Perform graph convolution and message passing. 

5. Compute attention-based node embeddings. 

6. Classify attack categories using Softmax classifier. 

7. Estimate attack propagation risks. 

8. Calculate security risk scores. 

9. Trigger mitigation actions for high-risk nodes. 

10. Encrypt communication using post-quantum cryptography. 
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11. Update cryptographic keys according to threat levels. 

12. Continue monitoring and repeat. 

Through the integration of graph intelligence, attack propagation analytics, and quantum-safe 

cryptographic protection, the proposed framework establishes a comprehensive security 

architecture capable of addressing both current and future cybersecurity challenges in 

intelligent optical network infrastructures. The combination of Graph Neural Networks and 

post-quantum security mechanisms provides enhanced threat detection accuracy, improved 

attack localization, proactive risk prediction, and long-term cryptographic resilience, thereby 

supporting the development of autonomous, trustworthy, and secure next-generation optical 

communication ecosystems. 

5.  Experimental Setup and Performance Evaluation Methodology 

This section presents the experimental environment, dataset preparation procedures, Graph 

Neural Network (GNN) configuration, quantum-safe security implementation, attack scenario 

generation, and performance evaluation metrics used to assess the effectiveness of the proposed 

Graph Neural Network-Enabled Cyber Threat Detection and Quantum-Safe Security 

Framework (GQSF). The objective of the evaluation is to investigate the capability of the 

proposed framework to detect cyber threats, predict attack propagation, and maintain secure 

communication under both conventional and quantum-era threat conditions. 

The experimental environment was designed to emulate realistic intelligent optical network 

infrastructures supporting dynamic communication services. The network topology consists of 

interconnected optical switches, Reconfigurable Optical Add-Drop Multiplexers (ROADMs), 

Software-Defined Networking (SDN) controllers, optical amplifiers, edge computing nodes, 

and data center gateways. The optical network is modeled as a graph 

𝐺 = (𝑉, 𝐸), 

where 𝑉 represents network nodes and 𝐸 denotes optical communication links. The 

experimental topology contains multiple interconnected domains to emulate large-scale 

backbone optical networks used in modern communication infrastructures. Each optical link 

supports wavelength-division multiplexing and dynamic traffic allocation mechanisms. 

The capacity of an optical link connecting nodes 𝑖 and 𝑗 is represented as 

𝐶𝑖𝑗 = 𝑊𝑖𝑗 × 𝐵𝜆, 

where 𝑊𝑖𝑗 denotes the number of available wavelengths and 𝐵𝜆 represents bandwidth per 

wavelength channel. Network traffic is generated using realistic communication patterns 

corresponding to cloud services, Internet of Things applications, video streaming, edge 

computing workloads, and data-center interconnections. The overall network load is computed 

as 

𝐿 =
𝜆𝑟
𝜇𝑟
, 

where 𝜆𝑟 denotes traffic request arrival rate and 𝜇𝑟 represents service completion rate. 
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The cybersecurity dataset used for training and evaluation combines optical performance 

monitoring data with network traffic information and publicly available intrusion detection 

datasets. Optical-layer observations include Optical Signal-to-Noise Ratio (OSNR), Bit Error 

Rate (BER), received optical power, wavelength utilization, and transmission impairments. 

Network-layer observations include packet arrival rates, flow statistics, controller events, 

routing updates, latency measurements, and traffic volume indicators. The complete dataset is 

represented as 

𝐷 = {𝑋, 𝑌}, 

where 𝑋 denotes the feature matrix and 𝑌 corresponds to attack labels. The dataset is divided 

into training, validation, and testing subsets according to 

𝐷 = 𝐷𝑡𝑟𝑎𝑖𝑛 ∪ 𝐷𝑣𝑎𝑙 ∪ 𝐷𝑡𝑒𝑠𝑡. 

A data partition ratio of 70%, 15%, and 15% is employed for training, validation, and testing, 

respectively. Prior to model training, feature normalization is performed using 

𝑥𝑖
′ =

𝑥𝑖 − 𝜇

𝜎
, 

where 𝜇 and 𝜎 represent feature mean and standard deviation. 

To support graph-based learning, network observations are transformed into graph structures. 

The adjacency matrix describing network connectivity is represented as 

𝐴 = [𝑎𝑖𝑗]𝑁×𝑁 , 

Where, 

𝑎𝑖𝑗 = {
1, if a link exists between nodes 𝑖 and 𝑗,
0, otherwise.

 

Each node is associated with a feature vector containing optical and traffic characteristics: 

𝑥𝑖 = {𝑂𝑆𝑁𝑅, 𝐵𝐸𝑅, 𝑃𝑜𝑤𝑒𝑟, 𝑇𝑟𝑎𝑓𝑓𝑖𝑐, 𝐿𝑎𝑡𝑒𝑛𝑐𝑦, 𝑈𝑡𝑖𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛}. 

These graph representations serve as input to the Graph Neural Network responsible for cyber 

threat detection. 

The proposed framework employs a multi-layer Graph Convolutional Network architecture for 

threat classification. The graph convolution operation is represented as 

𝐻(𝑙+1) = 𝜎(𝐴̃𝐻(𝑙)𝑊(𝑙)), 

where 𝐻(𝑙) denotes node embeddings at layer 𝑙, 𝑊(𝑙) represents trainable weights, and 𝐴̃ 

corresponds to the normalized adjacency matrix. The model consists of multiple graph 

convolution layers followed by fully connected classification layers. Rectified Linear Unit 

(ReLU) activation functions are employed throughout the network. The final attack 

classification probabilities are generated using a Softmax output layer. 

The model is trained using the cross-entropy loss function 
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𝐿𝑐𝑙𝑠 = −∑𝑦𝑖

𝑁

𝑖=1

log𝑦̂𝑖, 

where 𝑦𝑖 denotes true labels and 𝑦̂𝑖 represents predicted probabilities. The Adam optimizer is 

utilized to update model parameters during training. Hyperparameter tuning is performed using 

validation data to determine optimal learning rates, hidden layer dimensions, dropout rates, and 

regularization coefficients. 

To evaluate attack propagation prediction capabilities, multiple cyberattack scenarios are 

generated across the optical network infrastructure. The considered attack categories include 

Distributed Denial-of-Service (DDoS) attacks, optical jamming attacks, fiber tapping, 

wavelength hijacking, malware propagation, SDN controller compromise, routing 

manipulation, and coordinated multi-stage attacks. Attack propagation behavior is modeled 

using 

𝐴𝑖(𝑡 + 1) = 𝛼𝐴𝑖(𝑡) + 𝛽 ∑ 𝑤𝑖𝑗

𝑗∈𝑁(𝑖)

𝐴𝑗(𝑡), 

where 𝐴𝑖(𝑡) denotes attack state, 𝛼 represents attack persistence, 𝛽 corresponds to propagation 

strength, and 𝑤𝑖𝑗 denotes influence coefficients between neighboring nodes. 

The framework further incorporates quantum-safe security mechanisms based on post-

quantum cryptographic algorithms. Lattice-based encryption and digital signature schemes are 

deployed to secure communication channels. The encryption process is represented as 

𝐶 = 𝐸𝑛𝑐𝑃𝑄(𝑀,𝐾), 

while decryption is performed through 

𝑀 = 𝐷𝑒𝑐𝑃𝑄(𝐶, 𝐾). 

To evaluate adaptive cryptographic protection, dynamic key management is implemented 

according to 

𝐾𝑡+1 = 𝑓(𝐾𝑡, 𝑅𝑖𝑠𝑘𝑡), 

where 𝑅𝑖𝑠𝑘𝑡 denotes current network threat levels. Key update frequencies are adjusted based 

on observed attack severity and risk scores. 

Performance evaluation is conducted using both cybersecurity and communication-network 

metrics. Attack detection performance is measured using Accuracy, Precision, Recall, and F1-

score. Detection accuracy is calculated as 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
, 

where 𝑇𝑃, 𝑇𝑁, 𝐹𝑃, and 𝐹𝑁 denote true positives, true negatives, false positives, and false 

negatives, respectively. 

Precision and Recall are defined as 
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𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
, 

and 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
, 

respectively. The F1-score is computed as 

𝐹1 = 2 (
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
). 

To assess attack localization capability, the localization accuracy metric is defined as 

𝐿𝐴 =
𝑁𝑐𝑜𝑟𝑟𝑒𝑐𝑡

𝑁𝑡𝑜𝑡𝑎𝑙
, 

where 𝑁𝑐𝑜𝑟𝑟𝑒𝑐𝑡 denotes correctly localized attack sources and 𝑁𝑡𝑜𝑡𝑎𝑙 represents total attack 

instances. 

Network survivability is evaluated using 

𝑆𝑢𝑟𝑣𝑖𝑣𝑎𝑏𝑖𝑙𝑖𝑡𝑦 =
𝑁𝑠

𝑁𝑡
, 

where 𝑁𝑠 denotes operational services maintained during attacks and 𝑁𝑡 represents total service 

requests. 

Communication availability is calculated as 

𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦 =
𝑇𝑢𝑝

𝑇𝑡𝑜𝑡𝑎𝑙
, 

where 𝑇𝑢𝑝 denotes operational time and 𝑇𝑡𝑜𝑡𝑎𝑙 corresponds to total observation duration. 

The effectiveness of quantum-safe protection is evaluated using the quantum resilience metric 

𝑄𝑅 =
𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦𝑆𝑡𝑟𝑒𝑛𝑔𝑡ℎ

𝑄𝑢𝑎𝑛𝑡𝑢𝑚𝐴𝑡𝑡𝑎𝑐𝑘𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦
, 

which quantifies resistance against future quantum-enabled adversaries. 

To demonstrate the effectiveness of the proposed framework, comparative experiments are 

conducted against several baseline approaches, including conventional signature-based 

intrusion detection systems, Random Forest classifiers, Convolutional Neural Networks 

(CNNs), Long Short-Term Memory (LSTM) networks, and conventional Graph Convolutional 

Networks without quantum-safe security mechanisms. The comparison evaluates detection 

accuracy, attack localization performance, propagation prediction accuracy, network 

survivability, communication availability, and cryptographic resilience under identical network 

and attack conditions. 

The experimental methodology provides a comprehensive evaluation framework for assessing 

both the graph-based cyber threat intelligence capabilities and the long-term quantum-safe 

security properties of the proposed GQSF architecture. By combining cybersecurity analytics 
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with communication-network performance assessment, the evaluation aims to demonstrate the 

suitability of the proposed framework for deployment within future intelligent optical network 

infrastructures. 

6. Results and Discussion 

6.1 Overview of Experimental Results 

The proposed Graph Neural Network-Enabled Cyber Threat Detection and Quantum-Safe 

Security Framework (GQSF) was evaluated under multiple cyberattack scenarios within 

intelligent optical network infrastructures. The performance of the framework was compared 

against conventional Signature-Based Intrusion Detection Systems (S-IDS), Random Forest 

(RF) classifiers, Convolutional Neural Networks (CNNs), Long Short-Term Memory (LSTM) 

networks, and conventional Graph Convolutional Networks (GCNs). The evaluation focused 

on attack detection accuracy, attack localization capability, threat propagation prediction, 

network survivability, communication availability, and quantum-safe security resilience. 

The experimental results demonstrate that the proposed framework consistently outperforms 

existing approaches across all evaluation metrics. The combination of graph-based threat 

intelligence and quantum-safe protection mechanisms enables the framework to identify cyber 

threats more accurately, predict attack diffusion more effectively, and maintain secure 

communication under increasingly complex attack conditions. 

6.2 GNN Training Convergence Analysis 

The convergence characteristics of the proposed Graph Neural Network were analyzed during 

the training phase. Figure 4 illustrates the evolution of training loss and validation accuracy 

across training epochs. 

Initially, the model experiences rapid performance improvement as graph embeddings begin 

to capture structural relationships among network nodes. After approximately 80–100 epochs, 

the training process converges toward stable loss values, indicating successful learning of 

network attack patterns. 

 

 

Figure 4: Graph Neural Network training convergence showing training loss and validation 

accuracy across epochs (600 dpi TIFF format) 

The stable convergence behavior demonstrates the effectiveness of graph convolution 

operations in extracting meaningful security features from optical network topologies. 
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6.3 Cyber Threat Detection Performance 

The threat detection capability of the proposed framework was evaluated using multiple attack 

categories, including DDoS attacks, optical jamming, fiber tapping, wavelength hijacking, 

malware propagation, and SDN controller compromise. 

Table 1. Threat Detection Performance Comparison 

Method Accuracy (%) Precision (%) Recall (%) F1-Score (%) 

Signature IDS 89.4 88.1 87.9 88.0 

Random Forest 93.5 92.8 93.1 92.9 

CNN 95.6 95.1 95.4 95.2 

LSTM 96.7 96.2 96.5 96.3 

Conventional GCN 97.4 97.0 97.2 97.1 

Proposed GQSF 99.2 99.0 99.3 99.1 

The superior performance of the proposed framework can be attributed to its ability to exploit 

topological relationships among network entities through graph-based representation learning. 

Unlike traditional deep learning methods, the GNN captures both local node characteristics and 

global communication patterns, enabling improved identification of coordinated cyberattacks. 

 

Figure 5: Comparison of attack detection accuracy among different security frameworks (600 

dpi TIFF format) 

6.4 Attack Localization Performance 

Accurate identification of attack origins is essential for effective mitigation and containment. 

The graph-based architecture enables the proposed framework to analyze attack propagation 

pathways and localize compromised nodes. 

Table 2. Attack Localization Accuracy 

Method Localization Accuracy (%) 

Random Forest 82.5 

CNN 88.7 

LSTM 90.9 

Conventional GCN 95.1 

Proposed GQSF 98.6 
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The results indicate that graph-based learning significantly improves attack localization 

performance by leveraging structural dependencies among interconnected network 

components. 

 

Figure 6: Attack localization accuracy comparison under various attack scenarios (600 dpi 

TIFF format) 

6.5 Attack Propagation Prediction Analysis 

One of the unique capabilities of the proposed framework is its ability to predict attack 

diffusion across optical network infrastructures. The graph-based propagation model estimates 

future compromise probabilities and identifies critical nodes susceptible to attack spread. 

Table 3. Attack Propagation Prediction Accuracy 

Method Prediction Accuracy (%) 

CNN 84.3 

LSTM 88.7 

Conventional GCN 93.6 

Proposed GQSF 97.8 

The superior prediction accuracy achieved by the proposed framework demonstrates the 

effectiveness of graph diffusion modeling for proactive cybersecurity management. 

 

Figure 7: Attack propagation prediction accuracy comparison (600 dpi TIFF format) 

The results indicate that graph-based propagation analysis provides early warning capabilities 

that support preventive mitigation strategies. 
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6.6 False Alarm Analysis 

False positives and false negatives remain important indicators of cybersecurity system 

reliability. Excessive false alarms may trigger unnecessary mitigation actions and increase 

operational costs. 

Table 4. False Alarm Performance 

Method False Positive Rate (%) False Negative Rate (%) 

Signature IDS 8.2 7.5 

Random Forest 5.1 4.7 

CNN 3.8 3.4 

LSTM 2.9 2.5 

Conventional GCN 2.1 1.8 

Proposed GQSF 0.9 0.7 

The significantly reduced false alarm rates indicate improved discrimination between normal 

operational behavior and malicious activities. 

6.7 Network Survivability Evaluation 

Network survivability reflects the ability of optical infrastructures to maintain communication 

services under attack conditions. The proposed framework utilizes attack prediction and 

proactive mitigation to preserve service continuity. 

Table 5. Network Survivability Comparison 

Method Survivability (%) 

Signature IDS 84.6 

Random Forest 89.8 

CNN 92.5 

LSTM 94.1 

Conventional GCN 96.2 

Proposed GQSF 99.1 

 

 

Figure 8: Network survivability under varying attack intensities (600 dpi TIFF format) 

The results demonstrate that graph-based threat intelligence significantly improves network 

resilience by enabling earlier threat detection and containment. 
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6.8 Communication Availability Analysis 

Maintaining communication availability is a critical requirement for intelligent optical 

networks supporting mission-critical applications. 

Table 6. Communication Availability Comparison 

Method Availability (%) 

Signature IDS 92.4 

Random Forest 95.1 

CNN 96.7 

LSTM 97.5 

Conventional GCN 98.3 

Proposed GQSF 99.5 

The achieved availability levels indicate that the framework effectively minimizes service 

disruptions during cyberattacks. 

 

Figure 9: Communication availability comparison across different security frameworks (600 

dpi TIFF format) 

6.9 Quantum-Safe Security Evaluation 

To assess long-term cryptographic resilience, the proposed framework was compared against 

conventional public-key cryptographic systems and alternative post-quantum security 

approaches. 

Table 7. Quantum Resilience Comparison 

Security Mechanism Quantum Resilience Score 

RSA-2048 0.32 

ECC-256 0.28 

Lattice-Based Encryption 0.91 

Code-Based Encryption 0.88 

Proposed GQSF 0.96 

The results indicate that the proposed adaptive post-quantum cryptographic layer provides 

enhanced resistance against future quantum-enabled adversaries while maintaining acceptable 

computational overhead. 
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Figure 10: Quantum resilience comparison among conventional and post-quantum 

cryptographic approaches (600 dpi TIFF format) 

6.10 Computational Performance Analysis 

Although graph-based learning introduces additional computational complexity, the resulting 

security improvements justify the overhead. 

Table 8. Computational Performance Comparison 

Method Processing Time (ms) 

Signature IDS 2.8 

Random Forest 7.2 

CNN 14.3 

LSTM 18.6 

Conventional GCN 22.5 

Proposed GQSF 25.8 

The modest increase in processing time is compensated by substantial gains in detection 

accuracy, attack prediction capability, and cryptographic resilience. 

6.11 Discussion 

The experimental results confirm the effectiveness of combining Graph Neural Networks with 

quantum-safe security mechanisms for intelligent optical network protection. The graph-based 

representation enables the framework to capture structural dependencies that are often 

overlooked by conventional machine learning and deep learning models. This capability 

significantly improves threat detection accuracy, attack localization performance, and 

propagation prediction capability. 

Furthermore, the integration of attack diffusion analysis supports proactive cybersecurity 

management by enabling early identification of vulnerable network regions. The achieved 

network survivability and communication availability results demonstrate that graph-based 

intelligence contributes directly to improved service continuity under adverse conditions. 

The quantum-safe security layer further enhances the framework by addressing long-term 

cryptographic challenges associated with future quantum computing developments. By 

combining graph intelligence and post-quantum protection within a unified architecture, the 
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proposed framework provides comprehensive security coverage for both present and future 

communication environments. 

Overall, the obtained results validate the suitability of the proposed GQSF framework for 

deployment in next-generation intelligent optical network infrastructures supporting 5G/6G 

communications, cloud computing, edge intelligence, and critical digital services. 

7. Conclusion 

This paper presented a Graph Neural Network-Enabled Cyber Threat Detection and Quantum-

Safe Security Framework (GQSF) for intelligent optical network infrastructures. The proposed 

framework addresses both contemporary cybersecurity challenges and emerging quantum-era 

security threats by integrating graph-based threat intelligence, attack propagation analytics, and 

post-quantum cryptographic protection within a unified security architecture. By modeling 

optical communication infrastructures as dynamic graphs, the framework effectively captures 

complex topological relationships among network entities, enabling enhanced threat detection, 

attack localization, and risk prediction capabilities compared with conventional machine 

learning and deep learning approaches. 

The proposed Graph Neural Network architecture leverages graph convolution and attention-

based message-passing mechanisms to learn latent structural representations of network 

behavior. This capability allows the framework to accurately identify a wide range of cyber-

physical attacks, including Distributed Denial-of-Service attacks, optical jamming, fiber 

tapping, wavelength hijacking, malware propagation, routing manipulation, and SDN 

controller compromise. Furthermore, the graph-based attack propagation model enables 

proactive cybersecurity management by predicting threat diffusion pathways and identifying 

vulnerable network regions before widespread compromise occurs. 

Experimental evaluation demonstrated the effectiveness of the proposed framework across 

multiple cybersecurity and communication-network performance metrics. The obtained results 

indicate that the proposed GQSF achieves a threat detection accuracy of approximately 99.2%, 

outperforming conventional Signature-Based Intrusion Detection Systems, Random Forest 

classifiers, CNNs, LSTM networks, and traditional Graph Convolutional Network approaches. 

Similarly, the framework achieved attack localization accuracy exceeding 98%, attack 

propagation prediction accuracy approaching 98%, network survivability above 99%, and 

communication availability of approximately 99.5%. These results confirm the advantages of 

exploiting graph-based representations for cybersecurity analytics in intelligent optical 

networking environments. 

A major contribution of this work is the integration of quantum-safe security mechanisms into 

the cyber threat detection framework. By incorporating post-quantum cryptographic algorithms 

and adaptive key management strategies, the proposed architecture enhances long-term 

communication security against future quantum-enabled adversaries. The experimental 

quantum resilience analysis demonstrated superior protection compared with conventional 

RSA- and ECC-based cryptographic approaches, highlighting the framework's ability to 

address emerging cryptographic challenges associated with large-scale quantum computing 

technologies. 
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The combination of Graph Neural Networks and quantum-safe cryptography provides a 

comprehensive defense strategy that simultaneously strengthens threat detection, attack 

prediction, network resilience, and cryptographic protection. Unlike existing security 

frameworks that primarily focus on either attack detection or cryptographic security 

independently, the proposed GQSF establishes an integrated security ecosystem capable of 

supporting autonomous and intelligent cyber-defense operations within next-generation optical 

communication infrastructures. 

The findings of this research demonstrate that graph intelligence represents a promising 

direction for securing highly interconnected communication systems, while quantum-safe 

security mechanisms are essential for ensuring long-term confidentiality and trustworthiness. 

As intelligent optical networks continue to evolve toward autonomous, software-defined, and 

AI-driven architectures, integrated graph-based cybersecurity frameworks will become 

increasingly important for maintaining operational reliability and resilience. 

Future research will focus on extending the proposed framework through federated Graph 

Neural Networks for distributed threat intelligence sharing, graph transformers for large-scale 

topology learning, digital twin-assisted cyber-defense optimization, explainable graph learning 

techniques for trustworthy security decision-making, and hybrid quantum-classical security 

architectures. Additional investigation into real-time deployment, edge-assisted graph 

analytics, and quantum networking environments will further strengthen the applicability of 

the proposed framework to future 6G communication ecosystems, autonomous optical 

networks, and large-scale cyber-physical infrastructures. The integration of these advanced 

capabilities is expected to contribute significantly toward the realization of secure, self-

protecting, and quantum-resilient intelligent optical communication systems. 
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