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Abstract:

This paper presents a network flow recovery method that focuses on recovering network flow to a file. The
proposed method utilizes a two-stage parallel strategy to maximize the processing efficiency of multi-core
computers. It involves acquiring high-speed flow, splitting the flow using Mac address xor and IP address
xor methods, and resolving the initial flow into multiple thin flows. The method employs a 'producer-
consumer model' loose coupling multithreading framework for data transfer within the thin flow recovery
flow path, achieving parallelism at the threading level. Load balancing is implemented on each thin flow,
and support for both IPv4 and IPv6 protocols is provided. The objective of this research is to address the
challenge of converting "invisible" network flow into computationally processable information under high-
speed network bandwidth. By doing so, this method offers technical support for identifying and blocking

illegal network information transmission.

Keywords: Network flow recovery, two-stage parallel strategy, multi-core computer, high-speed flow,

thin flow resolution, producer-consumer model, load balancing, IPv4, IPv6, illegal network information

transmission.
Introduction:

In the era of high-speed network bandwidth, capturing and processing network flow in real-time is crucial
for network security and performance monitoring. However, the inherent nature of network flow poses
challenges in converting it into directly process able information. This paper introduces a novel method for

recovering network flow to a file, enabling efficient processing and analysis of network data.
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Background:

Network information security has emerged as a critical concern across various domains, garnering
significant attention from experts and stakeholders. Furthermore, in India, internet users are heavily
engaged in entertainment, accessing information, and participating in social activities. The popularity rates
of these three types of network applications among Indian netizens exceed 50%. As the number of network
users continues to soar, the proliferation of information on the internet has become explosive, presenting a

significant challenge in terms of controlling the rapid spread of misinformation and flame wars.??

Addressing this problem involves confronting two primary difficulties. Firstly, network traffic in
transmission, in the form of packets, cannot be directly comprehended by computer programs.
Consequently, the application layer files transmitted over networks are essentially "invisible" to computers
and must be processed to convert them into accessible information formats. Secondly, the ever-increasing
demand for internet technology and network bandwidth necessitates the development of network equipment
to operate at higher speeds. Therefore, finding solutions for real-time traffic collection on computers
operating under high-bandwidth network environments becomes an equally critical concern, with the aim
of reducing potential bottlenecks.*®

The challenge of comprehending network traffic lies in its complex nature. Network traffic is composed of
packets that contain a multitude of data, such as source and destination addresses, protocols, and payload.
However, this raw traffic cannot be directly processed by computers without appropriate conversion into a
readable format. Effective network flow recovery methods are required to convert these "invisible™ packets

into usable information.®’

Moreover, the rapid growth of internet technology and the widespread adoption of high-speed networks
exacerbate the difficulties of real-time traffic collection. As network equipment evolves to accommodate
higher bandwidths, traditional methods struggle to capture and process network traffic in a timely manner,

leading to potential bottlenecks and compromised performance.®®

To address these challenges, the proposed method focuses on recovering network flow to a file, enabling
efficient processing and analysis of network data. By adopting a two-stage parallel strategy, the method
leverages the processing power of multi-core computers. It starts by acquiring high-speed flow and
subsequently splitting it into multiple thin flows using Mac address xor and IP address xor methods. This
splitting process facilitates parallel resolution of the flow, enabling efficient processing on multi-core

systems. 10
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The method also employs a 'producer-consumer model' loose coupling multithreading framework, which
allows for data transfer within the thin flow recovery flow path. This framework enables parallelism at the
threading level, enhancing overall processing efficiency. Load balancing techniques are applied to each thin

flow, ensuring optimal resource utilization.

Additionally, the method supports both IPv4 and IPv6 protocols simultaneously, accommodating the
evolving network infrastructure. With the continuous expansion of internet technology and the transition to
IPv6, it is essential for network flow recovery methods to adapt and support the latest protocols to remain

effective.

In conclusion, network information security has become a pressing concern in various sectors, necessitating
effective solutions for processing and analyzing network flow. The challenges lie in converting "invisible"
network traffic into computationally processable information and collecting real-time traffic under high-
bandwidth environments. The proposed two-stage parallel strategy method addresses these challenges by
leveraging multi-core computers, employing a loose coupling multithreading framework, and supporting
both IPv4 and IPv6 protocols. By enabling efficient network flow recovery, this method contributes to the
identification and blocking of illegal network information transmission, thereby enhancing network security

and performance monitoring capabilities.!

Network flow consists of various packets that traverse a network. Analyzing these flows aids in detecting
malicious activities, identifying network bottlenecks, and optimizing network performance. However, the
sheer volume and complexity of network flow make it challenging to process efficiently. Existing methods
often suffer from performance limitations when dealing with high-speed flows, hindering their applicability

in real-time scenarios.®

Research Objective:

The primary objective of this research is to develop a method that recovers network flow to a file,
facilitating direct processing by computers. The proposed method aims to overcome the limitations of
existing approaches by leveraging a two-stage parallel strategy and the processing power of multi-core
computers. The research objective is to enhance the efficiency of network flow recovery, enable load
balancing on thin flows, and support both IPv4 and IPv6 protocols simultaneously. The proposed method
follows a two-stage parallel strategy. Initially, high-speed flow is acquired, and the flow is split using Mac
address xor and IP address xor methods, resulting in multiple thin flows. These thin flows undergo a two-

stage parallel resolution, utilizing a 'producer-consumer model' loose coupling multithreading framework.

e A JFANS 3703

=S -
W Imnternational Journal of
Fo 10‘1.'&;1"3 Nutrll ool 5>q: fences

o e T e



I[JFANS INTERNATIONAL JOURNAL OF FOOD AND NUTRITIONAL SCIENCES

ISSN PRINT 2319 1775 Online 2320 7876
Research paper ~ © 2012 UFANS. All Rights Reserved,

This framework enables parallelism at the threading level, facilitating efficient data transfer within the thin
flow recovery flow path. Load balancing techniques are employed on each thin flow, ensuring optimal
utilization of resources. Moreover, the method supports both IPv4 and IPv6 protocols, accommodating the

evolving network infrastructure.
Research:
Step 1: Problem Identification and Objectives

The objective of this research is to address the challenges of transmitting "invisible™" data and reducing real-
time traffic collection bottlenecks in high-bandwidth network environments. The research aims to leverage
the advantages of concurrent computing in multi-core processors and enhance the processing capability to

handle network flow efficiently.
Step 2: Proposed Technical Solution

The research proposes a network flow recovery method that focuses on splitting and processing network
flows. The method utilizes a two-stage parallel strategy to make full use of the processing power of multi-
core computers. It begins by capturing the original network flow and splitting it into multiple coarse grid
flows using a traffic capture module. Each coarse grid flow is then further subdivided into refined net flows

using a flow diverter module.
Step 3: TCP Session Reorganization

To reconstruct the network flow, a TCP session recombination module is employed. This module performs
TCP session reorganization on the IP packets (both IPv4 and IPv6) of each refined net flow, obtaining the
TCP sessions. The module also updates the session status and handles session timeouts. It utilizes hash

tables to store and organize the TCP sessions, allowing efficient retrieval and processing.

TCP Value ‘ Description ‘
0 Reserved
1 TCPMUX (TCP Port Service Multiplexer)
7 Echo
20 FTP Data
21 FTP Control
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22 SSH (Secure Shell)

23 Telnet

25 SMTP (Simple Mail Transfer Protocol)
53 DNS (Domain Name System)

80 HTTP (Hypertext Transfer Protocol)
110 POP3 (Post Office Protocol version 3)
119 NNTP (Network News Transfer Protocol)

Table: TCP values
Step 4: Intelligent Parsing Recovery

The proposed method includes an intelligently parsing recovery module responsible for extracting and
processing the TCP sessions. The module calculates the load factor of each refined net flow and determines
whether it is under heavy or underloading conditions. If a refined net flow is under heavy load, the module
stores the complete TCP sessions in a session cache file. If a refined net flow is underloading, it extracts
the sessions from the session cache file for processing. The module intelligently resolves, decodes, and

decompresses the sessions to generate the application layer files.
Step 5: File Processing and Database Storage

The method further includes file processing and database storage steps. The intelligently parsing recovery
module matches the file suffixes with a predefined storehouse and adds the correct suffix to each processed

file. It then stores the reduced files, along with their corresponding session information, in a database.

Step 6: Memory Pool Optimization

To improve system efficiency and stability, the research incorporates memory pool technology for frequent
Dynamic Random Access Memory (DRAM) operations. This optimization technique reduces the overhead

associated with frequent memory operations, enhancing the overall performance of the system.
Step 7: Implementation and Evaluation

The proposed network flow recovery method is implemented and tested in a real-world network
environment. The research evaluates the performance of the method by measuring its ability to handle
"invisible" data transmission, reduce real-time traffic collection bottlenecks, and maintain efficient
processing under high-bandwidth conditions. The evaluation includes metrics such as processing speed,

resource utilization, and accuracy of flow recovery.
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Step 8: Performance Analysis and Comparison

The performance of the proposed method is analyzed and compared with existing approaches. The research
assesses the advantages and limitations of the method, highlighting its effectiveness in addressing the
identified challenges. The analysis also includes a comparison of resource utilization, processing efficiency,

and accuracy of flow recovery with alternative methods.
Step 9: Validation and Future Enhancements

The research validates the effectiveness of the proposed network flow recovery method in addressing the
identified challenges. It demonstrates the practical applicability of the method and its potential for
improving network information security. The research also discusses potential future enhancements, such
as scalability for larger networks, compatibility with emerging network technologies, and adaptability to

evolving protocols.
Step 10: Conclusion

The research concludes by summarizing the findings and contributions of the proposed network flow
recovery method. It emphasizes the importance of addressing the challenges of transmitting "invisible" data
and reducing real-time traffic collection bottlenecks in high-bandwidth network environments. The research
highlights the significance of concurrent computing, intelligent parsing, and memory pool optimization in
achieving efficient and reliable network flow recovery. Finally, the conclusion discusses the potential

impact of the research on network infrastructure, information security, and data transmission technologies.

By following these steps, the research aims to provide a comprehensive and systematic approach to solving
the problem of transmitting "invisible™ data and reducing real-time traffic collection bottlenecks in high-

bandwidth network environments.

In simpler terms, the method described adopts a parallel approach to reduce network traffic and improve
processing efficiency. It splits the traffic into smaller flows and processes them simultaneously using
multiple threads. The load factor of each flow depends on parameters such as the utilization rate of the

computation core and the load factor of the session hash table.

In the method, certain calculations and operations are performed using 2-byte units. For example, XOR
calculations and hash calculations are done using 2-byte units. If a parameter is already 16 units in size, it

doesn't need to be further split before performing XOR calculations.

Conclusion:
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The two-stage parallel strategy method presented in this research offers an efficient approach to recover

network flow to a file. By leveraging the processing power of multi-core computers and employing a

‘producer-consumer model' multithreading framework, the method achieves high performance and enables

load balancing on thin flows. The support for both IPv4 and IPv6 protocols ensures its applicability in

diverse

network environments. The proposed method addresses the challenge of converting "invisible”

network flow into directly processable information, thereby assisting in the identification and blocking of

illegal network information transmission. The research contributes to the field of network flow recovery

and provides a valuable tool for network security and performance monitoring.

References:

1.

Liao, S., Yao, W., Han, X., Fang, J., Ai, X., Wen, J., & He, H. (2019). An improved two-stage
optimization for network and load recovery during power system restoration. Applied Energy, 249,
265-275. https://doi.org/10.1016/j.apenergy.2019.04.176

2. Baptista, S., Barbosa-Pdvoa, A. P., Escudero, L. F., Gomes, M. I., & Pizarro, C. (2019). On risk
management of a two-stage stochastic mixed 0-1 model for the closed-loop supply chain design
problem. European Journal of Operational Research, 274(1), 91-107.
https://doi.org/10.1016/j.ejor.2018.09.041

3. P. Zhang and M. Zhou, "Dynamic Cloud Task Scheduling Based on a Two-Stage Strategy,"” in
IEEE Transactions on Automation Science and Engineering, vol. 15, no. 2, pp. 772-783, April
2018, doi: 10.1109/TASE.2017.2693688.

4. Z.Lliang,J. Cai, Z. Caoand L. Zhang, "CameraNet: A Two-Stage Framework for Effective Camera
ISP Learning,” in IEEE Transactions on Image Processing, vol. 30, pp. 2248-2262, 2021, doi:
10.1109/T1P.2021.3051486.

5. Simdes, C., Pintossi, D., Saakes, M., & Brilman, W. (2021). Optimizing multistage reverse
electrodialysis for enhanced energy recovery from river water and seawater: Experimental and
modeling investigation. Advances in Applied Energy, 2, 100023.
https://doi.org/10.1016/j.adapen.2021.100023

6. Rech, S., Zandarin, S., Lazzaretto, A., & Frangopoulos, C. A. (2017). Design and off-design models
of single and two-stage ORC systems on board a LNG carrier for the search of the optimal
performance and control strategy. Applied Energy, 204, 221-241.
https://doi.org/10.1016/j.apenergy.2017.06.103

e I JFANS 3707

=S -
W Imnternational Journal of
Fo 10‘1.'&;1"3 Nutrll ool 5>q: fences

o

e T e



I[JFANS INTERNATIONAL JOURNAL OF FOOD AND NUTRITIONAL SCIENCES

ISSN PRINT 2319 1775 Online 2320 7876
Research paper ~ © 2012 IJFANS. All Rights Reserved,

7. Cadarso, L., Escudero, L. F., & Marin, A. (2018). On strategic multistage operational two-stage
stochastic 0—1 optimization for the Rapid Transit Network Design problem. European Journal of
Operational Research, 271(2), 577-593. https://doi.org/10.1016/j.ejor.2018.05.041

8. Liu, J, Yu, Y., & Qin, C. (2019). Unified two-stage reconfiguration method for resilience
enhancement of distribution systems. IET Generation, Transmission & Distribution, 13(9), 1734-
1745. https://doi.org/10.1049/iet-gtd.2018.6680

9. Kungwalsong, K., Cheng, C., Yuangyai, C., & Janjarassuk, U. (2020). Two-Stage Stochastic
Program for Supply Chain Network Design under Facility Disruptions. Sustainability, 13(5), 2596.
https://doi.org/10.3390/su13052596

-
e A JFANS 3708
S -
IW Imnternational Journal of
Food And Mutritionaol Sciences
D Ll Pl b e T e e s o s bR <



