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ABSTRACT

Trusted Platform Module (TPM) on virtual machine system is a hardware-based root of trust. TPM saves the
artefacts necessary to authenticate the computer's platform integrity. The Trusted Computing Group was formed
to ensure the Platform's integrity is maintained through the Trusted Platform Module. We perform a thorough
review of the literature on cryptographic primitives of trusted computing for infrastructure as a service in this
paper. We discuss cloud computing as well as secure computing virtualization.
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INTRODUCTION

Cloud Computing provides remote access to many organizations such as government
organizations, financial and health organizations, businesses. Any organization requires the
protection of data this trust maintains through the cloud service provider (CSP). (Krautheim
et.al.,2010) Cloud Service Providers lower the enormous degree of risk imposed on data
centre security. The trustworthiness of a cloud service provider and a cloud consumer is
established through data security and privacy. Trusted Computing technologies are
responsible for attesting the software platform. Open implementation strategy easily
discovers and vulnerabilities, attacks, and other misconfiguration (Kamhoua et.al.,2015).
Open implementation cloud infrastructure detected the malicious and legitimate cloud users.

a) Cloud Computing

Cloud computing refers to the offering of on-demand computer services through the
internet for a fee based on consumption. Cloud service models have been classified into three
types: 1) Software as a service (SaaS) and 2) Platform as a service (PaaS) (Paas) 3) The
notion of infrastructure as a service (laas). Cloud computing features and benefits
Infrastructure as a service and the duties of laaS providers, as well as laaS provider facilities
(Bhardwaj et.al., 2010). Cloud Storage provides insight into the many types of cloud service
models used in cloud computing. The cloud storage address is the location of the cloud
storage provider (Rajan et. al.,2013). The preceding technologies of cloud computing and
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their relevance. How to tackle the problems and future advancements of these technologies
(Ward et. al.,2013).

Two approaches to cloud laaS deployment The first is an opportunistic technique that

allows for the non-intrusive usage of cloud resources, while the second is a virtualization
method that provides for on-demand tailored execution environments (Rosales et.al.,2011).
The cloud infrastructure as a service concept demonstrates the cheat sheet documentation in
the history of information and communication technology (Rumale et.al.,2013). Technical
and trust are necessary to examine the cloud forensic exam and offer a review of forensic
acquisition tools such as Encase and AccessData Toolkit, which demonstrate the recovery of
volatile and non-volatile cloud data. Dykstra et al. (2012)
Cloud service providers provide resource management strategies such as resource allocation,
resource mapping, resource provisioning, and resource adaption to improve scalability and
service quality ( Manvi et.al.,2014). laaS cloud security is controlled by a cloud trust security
assessment methodology that ensures the confidentiality and integrity of the cloud computing
system and the cloud service provider. Gonzalez et al.,2015) The Scalable technique is used
to analyse the availability of the laaS cloud. A Markov chain-based technique is used to
lessen the complexity of analysis and the time it takes to solve problems. The stochastic
reward net is a high-level Petri net paradigm built by Markov chains. Longo et al. (2011)

A survey of cloud providers was conducted, and a taxonomy of Infrastructure as a Service
was established, including the resources, business model, deployment, runtime, hardware and
performance, and service type (Prodan et. al.,2009). Securing the virtual machine from many
forms of assaults in the Infrastructure as a service cloud and rendering intrusion attacks on
the virtual machine ineffectual. The Virtual Machine Monitor has a single IP address
(Tupakula et.al.2011). Since of third-party services, cloud computing poses a danger because
it is difficult to ensure data security and privacy. (Hashizume et al.,2013). The Trusted
Computing Environment adds secrecy, integrity, and authentication to cloud computing
security (Shen et.al.,2010)

b)  Virtualization

The differences and similarities between the virtualization of server and cloud
computing models will help digital library managers (Cervone,2010). The role of hardware
and software virtualization in cloud computing applications and its benefits.(Jain et.al.,2016;
Khajehei et. al.2014).Different aspects of cloud security virtualization and identified the
security requirement of virtualization infrastructure cloud, attacks, security solution(Kazim
et.al.,2013; Luo et.al.2011).
Virtualization improves cloud computing security by securing the virtual machine and cloud
infrastructure. Advanced Cloud Protection System (ACPS), a revolutionary technique,
boosted the security of cloud resources while efficiently monitoring the virtual machine and
cloud user. ACPS implemented the open-source solution: Eucalyptus and Open ECP. The
prototype of ACPS is tested effectiveness testing against attacks and performance evaluation
of different types of workload (Lombardi et.al., 2011).Hardware trust of virtualization and
isolation initial start from tenants. Virtualization technique to solve the different challenges of
software and hardware layer.(Bouali,et.al.,2016).
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¢) Trusted Platform Module
Purpose of providing hardware-based safety features, a Trusted Platform Module is being
proposed. The Trusted Platform Module chip is a secure crypto-processor that helps with
cryptographic key storage, creation, and limiting. (Bourguiba et. al,2013).
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Endorsement Key(EK)

random number generator

Storage root Key(SRK)

RSA key generator

Versatile memory

Platform configuration

Register(PCR)

SHA-1 hash generator

Attestation ldentity

Encryption- decryption
ryp yp Key(AIK)

signature engine

‘Hécéoh-*éczﬁgs'&m'*cnmm‘

‘ Storage key ‘

Figurel. Trusted Platform Module Component

Il. Systematic Literature review on Trusted Platform Module

Dynamic Website Content Monitoring and Alerting for Defacement Using Trusted Platform
Module in this study proposed that software system uses operating system kernel file system
monitor to detect changes and integrate with hardware system known as Trusted platform
Module for dynamic web site content (Viswanathan et.al. 2016).

This authors recommended for a comparative research based on trusted computing
scheme integration of TPM in loT computing execute a cryptographic operation and
hardware-based security to counter cyber security challenges (Faisal et.al. 2020).

Crowd Quality Control Using Remote Attestation on Behavioural Traces This study
recommended, based on Trusted Platform Module, that Trusted Platform Module recorded
and stored behavioural traces in storage measurement log (SML) and platform configuration
register (PCR). The PCR and SML evidence value provided to TPM signature with the
crowdsourcing platform. A remote attestation protocol is used to construct the SML hash
process (Fu et. al.,2021).

TPM in Cyber-Physical Systems: On the Interference Between Dependability and
Security concentrated on determining the equilibrium state between security and
dependability interferences on Trusted Platform Module services in this study (Hoeller et.
al.,2018).

A Trusted Platform Cloud Certificate Authority Architecture for Virtual Machines
The Trusted Module Platform operation is maintained by Modul in this article, which focuses
on certificate authority. Virtual machines are intended to be secure. The measurement
algorithm is utilised for the virtual machine's user authentication process (Yu et.al.,2015).

Protecting Agents from Malicious Hosts Using Trusted Platform Modules (TPM) was
the topic of this research, which argued for a unique way to protecting infrastructure services
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for Trusted Platform Module processing services. They suggest moving the protocol and
improving the Java Agent Development Framework in their proposed system (Md Ali
Shaik,2018).

ICITPM: In this article, we focused on authentication and the integrity of source code
and binary files used in Trusted Platform Module. (Muniz et al.,2020).

On the Raspberry Pi, we are simulating the trusted platform module 2.0. 2 in this

Trusted Computing Group recommended Trusted Platform Module through IBM
implementation software Trusted Platform Module (STPM) version install on RPi2 and
assess performance with TPM Command (Cheng et. al.,2020).
This study focused on TPM extension Scheme (xTSeH) suggested with TPM installed smart
embedded devices (TSED). Trusted base kernel module created a shadow TPM type of non-
TPM protected SED (N-TSED) that was implemented using the Raspberry Pi protocol (Lu
et.al.,2020).

Integrating Trusted Platform Modules in Power Electronics focuses on integrating
TPM in a system implemented Advanced Reduction Instruction Set Machine (ARM)
processor for power electronics security (Khan et.al.,2020).

Proactive Proper Security Management with a Focus on Peer Service Notification
ARMing the TPM We focused on proactive integrity reporting and monitoring of the TPM
via the peer system in this essay. (Maybaum et.at.,2015).

A TA for VM on Cloud Servers with TPM and CA focuses on the trust built using the
Trusted Platform Module (TPM) and the Certificate Authority (CA) of TPM operation for
virtual machine maintenance and security. For the VM authentication mechanism, a
measurement algorithm is employed (Yu et.al.,2017).

A More Secure Scheme for Virtual TPMs This article focused on security enhanced
approach using asymmetric encryption algorithm for virtual Trusted Platform Module
security based on Kernel Virtual Machine (KVVM) in this paper (Shi et.al.,2015).

Cryptographic Considerations for SCADA and Automation Systems Using TPA
advocated that different perspectives of a security issue for automation/supervisory control
and data acquisition (SCADA) with Modbus TCP protocol based on the function of
integrated Trusted Platform Modules be advocated in this paper (Tidera et. al.,2019).

This article focused on HMAC authorization security protocol examined with digital
rights management in TPA 2.0 hash-based message Verification code authorization under
management scenario digital rights (Yu et.al.,2016).

Handling compromised components in an laaS cloud installation is the topic of this
article, which focuses on the Openstack Infrastructure as a service. In the cloud environment,
incident handling is required for function adjustment (Taheri Monfared et. al.,2012). The
study Software Emulation of Quantum Resistant Trusted Platform Modules focused on three
Post Quantum (PQ) techniques utilised on non-quantum Resistant TPMs via software
emulation (Fiothais et.al.2020). Using Hardware-Based Virtualization to Improve Trusted
Platform Modules This paper's techniques argued for numerous virtual machines to preserve
their hardware TPM. The TPM scheduling and management instructions are monitored by the
virtual machine(Stumpf et. al.,2008).
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This study focused on trusted-Flex utilised for Trusted platform Module for security
services such as confidentiality, integrity, and authenticity based on RSA public key and
XTEA symmetric key cryptography of wireless Sensor network (Hu et.al.,2010).

This paper advocated that TVEM helps to solve the virtual environment of the service
provider Trusted Platform Module virtualization technique to assist the cryptography
algorithm, application programme interface, and configurable modular architecture in
Introducing the Trusted Virtual Environment Module: A New Mechanism for Rooting Trust
in Cloud Computing(Krautheim et.al.,2010).

In this work, Trusted Wireless Sensor Node Platform recommended for Trusted
Platform Module with 32-bit ARM 11 CPU for wireless sensor node platform security
implementation (Yussoff et.al.,2010).

This research focused on simulation toolset estimation of Trusted Platform Module
Services as Scalable Architectural Support for Trusted Software. TPM-based performance
optimization improves in two ways. The initial step is to take use of the numerous TPM,
followed by sorting the request and decreasing the queue. (Schmitz et. al.,2011) This study
focused on the ARM trusted area utilised in TEE of tablets and smartphones in Trusted
Execution Environments on Mobile Devices. TEES environment is provided via on-board
credentials and mobile phones. The Trusted Platform Module quickly discovers hardware
security problems (Ekberg et.al.,2013).

This article focuses on the Bastion hardware-software architecture, which improved

the microprocessor hardware and hypervisor software. Trusted Platform Module is a cutting-
edge security chip in today's market. They reflect the OpenSPARC platform’s implementation
(Champagne et.al.,2010). This study focused on implementing the Needham-Schroeder
public-key protocol for cloud architecture's trusted Platform Modules in a new cloud
architecture with virtual Trusted Platform Modules ( Liu et al.,2012).
Trusted Platform-as-a-Service: A Foundation for Trustworthy Cloud-Hosted Applications is a
paper that focuses on how a trusted third-party cloud provider manages the host application's
architecture and platform. Python/Django web framework supports cloud provider's trusted
Platform as a service (Brown et.al.,2013). In this study focuses on crucial objects of
informatics calculations of any industry or organisation dependent on hardware platform
module with Trusted Certification (Vorobiev et.al.,2017). This study, Design and
Implementation of Mobile Trusted Module for Trusted Mobile Computing, focused on
MTMs used for mobile devices, similar to TPMs used for PCs. MTM design based on a
spatially optimised architecture with 400 logic gates and a power consumption of 10mA for
trusted computing (Kim et.al.,2010).

Network protocol of different controller is the topic of this study by allowing users to
assess the safety of accessible interfaces, NFC contributes to the Trusted platform module
architecture Platform Module with Trusted Certification In this article, a survey argued for
the security of TPM design and functioning. TPM resolves data-related bootstrap security and
authorisation security issues (Ezirim et.al., 2012).

This study, Towards a Virtual Trusted Platform, pushed for trusted computing and
hardware-assisted strong virtual platforms for software security. Through Intel Trusted
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Execution Technology, Trusted Platform Module and hardware-assisted virtualization boots
manipulation are possible (Pirker et.al.,2010). This study, Cloud Computing System Based on
Trusted Computing Platform, focused on the security requirements of the cloud computing
environment. Based on a trusted platform module, a prototype provides a mix of cloud
computing and Trusted platform support services (Shen et.al.,2010). In this work, we will
expand the SSL/TLS protocol on TPM to overcome security issues with the SSL/TLS
protocol based on TPM (Yu et.al.,2010).

The article Reconfigurable Dynamic TPM for Control Flow Checking focuses on the
dynamic TPM architecture in FPGA that conducts control flow checking (Das
et.al.,2014).Using a Trusted Platform Module to Mitigate Botnet Attacks is a study that
focuses on botnets, which are rising dangers to online transactions. A trusted platform
module framework reduces the danger of botnet attacks on online banking apps ( Sidheeq
et.al.,2010). A hijacker's guide to the trusted platform module's communication interfaces in
this study focused on the trusted platform module and its interfaces to manipulate
communication buses and embedded systems (Winter et.al.,2013).

TPM for Smart Cards is a paper that focuses on near spectrum data transmission
smartphone services and provides multiplications smartcard architecture cross-device security
via reliable executable and consumer tamper-resistant gadget via trusted execution
environment and user-centric tamper-resistant device. Between the application and the
service provider, a TPM for portable systems (smartcards) builds trust (Akram et. al.,2014).

A reliable Real Field communication platform module.The use of Dedicated short range
communication (NFC) to the secure(Hutter et.al.,2010) this study argued for a new cloud
architecture of virtual trusted platform module to increase the usability and security of cloud
architecture of virtual TPM functionality by using the Needham Schroeder public-key
protocol ( Liu et al.,2012).

Using TPM to Secure Business Communication (SBC) in Vehicular Ad hoc Network
(VANET) in this focused on trusted platform module demonstrate the importance of SBC
between the user and business parties in Vehicular Ad hoc Network (VANET) (Sumra et.
al.,2016).Trusted Wireless Sensor Node Platform in this paper focused on trusted platform
module technologies initiatives embedded security utilizing 32-bit ARM11 processor security
enhance sensor node platform(Yussoff et. al.,2010).

This systematic literature survey is based on three phases first one formulating the
search, the second searching, third search result. The first phase of the systematic literature
review is designing the search so that the author may select the paper related to the issue. In
the second step of systematic literature searches, we acquire a list of 100 publications on the
relevant topic from 2010 to 2021. Using this method, we receive a list of 56 papers from
which to choose. The third phase thorough literature search reveals that various attackers
cannot simply remove the Trusted Platform Module's certificate authority.
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I11. Conclusion

TPM adds hardware-based security benefits to the data centre of a cloud service
provider. TPM install on hardware i.e. computer remarkably improved security benefits. We
analyze the systematic Literature survey report that all the papers depict TPM chip cannot
easily accessible from any attackers to reach hardware.
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