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Abstract: - Voting has evolved over the years from a purely manual process to more electronic
means. The use of electronic devices in voting is Known as electronic voting. By electronic
voting we need to be able to make sure the ballot cast can be authentic must be verified and the
transaction cannot be traced Voting process is strictly followed in India The principle of
Electronic Voting Machine (EVM) is simple design, reliable and fast access characteristics.
Unfortunately, due to hardware problems in EVMs, Faulty officials and illegal voters have
illegal votes being cast. This research paper introduced an innovative approach to designing an
E-Voting system with the help of multimodal biometrics that enhances security, overcomes the
chances of fraud, and provides high-level authentication. High Accuracy is achieved by the
fusion of facial and fingerprint recognition Arrangements.

INTRODUCTION

Voting has evolved over the years from a purely manual process more electronic means. Use of
electronic devices in voting Known as electronic voting. By electronic voting we need to be able to make
sure the ballot cast can be authentic must be verified and the transaction cannot be traced. The current
voting system is based on a ballot machine, where, when we press the button with the election symbol,
voting is done[1]. Here there is a security risk; the person voting may be a fake person vote. People out
there might not know that someone is using Fake voting card, it can cause trouble. Electronic voting
system security can be enhanced by using Biometrics. Biometrics is measurement and statistical Analysis
of a person's unique physical and behavioral features. There are many techniques in biometrics such as
Facial Recognition, Finger Print, Iris Recognition, Hand Geometry, Palm veins, palm impressions etc.
Face recognition and fingerprints are used in this technique. Facial recognition is a biometric way of
identifying someone Person by comparing live capture or digital image data Image data stored for that
person. Finger print recognition Refers to the method of identification and confirmation of Identification
of a person on the basis of comparison of two fingerprints (Finger print and sensed finger print in
database) and is used for Certification in computerized systems[2].

EXISTING VOTING SYSTEM

Follows the principle of existing voting process Electronic Voting Machine (EVM) which has a
simple design, Reliability and fast access characteristics. Unfortunately due Hardware problems in EVMs,
malfunctioning of officers and invalid votes are being cast by invalid voters, and the same a person can
vote multiple times. Must provide voting system Results are quick, but current voting system takes a long
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time generate results. Unimodal biometrics like finger print have many drawbacks like fingerprint will be
taken so dirt will go inside finger, grease and other contaminating material will be will be recorded and
there will be a possibility of getting finger print denied. when a person has a mark on his finger or A
person whose finger is amputated will be considered handicapped.

This paper offers conceptual solutions to vote fraud process through multimodal biometrics that
helps enhancing security, which provides elimination of fraud High level authentication and takes less
time to provide Result? Multi Modal Biometrics is a fusion of two or more Types of biometrics. Fusion
will lead to higher accuracy Compared to face and finger print recognition systems Existing EVM System

THE PROPOSED / PROTOTYPE DESIGN

The proposed EVM system has two inputs, one of which is Face Image and the other is Finger
Print. Initially, in the face recognition part, the webcam captures the face image and it is Processed as
shown in Fig. 1. The area of the face will be detected using the Viola and Jones algorithm[3], which
includes: There are three types that feature necklaces [4][5], Adaboost and cascading. Facial features
detected Face image using HOG algorithm[6]. It includes two methods they are intensity based method
and Facility based method. Intensity based method is used to extract Face intensity features and feature
based method are used Find the magnitude and angle of the face[7].
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Photographs of the person's face are taken at the time of enroliment and it will be stored in the
database. Database images and the captured image is compared and the result is taken[8].

Finger Print Verification

Finger print image is taken from finger print module and compared to the fingerprint stored in
the database[9].

Finger Data

Result

Finger ——> | Capturing —> Feature Extraction >,  Comparison

Recording Referring

Finger Information Database

[ Enrollment /Verification or Identification ]

Fig -2 Finger Print Verification

Features of Face Module and Finger Print Module are connected as shown in next Figure
3 and the recognition result is given Matches microcontroller[10][11] and individual or

Mismatch is displayed in the LCD display. Then that person One who is recognized will be
allowed to vote.

Output of Face Features I

Matching Module _—> Microcontroller
—>

Out of Finger Features —_—

Fig. 3. Interfacing to the Microcontroller
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LED display is used to display messages to the voter For example, select a candidate, vote
accepted, matched, no matching etc. A buzzer is used to alert the user. the buzzer will If person
comes to vote again, turn on, if not input match and if any misconduct occurs or if the person
come again for voting. The figure below is a proposed block diagram for an electronic Voting
system using biometrics[12].

SWITCH

[

_— BUZZER

— > LED DISPLAY
MICROCONTROLLER

FINGER PRINT MODULE \l/
B1 CANDIDATE -A
POWER SUPPLY
B2 CANDIDATE -A
B3 CANDIDATE -A
B4 CANDIDATE -A

Fig. 4. Block diagram of proposed EVM
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The switch can be operated in two modes which are Mode A and mode B. Mode A
indicates that the switch is in voting mode and Mode B indicates that the switch is in counting
mode. there will be votes Accepted only when the switch is in voting mode. B1, B2, B3 and B4
are the buttons used to represent the candidates. VVoter press any one of these buttons. if the voter
presses More than one button will buzzer at a time or first Pressing the button will be considered
as a vote. Facial recognition is implemented using MATLAB.

Algorithm for the proposed design

Algorithm for the polling module:

Step 1: Put the Switch in Voting Mode

Step2: Capture face and finger print using web camera and finger print sensor.

Step 3: If both the inputs match then go to step (7)

Step4: If only one input will match and the other will not match Booth Chief will be empowered
to decide whether the user is the user is the correct person or not

phase 5: The back head will enter the secret key, if it is correct He will check which biometric is
not matching.

Step 6: If you don't turn on the LLC anywhere and the LCD will turn on will not be allowed to
vote

Step 7: Voter will be allowed one button along with the blog's logo and the votes will be stored
in Commemoration.

Step 8: If the voter PRESS more than 1 button the LCD will Display to press any one button and
go to step (7).

Algorithm for counting mode

Step 1: Capture facial images and finger prints using web Camera and fingerprint sensor.
Step 2: If the inputs match, the authorized person will allowed to access and count the votes.
Step 3: If it does not match then go to step (1).

Step 4: The votes will be counted and displayed.
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CASE STUDY

Case |: Both the inputs (face image, finger print) are matched

b |

s

MATCHED

The LCD will display that the input has been matched, then it will Ask the user to vote by
displaying the profile of the candidates.

Case I1I: Finger print matched but facial image does not match

NOT MATCHED

. R

The booth head will check whether the voter is a genuine person or not by checking the database.
Voter will be allowed Vote up if it's the right person.
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Case Ill: Facial image is matched but finger print is not matched the booth head will check
whether the voter is a genuine person or not. Or not by checking the database. The tally is done
and the person is allowed to vote.

NOT MATCHED

N <

If the voter is a genuine person then he/she will be allowed to vote

Case 1V: Both inputs do not match

NOT MATCHED

N ><

Alarm will be triggered and user will not be allowed to access until the booth chief approves his
identity.

Case V: An unauthorized person comes to vote The alarm will go off to alert the authorities that
it is counterfeit Person.
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RESULTS AND DISCUSSION

e To create a database:
To enroll the person's database, initially we will take his/her finger Prints and facial
images.

e Fingerprint Recognition:
LCD will display to place finger to take finger print and press switch 2 and if it matches
the LCD will display as finger Matched and go with facial recognition.

e Face recognition:
To take images of a face the LCD will display that it is a face matched and the person is
allowed to vote.

= Voting Phase:
Any one of the four switches will be pressed and the LCD will turn on Display that the
vote has been accepted.

= Counting Phase:
Authorized person will count the votes with his finger Print and result will be displayed.
The false acceptance ratio is very low and the false rejection ratio is Very high. So, the
system is time efficient.

CONCLUSION

In the proposed task, the numbers of faces of the person and Finger print is considered for
performance analysis face the features are extracted with the Hogue algorithm have finger print
Captured from the fingerprint sensor. Facial fusion and Fingerprint has been identified is a
recognized person allowed to vote. is implemented using the voting module microcontroller
results show proposed The method provides highly secure voting technology.

FUTURE SCOPE

Fewer numbers in the proposed voting prototype model Finger print can be stored in
finger print module can be increased. This could be an electronic voting machine Interfaced with
machines at various locations for the state elections so that the votes can be counted easily can
time stamp should be provided so that there is no malpractice and provide More Security.
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