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Abstract: Ciphertext-Policy Attribute-Based Encryption (CP-ABE) has emerged as a promising 

cryptographic technique for enhancing data security and access control in cloud environments. This 

paper presents a comprehensive study on designing and implementing Secured Access Policies within 

CP-ABE frameworks. We propose a novel approach that combines attribute-based encryption with 

fine-grained access control, allowing data owners to specify intricate access policies for their 

encrypted data. Our solution addresses the challenges of scalability, key management, and policy 

expressiveness in cloud-based scenarios. We provide a detailed analysis of the proposed Secured 

Access Policy framework, highlighting its advantages and practical implications.  

Keywords: Ciphertext-Policy Attribute-Based Encryption, Cloud Security, Access Control, Data 

Privacy, Key Management, Secured Access Policy, Fine-Grained Access Control, Encryption, Cloud 

Deployment. 

 

1 Introduction 

Cloud computing has been one of the most critical information technology techniques since 2007. The 

government and industry have paid much attention to this technology [1]. There are four main components 

to enhance the performance of the cloud that are Service-Oriented Architecture (SOA), virtualization, a 

variety of services, and deployment architecture [2]. It provides services in the form of payment when 

you use it. Many features are available, including cost, measurement, and on-demand access to use 

resources efficiently. The cloud offers many advantages to users, but still, there exist some 

challenges in security and data storage. Data stored in the cloud is generally sensitive and confidential, 

such as medical data and military information [3]. To protect data, additional security measures like 

authentication and access control are necessary. It is critical to encrypt users’ data before it is 

outsourced to the cloud to achieve advanced data protection [4]. 

 

An access policy structure is generated based on the user’s attribute. To improve the access policy’s 

privacy, the SHA-512 algorithm is presented [5]. 

● To decrease the loss of data, the CP-ABE algorithm is presented. It is used to encrypt sensitive 

data. The effectiveness of the proposed approach is analyzed based on different metrics such as 

security level, encryption time, decryption time, uploading time, downloading time, and memory 
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usage. 

 

2 Literature Survey 

Many researchers have developed access policies based on secure data transactions on the cloud. Some 

of the works are analyzed here;[6]  developed an encryption approach based on ciphertext policies for cloud 

storage. In this approach, the authors developed a CP-ABE model for user data security and privacy 

enhancement by hiding the access policy. Then, the authors generated a constant-size ciphertext to 

reduce the storage overhead. Besides, they used a short signature scheme to identify the inside 

attackers [7]. Furthermore, they developed a secure fine-grained access control system in this 

approach. They compared 

the model’s performance with other CP-ABE methods, and the results showed the outperformance of 

the model. 

 

 

Figure 1: System model 

 

In Fig. 1, CSP is used to store data from DOs. Users can retrieve data from the CSP depending on their 

requests. However, this is not entirely reliable. They need to have data files for their users. DOs’ data files 

are stored in CSP and may be shared with users via CSP. DOs encrypt data files and may define an access 

policy [8-10]. Finally, they save the ciphertext (CT) to the CSP. AA is the central hub for the formation 

of PK and SK. It 

assigns PK to DO as well as SK to users. Thus each user can attain different access rights depending 

on their attributes. 

The main objective of the proposed methodology is to securely access the data on the cloud using a 

secured access policy with CP-ABE [11]. Initially, the data stored in the cloud are encrypted using 
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CP-ABE. 

To enhance the CP-ABE’s performance, the access policies are encrypted using the SHA-512 

algorithm. It leads to a decrease in the users’ information leakage [12]. The proposed system 

consists of three main stages that are the registration phase, the secure data uploading stage, and 

the decryption stage. The 

structure of the proposed methodology is given in Fig. 2. 

 

2.1 Registration Phase 

The registration phase is a significant stage for secure data transactions on the cloud. In this phase, 

initially, the users register their details in the cloud for data access. Before using the system, they must 

apply for approval as an administrator [13]. Typically, users will be asked to register their username 

or username, password, age, and gender. 

2.1.1 Login Phase 

A login is a set of certificates used to verify a customer. Often, this will contain a username with a 

password. Logins are used to obtain login and command of any PCs or administrations. The client 

enters his client ID with the secret key for information access. During the verification phase, the 

system checks whether the user is authorized or not. 

 

 

 
 

Figure 2: Structure of proposed secure data transmission 
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Figure 3: Structure of the proposed SHA-512 algorithm 

 

The technique consists of four stages: input design, hash cache initialization, message processing, and 

output. Each stage explanation is given below; 

● Input formatting 

Consider the input message and check that the message size is suitable for further processing. If the size 

of the input message is sufficient, any padding bits will not be added to it; otherwise, padding bits will 

be used to get the required size. Typically, the padding bits are ‘1’ and multiple ‘0’s (100000 … 000). 

Also, 

according to SHA-512, there should be even a bit of padding. So a single dump bit would simply be 

‘1’. 

Here, it connects the 128-bit module with the input message. Also, this module contains the 

unsigned 

128-bit integer (originally the most significant byte) and the length of the original input message 

(before dumping). The end of those two steps will reach a message with a length of 1024 bits. The 

expanded message is signified as the Results and Discussion 

The experimental results of the proposed approach are analyzed in this section. This proposed scheme is 

implemented using Java with the Windows 7 operating system on a 2 GHz dual-core PC machine with 

4 GB of main memory. The performance of the proposed HCP-ABE is analyzed based on encryption 

time, decryption time, key build time, security level, memory usage in encryption, and memory usage 

in decryption. Besides, the performance of the proposed HCP-ABE is compared with that of the 

conventional CP-ABE and ABE schemes. 
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Security is one of the most critical parameters in the cloud because the cloud is an unreliable network. 

For security purposes, in this paper, the HCP-ABE algorithm is utilized. Fig. 4 shows the security 

level of different methods. When analyzing Fig. 4, the proposed method attained a high-security level 

compared to the other two methods, namely CP-ABE-based security and ABE-based security. Also, from 

the figure, ABE- based security attained the worst security level compared to CP-ABE and HCP-ABE. 

 

 
Figure 4: Performance analysis based on the security level 

 

During the data access, the following processes are done that are key generation, cipher text creation, 

and cipher text verification time. Each process consumes a different time to process. In Fig. 5, the 

amount of time taken for different processes is analyzed. The figure clearly shows that for the key 

generation process, 675 ms time is taken, for cipher text creation, 712 ms time is taken, and 824 ms 

time is taken for the cipher text verification process. 
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Figure 9: Performance analysis based on download time 

 

Fig. 10 shows the amount of memory usage. To prove the efficiency of the proposed approach, 

it is compared with different methods. When analyzing Fig. 10, encrypting 5k data, the 

proposed method utilizes only 76853642-kilo bytes which are 85517741-kilo bytes for CP-

ABE-based encryption and 96857874-kilo bytes for ABE-based encryption. 
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Figure 10: Performance analysis based on memory usage on encryption 

Moreover, in Fig. 11, the performance of the proposed approach is analyzed based on memory 

usage in the decryption process. From the analysis, the proposed method attained better results 

compared to the traditional CP-ABE and ABE. 

 

3 Conclusion 

An efficient HCP-ABE algorithm-based secure data transaction on the cloud has been presented 

in this work. To prevent the unauthorized login process, an authentication system with a secure 

access policy has been presented. The access policy has been generated based on the user 

attributes, mainly location and time attributes. To enhance the system’s security, the access 

policy has been encrypted using the SHA-512 algorithm. The encryption process has 

been carried out using the HCP-ABE algorithm. The performance of the proposed approach 

is analyzed based on the different metrics and effectiveness compared with other methods. The 

proposed HCP-ABE will take 457 ms encryption time and 468 ms encryption time, and those 

are minimal considering the existing algorithms. Moreover, this proposed work achieves a 

maximum security level of 97%. 
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