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Abstract

Crime prediction is a foremost requirement of the current time. Technology helps to
process crime prediction in advance form. In this era of digitalization crime investigation
and prediction are a top and foremost necessity. An action or commission which
constitutes an offense and is punishable by Law is called a crime in today's time, crime
has increased a lot and if the crime is identified at the right time and informed to the police
or the government, then 10T and computer applications like IDS are a blessing of digital
technology and are used to find criminal information, and it helps the police to get data.
The purpose of our work is to design a prototype that helps the police in detecting crime
locations. We have collected data set from loT-based sensor. Data collected is pre-
processed and arranged in an excel sheet. This data set is used in an ensemble classifier
of machine learning to predict the crime. Ensemble classifier is an improved technique
of classification which support azure machine learning. It gives high accuracy and
avoids overfitting and classification. It helps improve machine learning results by
comminuting several models. It creates multiple data set and at last various classifier to
give an accurate result. When we use an ensemble classifier in our work, we get high
accuracy if different base models misclassify different training. Ex- even if the base
classifier accuracy is slow.Crime can be performed by an individual or group. It can
commit against the government or private sector it may harm someone’s reputation,
physical harm or mental harm crime can cause direct harm or indirect harm to
whomever the victim is. We have taken a condition that if any person is going
somewhere and after seeing an accident when the photo of that accident is taken then
automatically it will be sent to nearest police Station. For this, it is necessary to havean
application designed by us both for the sender and the receiver. This whole matter will
directly connect the police with the crime location which eases the police can reach that
location. GPS will be used for location detection. In our work, we have collecteddatasets
with the help of a digital camera that is attached to an 10T device. In the first partof our
paper, we have discussed the grounds of our work under the introduction of crime, digital
image processing, GPS, and 10T. In the second part of our work, we have discussed the
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methodology of our work here sensor board, and GPS setting has been discussed alongwith
the dataset. There is a number of data collection technologies in the 10T. The most
widely used technology is the Wireless sensor network (WSN) uses multi-hopping and
self-organization to maintain control over the communication nodes.

1. Introduction

In this era of computer, 10T is a network that exchanges information by
connecting many types of network objects and 10T uses IoT sensor for this process
[11[2][3]. 10T is a concept with the help of which all work is easily possible and the main
task of 10T is to design a better network by recognizing all the devices connected to the
Internet. If a device has the facility of on / off, then we can call it part of 10T, During the
last decades, information technologies supported the pc networks play a significant role
in various spheres of the act. Information has become the organization’s most precious
asset. Network Intrusion Detection System (NIDS) can define the embedded process in
networking for devices like Smart Sensor inspired devices & under a Service Oriented
Architecture (SOA) to regulate independently as an anomaly-based NIDS or integrated,
transparently, during a very Distributed Intrusion Detection System (DIDS) [4]. The
quality datasets contain inconsistencies that degrade the performance and increase the
computational time. This motivates us to pre-process the datasets and forms an efficient
version that helps researchers to make a robust and price-effective model for intrusion
detection [5]. A ramification of intrusion detection approaches is present to resolve this
severe issue but the foremost problem is performance. It is vital to increase detection
rates and reduce warning rates within the world of intrusion detection. Soon detect the
intrusion, various approaches are developed [6]. An intrusion Detection System (IDS)
can discover the malicious activities and irregularities within the network and provide an
awfully important basis for network defense. thanks to the event of cloud computing,
social networks, additionally as mobile cloud computing, IDS has become even more
important than before ([7][8]). Through the following hyperparameter selection methods
and KDD Cup 99 dataset chosen optimal network parameters and network topologies for
DNNs [9]. Serious network attacks may cause damage to computer systems, network
paralysis, dataloss, or leakage. Network intrusion detection systems (IDS) try and identify
unauthorized, illicit, and anomalous behavior based solely on network traffic to support
deciding in-network preventive actions by network administrators [10]. Many researchers
are contributing to this field for the last twenty years. During this paper, certain literature
survey has been done to display some past research work.

2. Networking Attacks
These networking attacks are an overview of the four major categories ([11][12][13]).
ial of ice (DoS

attack renders system resources unavailable to legitimate users. The attack during which
the hacker makes a computing or memory resources too busy or too full to serve
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legitimate networking requests and hence denying users access to a machine e.g. apache,
smurf, Neptune, ping of death, back, mail bomb, UDP storm, etc. are all DoS attacks.

Remote o User Attacks (R21)

the attacker first succeeds is gaining a foothold on the remote system within the sort of
user session. a far off to user attack is an attack during which a user sends packets to a
machine over the online, which s/he doesn't have access to so on show the machines
vulnerabilities and exploit privileges which a section user would wear the pc e.g., xlock,
guest, xnsnoop, phf, sendmail dictionary, etc.

User 1o Roof Attacks (U2R)

These attacks are exploitations during which the hacker starts off on the system with a
typical user account and attempts to abuse vulnerabilities within the system so on realize
super user privileges e.g., perl, xterm.

Probing
it's new attack threat for IDS. Probing is an attack within which the hacker scans a machine
or a networking device so on determine weaknesses or vulnerabilities which can later be

exploited so on compromise the system. this method is sometimes employed in processing
e.g., saint, portsweep, mscan, nmap et.

3. Intrusion Detection System

Intrusion detection is defined because the strategy of intelligently monitoring the
events occurring in an exceedingly very automatic processing system or network, analyzing
them for signs of violations of security policy [14]. The primary aim of Intrusion Detection

System (IDS) is to shield the obtainability, self-assured, and probity of critical networked
information systems [15].
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Fig. 2: Flow Diagram of Work Model

Attacks targeted by intrusion detection systems could even be divided into three forms
user-level, system-level, and network-level. Typical user-level attacks include
masquerade attacks [16]. The IDS researchers traditionally use three styles of metrics to
check the performance in the network: False-Positive Rate (FPR), False-Negative Rate
(FNR), and its complement, True Positive Rate (TPR) [17]. Recently, to safeguard
computer networks and beat network security issues, Machine Learning (ML) approaches
are implementedwithin the SDN-based Network Intrusion Detection Systems (NIDS). A
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stream of advanced machine learning approaches the deep learning technology (DL)
commences emerging within the SDN context ([18][19][20]).

The role of uncovering is to delete or remove the unneeded information from the audit
trail. he increasing network output challenges during this NIDS system it define the
possess compatible high and better performance processing and supply Rule-Based High-
Performance Network Intrusion Detection System (RHPNIDS) for high-speed network
which improves the system performance supported advanced approaches to both data
collection and data analysis ([21] [22].

4. Classification of the Intrusion detection system

This research builds upon their work and introduces the very detailed and deep
networking technique that these referenced research works don't describe [23]. There are
two varieties of IDS: One is Network-based IDS and also the other is Host-based IDS.
The NIDS monitors the data packets which is sending the networking from the network
and the HIDS analyses the audit data of the operation system. [24]

Network-Based Intrusion Detection Systems (NIDS)

A network-based Intrusion Detection system detects malicious traffic on a
network. Network Intrusion Detection Systems usually require promiscuous network
access so on investigate all traffic including all unicast traffic [25]. Network Intrusion
Detection Systems are passive devices that don't interfere. The Network Intrusion
Detection System sniffs the net interface of the firewall in read-only mode & sends alerts
toa Network Intrusion Detection System management several via a precise (read/write)
network interface. [26]

Host Based IDS (HIDSJ)

Host Intrusion Detection System is an application that's accustomed check or
monitoring a computer or network for suspicious activity, which might include intrusion
by external actors like through the devices yet as misuse of resources or data by internal
ones [27]. A bunch-based Intrusion Detection system is capable of the dynamic behavior
andalso the state of an ADPS supported by how it's configured. The principal operation
of host Intrusion Detection Systems relies upon the actual incontrovertible fact that
successful intruders (hackers) will generally leave a trace of their activity.

Anomaly Based Detectjon
NIDS is the only way of defending against network-based attacks geared toward
computer systems. These systems are utilized in most large-scale IT infrastructures. There
are two main kinds of intrusion detection systems (a) signature-based and (b) anomaly-
based. ABS systems build a statistical model like a mathematical model for describing

the traditional network traffic and find any abnormal behavior that deviates from the
model isidentified.
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SBS systems rely on pattern recognition techniques where they are accustomed to
maintaining the database which suggests a collection of information of signatures of
previouslyknown attacks or fires and compare them with analyzed data after the analysis
process. An alarm is raised when the signatures are matched

5. METHODOLOGYOGY

An action which constitutes an offence and is punishable by rule is called crime. It can be
performed by individual or groups .it can commit against government or private sector. it
may be harm someone reputation, physical harm or mental harm.

» Hacking: - it 1s illegal practice that harm some one’s important data.

» Unwanted mass surveillance: - it is for personal interest it is considered as crime.

» Copyright infringement: - if someone infringes some one’s protected copyright without
permission and publishes then it is copyright infringement.

* Cyber extortion: - when someone hack email server, or computer system and demand for
money then it is called cyber extortion.

» Cyber terrorism: - when someone hack government security then it is called cyber
terrorism. For secure data we need to pay attention about

i) Security architecture

ii) Network diagram

iii) Risk management policy

iv) Security system

v) Disaster recovery plan

vi) Backup and restore procedure.

So that our main focus or our target is to reduce communication overhead & energy
connection while maintaining high rate of service. We have collected data using 10T in
Arduino board. This was developed by us. Data from 2017 to 2020 was collected through
this method. Ensemble Learning Techniques was used to get the accuracy of two classifiers.

6. EXPERIENTIAL WORK
6.1 Ensemble Learning Technique: -

Under this technique we have used Random Forest and Bagging Classifier. We
have compared the outcome of two with other classifiers.
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6.2 Random Forest: -

The Random Forest algorithm is a technique which creates a forest with the number
of trees in decision tree. It can be used for degenerate, classification and other tasks.
During training. Using Random Forest, the variable scan be ranked on the basis of
their priority-based system.

Random Forest algorithm
BriefdefinitionofRandomForestalgorithmworksasalargecollectionofthecorrelateddecis

iontreesWell, the name forest is because we use a lot of decision trees use them to
make a classification.
Let’s see

falr  fB1 fc1

M=fA2 fB2 fc3

fAan  fBn fn
We show here in this example a matrix M Suppose this matrix S is a matrix of
training samples. In this case f A 1, f B 1, f C 1, these are a lot of features, for
example the f A 1 is the feature A of the first sample And we can continue with all
the given samples so that is up to N So, the f B N is the feature B of the Nth sample
And also we have in the last column here the C 1 and C N, which means that we have
lots of features and we have a training class So that the aim is to create a random
forest to classify this sample set How the algorithm works.

6.3 Confusion matrix

A confusion matrix is a matrix that evaluates the performance of classification-based
model.

Tablel: Table Classification Accuracy of random forest Classifier (by Using the Data set
with Pre-processing)

Year Accuracy (TP Rate FPRate Precision Recall FMeasure
2017 0 0. 0 0. 356 0 882
2018 88.333 883 .051 .892 883 .883
2019 98.963 983 .006 984 983 .983
2020 07.444 978 .009 978 978 978
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Figure3d: Classification Accuracy of Random Forest Classifier (by Using the Data set with
Pre-processing)

Confusion matrix

A confusion matrix is a matrix based technique for summarizing the performance of a
classification algorithm for different sets .

Table2: Classification Accuracy of Bagging Classifier (by Using the Data set with Pre-
processing)

Year Accuracy | TP Rate FPRate Precision Recall FMeasure
2001 16.667 0.167 0.35 0.11 0.167 132
2005 71.667 A17 011 721 A17 714
2010 04.444 944 017 952 944 .943
2015 95.556 956 014 957 956 .956

7 Comparison Study

In the first phase, the sequential model is created. It is implemented using weka package

and its results are compared with existing Machine Learning algorithms. EXisting

Machine Learning algorithms are implemented using Weka 3.9 library in java.
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m 48 0.01 Secs
® Random Forest 0,03 Secs

80,00%

60.00%

40.00%

20.00%

0.00%

mSMO 0.09 Secs
Begging 0,08 Secs
m Naive Bayes 0.08 Secs

Accuracy
94.44%
98.21%
56.78%
95.55%

95.55%

‘TP Rate
0.944
0,982
0.568
0.956
0.956

FP Rate
0.022
0,009
0.568
0.014
0,014

Kappa
0,921
0976

0
0.942
0.942

Precision
0.945
0,982
0.322
0.952

0,952

Evaluation Metrics | J48 Random SMO Begging Naive
Forest Bayes

Time 0.01Secs 0.03Secs 0.09Secs 0.08Secs 0.08Secs
Accuracy 94.44% 98.21% 41.667% 95.55% 95.55%
“TPRate 0.944 0.982 0.417 0.956 0.956
FPRate 0.022 0.009 0.292 0.014 0.014
Kappa 0.921 0.976 0 0.942 0.942
Precision 0.945 0.982 0.322 0.952 0.952
Recall 0.944 0.982 0.417 0.956 0.956

120.00%

100.00%

Recall
0.944
0,982
0.568
0.956
0.956
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8 Conclusion:

In this paper, we have presented literature survey on network intrusion detection
system. Network security is playing vital role altogether styles of networks. Intrusion
detection has attracted considerably more interest from researchers and industries so
currently it's sensible choice for networking user for security purpose. After some years of
research, the community still faces the matter of building reliable and efficient NIDS,
which are capable of handling large amounts of knowledge, with changing patterns in real
time situations. The scope of the work on classifying intrusion detection systems,
reviewing the various methods of detecting anomaly, performance of those methods was
supported past and up up to now works revealing the benefits and drawbacks of every of
them.
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